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1. 1. #E iR

OTP NVM (One Time Programmable Non-Volatile Memory), BIH A ZwfE— R IKAE S K. 1E XL,
FLASH f#fi# Al 2 5 .

OTP KA X I k) 73 N # 4= X (Secure OTP) F1dE%4=[X (Non-Secure OTP) , FEzz 4=ttt 5 (HUnU-
Boot, UserSpace) ] UIE AR X s, (LR ENEBEEREXEE, —RBUBEIEES S 17
T4 X, RA2Z4MR (FlinMiniloader/SPL, OP-TEE) 7] LAH 55 %4 X OTP.

KT 22 At FOR AR 22 At SO SO 08 K TrustZone MITEERIR, 41115 5%
{Rockchip Developer Guide TEE SDK_CN.md) 3 ARM B 5 %k},

2. 2. Non-Secure OTP

2.1 OTP Layout
RK “F- 5 Non-Secure OTP Layout Z5 4 ZAAH A,  K/NFMR AL RS 1 7 -
2.1.1 RV1126/RV1109

RV1126/RV1109 Non-Secure OTP A /i 1-1 fix:

Type Range [bytes] Description

SYSTEM 0x000 ~ 0xOFF system info, read only

OEM 0x100 ~ 0x1EF oem zone for customized
RESERVED 0x1F0 ~ Ox1F7 reserved

WP 0x1F8 ~ Ox1FF write protection for oem zone

%% 1-1 RV1126/RV1109 Non-Secure OTP Layout

2.2 OEM Zone

RK “F-& OTP filF OEM [X3K, J5E% 7 f2f H o B, Lt FPols, MAC Hbhk, >~ afs 85, @
AARHESCAF LS APL XS OEM XIHEAT LS . 275 OTP Layout il %05 f 15 OEM SCRFEAL. HLln:
RV1126/#] OTP_OEM_OFFSET & 0x100, RANGE 4 0x100 ~ 0x1EF, TOTAL SIZE >} 240 bytes.
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2.2.1 OEM Read

/*
* @doffset: offset from oem base
* @buf: buf to store data which read from oem
* @len: data len in bytes
=/
int rockchip otp oem read(int offset, char *buf, int len)
{
int fd = 0, ret = 0;

fd = open("/sys/bus/nvmem/devices/rockchip-otp0/nvmem", O RDONLY) ;
if (£d < 0)

return -1;

ret = lseek(fd, OTP OEM OFFSET + offset, SEEK SET);
if (ret < 0)

goto out;
ret = read(fd, buf, len);
out:

close (fd);

return ret;

2.2.2 OEM Write

1, % OEM Write RI AR Z ARSI OL, HAZBRIRS

int rockchip otp enable write(void)
{
char magic[] = "1380926283";
int fd, ret;

fd = open("/sys/module/nvmem rockchip otp/parameters/rockchip otp wr magic",
O_WRONLY) ;
if (fd < 0)

return -1;

ret = write(fd, magic, 10);
close (fd) ;

return ret;

2, FNMHEE KN B AL 5 AT T, B SN RARIC S RY, A REEE S R R R N IRE R
JRHERL.

/*

* @offset: offset from oem base, MUST be 4 bytes aligned
* @buf: data buf for write

* @len: data len in bytes, MUST be 4 bytes aligned
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*/

int rockchip otp oem write(int offset, char *buf, int len)

{

out:

int fd = 0, ret = 0;

/* MUST be 4 bytes aligned */
if (len % 4)

return -1;

fd = open ("/sys/bus/nvmem/devices/rockchip-otp0/nvmem", O WRONLY) ;

if (f£d < 0)

return -1;

ret = lseek(fd, OTP_OEM OFFSET + offset, SEEK SET);

if (ret < 0)

goto out;

ret = write(fd, buf, len);

close (fd) ;

return ret;

2.2.3 Demo

1, OEM X1 fmFZ0IHIBEE N 0~ 15

void demo (void)

{

char buf[l6] = { 0, 1, 2, 3, 4, 5, 6, 7, 8, 9,

int ret = 0;
ret = rockchip otp enable write();
if (ret < 0)

return ret;

rockchip otp oem write (0, buf, 16);

13,

14,

2, Jid OEM Read 5% hexdump My &AL R, W N vl 4 AE OEM XA

# hexdump -C /sys/bus/nvmem/devices/rockchip-otp0/nvmem
00000000 52 56 11 26 91 fe 21 4b 50 41 30 31 37
00000010 00 00 00 00 10 25 16 12 2f 0Oe Of 00 08
00000020 00 00 00 e0 Oa e0 0Oa 1le 00 OO 00 00 0O
00000030 00 00 00 00 00 00 OO 00 00 00 00 00 00

*

00000100 00 01 02 03 04 05 06 07 08 09 O0a Ob Oc
00000110 0O 00 00 OO OO 00 00 OO 00 0O 0O 00 00

*

000001e0 00 0O 00 00 0O 0O 00O OO 0O OO0 00 00 00
000001£f0 0O 00 00 OO OO 00 00 OO Of 00 00 00 00

00
00
00
00

0d
00

00
00

00
00
00
00

Oe
00

00
00

00
00
00
00

0f
00

00
00

15 35
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3. 3. Secure OTP

Secure OTPH 1l B Z F AN A IOEM Zone X 35 FH UL /& F P AN R B9 FH 75 5K o

3.1 Protected OEM Zone

i%OEM ZonelX I{X 1112 47 7/EOP-TEE OS_L- ) &% Trust Application(TAN ) i, 3R 24ttt ik H %
5 1%Z0EM Zone[X I8, ANAE B g 25 4F 22 4t I UREIOE 1 WU HZOEM Zone X 45, RK3588°F ik
1A Protected OEM Zone (25 ThRE, — HRMBESIIRE, KHIIEERES Protected OEM Zone.

3.1 ZFFE

Platform Protected OEM Zone Size Support Write Lock
RV1126/RV1109 2048 Bytes Not Support
RK3308/RK3326/RK3358 64 Bytes Not Support
RK3566/RK3568 224 Bytes Not Support
RK3588 1536 Bytes Support

312 ATk

F P22 (Rockchip_Developer Guide TEE SDK_CN.md) (%4, ZmPRIE1T rk_tee user/ HF FHICA
TARM ], DemoiiZ#r1k_tee user/v2/ta/rk_test/rktest otp.c, #rktest otp.c SCAFANAELE N B AETAHIH FH LA
TR LRI

L Protected OEM Zone Size

static TEE Result get oem otp size(uint32 t *size)
{
TEE UUID sta uuid = { 0x527f12de, O0x3f8e, 0x434f,
{ 0x8f, 0x40, 0x03, 0x07, Oxae, 0x86, Ox4b, Oxaf } };
TEE TASessionHandle sta session = TEE HANDLE NULL;
uint32 t origin;
TEE Result res;
TEE Param taParams[4];

uint32 t nParamTypes;

nParamTypes = TEE_PARAM TYPES (TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE_PARAM TYPE NONE,
TEE_PARAM TYPE NONE) ;

res = TEE OpenTASession(&sta uuid, 0, nParamTypes, taParams, &sta session,
&origin);
if (res != TEE SUCCESS)
{
EMSG ("TEE OpenTASession failed\n");
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return res;

nParamTypes = TEE_PARAM TYPES (TEE PARAM TYPE VALUE OUTPUT,
TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE_PARAM TYPE_ NONE) ;

res = TEE InvokeTACommand (sta session, 0, 160, nParamTypes,
taParams, &origin);
if (res != TEE SUCCESS)
{
EMSG ("TEE InvokeTACommand returned 0x%x\n", res);
}

*size = taParams[0].value.a;

TEE CloseTASession(sta session);

sta session = TEE HANDLE NULL;

return TEE SUCCESS;

128X Protected OEM Zone
/ *
* read offset: fWEXIEMNO - (size - 1)

* read data: ZSHIHMAHTAHE LML &
* read data size: EHUKE, DLl NERAL
*/
static TEE Result read oem otp(uint32 t read offset, uint8 t *read data, uint32 t
read data size)
{
TEE UUID sta uuid = { 0x527fl2de, 0x3f8e, 0x434f,
{ 0x8f, 0x40, 0x03, 0x07, Oxae, 0x86, 0x4b, Oxaf } };
TEE TASessionHandle sta session = TEE HANDLE NULL;
uint32 t origin;
TEE _Result res;
TEE Param taParams[4];

uint32 t nParamTypes;

nParamTypes = TEE_PARAM TYPES (TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE_PARAM TYPE_ NONE) ;

res = TEE OpenTASession(&sta uuid, 0, nParamTypes, taParams, &sta session,
&origin) ;
if (res != TEE SUCCESS)
{
EMSG ("TEE_OpenTASession failed\n");

return res;

nParamTypes = TEE_PARAM TYPES (TEE PARAM TYPE VALUE INPUT,
TEE _PARAM TYPE MEMREF INOUT,
TEE PARAM TYPE NONE,



TEE_PARAM TYPE NONE) ;

taParams[0] .value.a = read offset;
taParams[1] .memref.buffer = read data;

taParams[1l] .memref.size = read data size;

res = TEE InvokeTACommand(sta session, 0, 130, nParamTypes,
taParams, &origin);
if (res != TEE SUCCESS)
{
EMSG ("TEE_InvokeTACommand returned O0x%x\n", res);

TEE CloseTASession(sta session);
staisession = TEE HANDLE NULL;

return TEE SUCCESS;

%5 Protected OEM Zone

/*
* write offset: MWBKXIEINO - (size - 1)
* write data: ZHUHMHTAYE LKA E
* write data size: WEKE, DLFITHHRAL
*/
static TEE Result write oem otp(uint32 t write offset, uint8 t *write data,
uint32 t write data size)
{
TEE UUID sta uuid = { 0x527fl2de, 0x3f8e, 0x434f,
{ 0x8f, 0x40, 0x03, 0x07, Oxae, 0x86, Ox4b, Oxaf } };
TEE TASessionHandle sta session = TEE HANDLE NULL;
uint32 t origin;
TEE Result res;
TEE Param taParams[4];

uint32 t nParamTypes;

nParamTypes = TEE PARAM TYPES (TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE_PARAM TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin) ;
if (res != TEE SUCCESS)
{
EMSG ("TEE OpenTASession failed\n");

return res;

nParamTypes = TEE_PARAM TYPES (TEE_PARAM TYPE VALUE INPUT,
TEE_PARAM TYPE MEMREF INOUT,
TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE) ;

taParams[0] .value.a = write offset;



taParams[1l] .memref.buffer = write data;

taParams[1l] .memref.size = write data size;

res = TEE InvokeTACommand(sta session, 0, 140, nParamTypes,
taParams, &origin);
if (res != TEE SUCCESS)
{
EMSG ("TEE InvokeTACommand returned 0x%x\n", res);

TEE CloseTASession(sta session);
staisession = TEE HANDLE NULL;

return TEE SUCCESS;

4] Protected OEM Zone %25 e

enum rk otp flag type {
LIFE CYCLE TO MISSIONED,
OEM _OTP_WRITE LOCK,
}i
#define CMD SET OTP_ FLAGS 170
static TEE Result set oem otp write lock(void)
{
TEE UUID sta uuid = { 0x527fl2de, 0x3f8e, 0x434f,
{ 0x8f, 0x40, 0x03, 0x07, Oxae, 0x86, 0x4b, Oxaf } };
TEE TASessionHandle sta session = TEE HANDLE NULL;
uint32 t origin;
TEE_Result res;
TEE Param taParams[4];

uint32 t nParamTypes;

nParamTypes = TEE_PARAM TYPES (TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE_PARAM TYPE_ NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin) ;
if (res != TEE SUCCESS)

{
EMSG ("TEE OpenTASession failed\n");

return res;

nParamTypes = TEE_PARAM TYPES (TEE PARAM TYPE VALUE INPUT,
TEE_PARAM TYPE NONE,
TEE_PARAM TYPE_ NONE,
TEE_PARAM TYPE NONE) ;

taParams[0] .value.a = OEM OTP_WRITE LOCK;

//disable Protected OEM Zone write from 0 to 511

taParams[0] .value.b = 0;

res = TEEilnvokeTACommand(staisession, 0, CMD_SET OTP_ FLAGS, nParamTypes,

taParams, &origin);



if (res != TEE SUCCESS)

{
EMSG ("TEE_InvokeTACommand returned 0x%x\n", res);

//disable Protected OEM Zone write from 512 to 1023
taParams[0] .value.b = 1;
res = TEE InvokeTACommand(sta session, 0, CMD SET OTP FLAGS, nParamTypes,
taParams, &origin);
if (res != TEE SUCCESS)
{
EMSG ("TEE_InvokeTACommand returned Ox%x\n", res);

//disable Protected OEM Zone write from 1024 to 1535
taParams[0] .value.b = 2;
res = TEE_InvokeTACommand(sta_session, 0, CMD SET OTP_FLAGS, nParamTypes,
taParams, &origin);
if (res != TEE SUCCESS)
{
EMSG ("TEE_InvokeTACommand returned 0x%x\n", res);

TEE CloseTASession(sta session);

sta session = TEE HANDLE NULL;

return TEE SUCCESS;

PLF & TA f# F Protected OEM Zone 2% Demo:

TEE Result demo for oem otp(void)
{
TEE Result res = TEE SUCCESS;
uint32 t otp size = 0;

res = get oem otp size(&otp size);

if (res != TEE SUCCESS) {
EMSG ("get oem otp size failed with code O0x%x", res);
return res;

}

IMSG ("The OEM Zone size is %d byte.", otp size);

uint32 t write len = 2;
uint8 t write data[2] = {Oxaa, Oxaa};

uint32 t write offset = 0;

res = write oem otp(write offset, write data, write len);
if (res != TEE SUCCESS) {
EMSG ("write oem otp failed with code 0x%x", res);
return res;
}
IMSG ("write oem otp succes with data: Ox%x, 0x%x", write datal[0],
write data([l]);

uint32 t read len = 2;



uint8 t read datal2];
uint32 t read offset = 0;

res = read oem otp(read offset, read data, read len);
if (res != TEE SUCCESS) {
EMSG ("read oem otp failed with code 0x%x", res);
return res;

}

IMSG ("read oem otp succes with data: Ox%x, 0x%x", read data[O0],
read datal[l]);

return res;

3.2 Non-Protected OEM Zone

1%OEM Zone[X 3 7] LA# U-BootM1UserSpace i, s & FFEEIEZ 2R WA T,

1 FNon-Secure OTPIX #3/NUA e 2 R ZZEJR K,  H R #8496 Non-Secure OTPA T B OEM ZonelX.
I, %FFNon-Secure OTPI% A T OEM ZoneX [ &, H ' XA 1EU-BootfUserSpaceis: 5 OTPHI
3R, A PMEF1ZOEM ZonelX 1.

321 TP E

Platform Non-Protected OEM Zone Size

RK3308/RK3326/RK3358/RK3566/RK3568/RK3588 64 Bytes

322k

U-Boot 28X Non-Protected OEM Zone, 1% i i} u-boot/lib/optee_clientApi/OpteeClientInterface.c H
trusty read oem ns_otp B %,

U-Boot %5 Non-Protected OEM Zone, 15 F u-boot/lib/optee_clientApi/OpteeClientInterface.c
trusty _write_oem ns_otp ER%{.

PLF & U-Boot {# | Non-Protected OEM Zone 2% Demo:

uint32 t demo for oem ns otp(void)
{
TEEC Result res = TEEC_SUCCESS;

uint32 t write len = 2;

uint8 t write data[2] = {Oxbb, Oxbb};
uint32 t write offset = 0;

res = trusty write oem ns otp(write offset, write data, write len);
if (res != TEEC_SUCCESS) {
printf ("trusty write oem ns otp failed with code 0x%x", res);

return res;
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printf ("trusty write oem ns otp succes with data: Ox%x, 0x%x", write datal[O0],
write data[l]);

uint32 t read len = 2;
uint8 t read data[2];
uint32 t read offset = 0;

res = trusty read oem ns otp(read offset, read data, read len);
if (res != TEEC_SUCCESS) {
printf ("trusty read oem ns otp failed with code 0x%x", res);
return res;
}
printf("trusty_read_oem_ns_otp succes with data: 0x%x, O0x%x", read datal0],
read _data[l]);

return res;

UserSpace H /7 5557 (Rockchip Developer Guide TEE SDK_CN.md) A%, 4w rk_tee user/ H %
THICARH], RJEIECAT S

rk_tee user/v2/host/rk_test/rktest.c /1 invoke otp ns read linvoke otp ns write RREHISLIN, BE B
FHEAF ek £ B mp

#define STORAGE CMD READ OEM NS OTP 13
/* byte off X[EM 0 - (size - 1) */
static uint32 t read oem ns otp(uint32 t byte off, uint8 t *byte buf, uint32 t
byte len)
{
TEEC_Result res = TEEC SUCCESS;
uint32 t error origin = 0;
TEEC Context contex;
TEEC Session session;
TEEC Operation operation;
const TEEC UUID storage uuid = { 0x2d26d8a8, 0x5134, 0x4dds,
{ 0xb3, 0x2f, 0xb3, 0x4b, Oxce, Oxeb, 0Oxc4, 0x71 } };
const TEEC UUID *uuid = &storage uuid;

//[1l] Connect to TEE
res = TEEC InitializeContext (NULL, &contex);
if (res != TEEC_ SUCCESS) ({
printf ("TEEC InitializeContext failed with code 0x%x\n", res);

return res;

//[2] Open session with TEE application
res = TEEC OpenSession(&contex, &session, uuid,
TEEC LOGIN PUBLIC, NULL, NULL, &error origin);
if (res != TEEC_SUCCESS) {
printf ("TEEC Opensession failed with code 0x%x origin O0x%x\n",
res, error origin);

goto out;

//[3] Start invoke command to the TEE application.

memset (&operation, 0, sizeof (TEEC Operation));

operation.paramTypes = TEEC PARAM TYPES (TEEC VALUE INPUT,
TEEC_MEMREF TEMP OUTPUT,



TEEC_NONE, TEEC NONE) ;
operation.params[0] .value.a = byte off;
operation.params[1l].tmpref.size = byte len;

operation.params[1l].tmpref.buffer = (void *)byte buf;

res = TEEC_ InvokeCommand(&session, STORAGE CMD READ OEM NS OTP,
&operation, é&error origin);
if (res != TEEC SUCCESS) {
printf ("InvokeCommand ERR! res= 0x%$x\n", res);

goto outl;

printf ("Read OK.\n");

outl:

out:

TEEC CloseSession(&session);

TEEC FinalizeContext (&contex);

return res;

#define STORAGE CMD WRITE OEM NS OTP 12

/* byte off XEMN 0 - (size - 1) */

static uint32 t write ocem ns otp(uint32 t byte off, uint8 t *byte buf,
byte len)

{

TEEC_Result res = TEEC_SUCCESS;

uint32 t error origin = 0;

TEEC Context contex;

TEEC Session session;

TEEC Operation operation;

const TEEC UUID storage uuid = { 0x2d26d8a8, 0x5134, 0x4dds,
{ 0xb3, 0x2f, 0xb3, 0x4b, Oxce, Oxeb, Oxc4d, 0x71 } };

const TEEC UUID *uuid = &storage_uuid;

//[1] Connect to TEE
res = TEEC InitializeContext (NULL, &contex);
if (res != TEEC_SUCCESS) {
printf ("TEEC InitializeContext failed with code 0x%x\n", res);

return res;

//[2] Open session with TEE application
res = TEEC OpenSession(&contex, &session, uuid,
TEEC_ LOGIN PUBLIC, NULL, NULL, &error origin);
if (res != TEEC_SUCCESS) {
printf ("TEEC Opensession failed with code 0x%x origin O0x%x\n",
res, error origin);

goto out;

//[3] Start invoke command to the TEE application.
memset (&operation, 0, sizeof (TEEC Operation));
operation.paramTypes = TEEC PARAM TYPES (TEEC VALUE INPUT,
TEEC MEMREF TEMP INPUT,
TEEC NONE, TEEC NONE) ;
operation.params[0] .value.a = byte off;

operation.params[1l].tmpref.size = byte len;

uint32 t



operation.params[1l].tmpref.buffer = (void *)byte buf;

res = TEEC InvokeCommand (&session, STORAGE CMD WRITE OEM NS OTP,
&operation, é&error origin);
if (res != TEEC SUCCESS) {
printf ("InvokeCommand ERR! res= 0x%x\n", res);

goto outl;

printf ("Write OK.\n");
outl:

TEEC CloseSession(&session);
out:

TEEC FinalizeContext (&contex) ;

return res;

PL R /& UserSpace ff | Non-Protected OEM Zone Z2% Demo:

uint32 t demo for oem ns otp(void)
{
TEEC Result res = TEEC SUCCESS;

uint32 t write len = 2;
uint8 t write data[2] = {Oxbb, Oxbb};
uint32 t write offset = 0;
res = write oem ns otp(write offset, write data, write len);
if (res != TEEC_SUCCESS) {
printf ("write oem ns otp failed with code 0x%x", res);
return res;
}
printf("write_oem_ns_otp succes with data: 0x%x, 0x%x", write_data[O],
write dataf[l]);
uint32 t read len = 2;
uint8 t read data[Z2];
uint32 t read offset = 0;

res = read oem ns otp(read offset, read data, read len);
if (res != TEEC_SUCCESS) {
printf ("read oem ns otp failed with code 0x%x", res);
return res;
}
printf ("read oem ns_ otp succes with data: 0x%x, 0x%x", read_data[O0],
read data[l]);

return res;

3.3 OEM Cipher Key

1%OEM ZoneX I TAA4E P %8, % —BEANAT N, bS58 5 nT DUE 48 € % 847
R B HAE, NIRMEZHAMEE, R RS E A I, eS8 RS VEE: AT LA U-Boot
FlUserSpaceif H .
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331 PG

. Is Support
Platform OEM Cipher Key Length
Hardware Read

RK _OEM _OTP KEYO0-3 (16 or 32 Bytes),
RVI1126/RV1109 - - Not Support
RK _OEM _OTP KEY FW(16 Bytes)

RK3566/RK3568 RK OEM _OTP KEY0-3 (16 or 24 or 32 Bytes) Not Support
RK3588 RK OEM_OTP_KEYO0-3 (16 or 24 or 32 Bytes) Support
332 Tk

U-Boot %25 OEM Cipher Key, 1# 1] u-boot/lib/optee_clientApi/OpteeClientInterface.c
trusty _write_oem_otp_key FR%(.

PR%L uint32 _t trusty write_oem_otp_key(enum RK_OEM_OTP_KEYID key id, uint8_t *byte buf, uint32_t
byte len)H key id 45K

enum RK_OEM OTP KEYID {
RK_OEM OTP KEY0 = 0
RK_OEM OTP KEYl = 1,
RK_OEM OTP KEY2 = 2
RK_OEM OTP KEY3 = 3
RK OEM OTP_KEY FW = 10, //keyid of fw encryption key
RK_OEM OTP_KEYMAX

}i

FRFE ¥ ERS RK OEM_OTP KEY0. RK_ OEM OTP KEY1. RK_OEM OTP KEY2.
RK_OEM_OTP KEY3; RV1126/RV1109 *}-&iEF7M 2 F%S RK_ OEM_OTP_KEY FW %4,
RK_OEM_OTP_KEY_FW #4{ 3% HT BootROM fi## Loader [flfF, FI /-t m] DUfd Y i25% B b Bl 55 %K
Y el & i % Kernel [E14 o

PLF 2 U-BootkE 5 OEM Cipher Key %% Demo:

uint32 t demo for trusty write oem otp key(void)
{
uint32 t res;
uint8 t key[l16] = {
0x53, Ox46, 0Oxl1f, 0x93, Ox4b, O0xle6, 0x00, 0x28,
Oxcc, 0x34, 0Oxbl, 0x37, 0x30, Oxa4, 0x72, 0x66,
}i

res = trusty write oem otp key(RK OEM OTP KEYO, key, sizeof (key));
if (res)

printf ("test trusty write oem otp key fail! 0x%08x\n", res);
else

printf ("test trusty write oem otp key success.\n");

return res;
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U-Boot HIHi2 75 B4 S OEM Cipher Key, & & u-boot/lib/optee_clientApi/OpteeClientInterface.c H
trusty oem_otp_key is written P& #,

LA A2 U-BootH Wi 75 .4 6’5 OEM Cipher Key 2% Demo:

void demo for trusty oem otp key is written(void)
{
uint8 t value;

uint32 t res = trusty oem otp key is written(RK OEM OTP KEYO, &value);

if (res == TEEC_SUCCESS) ({
printf ("oem otp key is %s", value ? "written" : "empty");
} else {

printf ("access ocem otp key faill");

53 4h RK3588 “F £ 14 3¢ f Hardware Read Hfig, FI /] LA u-
boot/lib/optee_clientApi/OpteeClientInterface.c ' trusty set oem_hr otp read lock B,

W% R EUE CPUKE TEAU R U7 i 2% 81, B3R A R BE 2 e HE 2 I RN, 1A% 8 5CPU
BRI H ), REE AT DL A SR % 25 3% B eryptoBE B B AT INAR 55 55 . 45 RK35881% 1 (1) 72

RK OEM _OTP KEY0. RK_ OEM OTP KEYl. RK OEM OTP KEY2, 1£ififliZ &% /54 H ik CPU
Xt OTP HABE P 3 S5 AUFR ,  Lb 40 Secure Boot. Security Level5 503515 5k 2 5 RUR, BrCLH P
BN G A S OTPELYR 5 75 FH 1% sR 50 . 47 RK35881% FH (") /2 RK_OEM_OTP_KEY3H}, ff
FH 1% oA B0 £ 52 0 O TP At 5 418 52 5 BUIR &

PLF A& RK3588 -4 U-Boot f#i ] Hardware Read Z6E2 % Demo:

uint32 t demo for trusty set oem hr otp read lock(void)
{

uint32 t res;

res = trusty set oem hr otp read lock(RK OEM OTP KEYO);
if (res)

printf ("test trusty set oem hr otp read lock fail! 0x%08x\n", res);
else

printf ("test trusty set oem hr otp read lock success.\n");

return res;

U-Boot {# FJOEM Cipher Keyi 4T Ii#E % #4%, 15 u-boot/lib/optee_clientApi/OpteeClientInterface.c
trusty_oem_otp_key cipher B %,

PLF /£ U-Bootff f OEM Cipher Key 2% Demo:

uint32 t demo for trusty oem otp key cipher(void)
{
uint32 t res;
rk cipher config config;
uintptr t src phys addr, dest phys addr;
uint32 t key id = RK_OEM OTP KEYO;
uint32 t key len = 16;
uint32 t algo = RK ALGO AES;
uint32 t mode = RK CIPHER MODE CBC;
uint32 t operation = RK MODE ENCRYPT;
uint8 t iv[l6] = {



0x10, Ox44, 0x80, Oxb3, 0x88, 0x5f, 0x02, 0x03,
0x05, 0x21, 0x07, Oxc9, 0x44, 0x00, Oxlb, 0x80,
}i
uint8 t inout([l6] = {
0Oxc9, 0x07, 0x21, 0x05, 0x80, Oxlb, 0x00, Ox44,
Oxac, 0x13, Oxfb, 0x23, 0x93, 0Ox4a, 0x66, 0xe4,
bi
uint32 t data len = sizeof (inout);

config.algo = algo;
config.mode = mode;
config.operation = operation;
config.key len = key len;
config.reserved = NULL;

memcpy (config.iv, iv, sizeof (iv));

src_phys addr = (uintptr t)inout;
dest phys addr = src_phys addr;

res = trusty oem otp key cipher(key id, &config,
src_phys addr,
dest phys addr,
data len);
if (res)
printf ("test trusty oem otp key phys cipher fail! 0x%08x\n", res);
else

printf ("test trusty oem otp key phys cipher success.\n");

return res;

UserSpace ¥i%e 5 #11#i 1 OEM Cipher Key 5 U-Boot 2L, {# fiF & H IS % i U-Boot 18’5 Fl{f
Fl OEM Cipher Key W % o

UserSpace f /1555 il if OEM Cipher Key 12 librkcrypto/demo/demo_otpkey.c, librkeryptodffi #13¢
4 {Rockchip Developer Guide Crypto HWRNG CN.pdf) kil B4 FISDKH .

Android*F-&: librkeryptoJifid7Ehardware/rockchip/ H % F o

Linux*f-f5: librkcryptodii i fEexternal/ H 3% T .
3.4 OTP Life Cycle
37 G X FFOTP Life Cycle, A /215 HOTP A B 78 A [F) A& iy & 33 BB A R 07 A PR

34.1 X FFE
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Platform OTP Life Cycle Type i B

Blank[ir B4 S 12 S B, MissionedFi Bt
TS AR RAG, S BRI, A PR
Bl DL B NMMBLR I By, AR B Be AN e
RK3588 Blank/Tested/Provisioned/Missioned HENEBRF B . 8 A ) B & Provisioned
B, OEMH] L&+ AMissioned¥T B, OEMM
Provisioned[ Bt i3k AMissionedf B J5i, 3547

OTPHH 15 5 AL FROK R AR AZ B

3.4.2 BUPR AR B

PL R NRK3588 OTPAEProvisionedfi B FlMissionedf B 1) SAUBR %113, Hdr RW R[5, R EBARA
Lo

s Provisioned Missioned 154 BH

Secure . . . o .. L. .

Boot T E A HISecure BootZhRE, 7522 JH Secure BootMJRE G A HE BELLOTP Life
00

RW R Cycle, Secure Booti: I,

Enable
{Rockchip_Developer Guide Secure Boot Application Note EN.md)

Flag

RSA
Public RW R [k
Hash

Security P T EA RIS A TR ThRE, TR B Security Level 54 AR EXOTP Life
Level Cycle, Security Level ¥ i {Rockchip_Developer Guide_ TEE_SDK_CN) (A%

OEM .
Cipher RW P . OEM Cipher Key &5
Key0-2

Fw
encryption RW FEH TN Loader[@ 4, BootRom/& B B2 F 1% % 4AfR %
key

3.4.3 fi FH U7k

H #7 5 M OTP Life Cycle A Re1E 24t F & ok, #ZHOTP Life Cycle A Provisioned i Bt i yMissionedB/r
B, MP#%2% (Rockchip Developer Guide TEE SDK CN.md) A4, Zwi%izfT rk tee user/ H3g N
ICA TARFH, SRJGZETAF I H LR R BRI T .

enum rk otp flag type ({
LIFE CYCLE TO MISSIONED,
OEM_OTP_WRITE LOCK,
}i
#define CMD SET OTP_ FLAGS 170
static TEE Result set otp life cycle to missioned(void)
{
TEE UUID sta uuid = { 0x527fl2de, 0x3f8e, O0x434f,

{ 0x8f, 0x40, 0x03, 0x07, Oxae, 0x86, Ox4b, Oxaf } };
TEEiTASessionHandle staisession = TEE HANDLE NULL;
uint32 t origin;

TEE Result res;

TEE Param taParams[4];
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uint32 t nParamTypes;

nParamTypes = TEE_PARAM TYPES (TEE PARAM TYPE NONE,
TEE_PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE) ;

res = TEE OpenTASession(&sta uuid, 0, nParamTypes, taParams, &sta session,
&origin) ;
if (res != TEE SUCCESS)
{
EMSG ("TEE OpenTASession failed\n");

return res;

nParamTypes = TEE PARAM TYPES (TEE PARAM TYPE VALUE INPUT,
TEE PARAM TYPE NONE,
TEE_PARAM TYPE NONE,
TEE_PARAM TYPE_ NONE) ;

taParams[0] .value.a = LIFE CYCLE TO MISSIONED;
res = TEE InvokeTACommand(sta session, 0, CMD SET OTP FLAGS, nParamTypes,
taParams, &origin);
if (res != TEE SUCCESS)
{
EMSG ("TEE InvokeTACommand returned 0x%x\n", res);

TEE CloseTASession(sta session);
staisession = TEE HANDLE NULL;

return TEE SUCCESS;
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