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{Rockchip-Secure-Boot2.0.md )
{Rockchip-Secure-Boot-Application-Note.md )

{ Android Verified Boot 2.0)

2. Ni&

3. fE A

Frif ) A/B System RIHE R G F 0 APy, RGN —A slot EJRZN. 24— 4 8 3l KRG 7T A
MG Ja 2, [RITHZnT LB [ 3% DL 55— slot LT JE /& #E A RGETH s

4. AB 18 & X K A7

AL E Y mise 73 X s 2KB A7 E .

/* Magic for the A/B struct when serialized. */
#define AVB AB MAGIC "\OABO"
#define AVB AB MAGIC LEN 4

/* Versioning for the on-disk A/B metadata - keep in sync with avbtool. */
#define AVB AB MAJOR VERSION 1
#define AVB AB MINOR VERSION 0

/* Size of AvbABData struct. */
#define AVB AB DATA SIZE 32

/* Maximum values for slot data */
#define AVB AB MAX PRIORITY 15
#define AVB AB MAX TRIES REMAINING 7

typedef struct AvbABSlotData {
/* Slot priority. Valid values range from 0 to AVB_AB MAX PRIORITY,
* both inclusive with 1 being the lowest and AVB AB MAX PRIORITY
* peing the highest. The special value 0 is used to indicate the
* slot is unbootable.
*/
uint8 t priority;

/* Number of times left attempting to boot this slot ranging from 0
* to AVB AB MAX TRIES REMAINING.
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*/

uint8 t tries remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */

uint8 t successful boot;

/* Reserved for future use. */
uint8 t reserved[l];
} AVB ATTR_PACKED AvbABSlotData;

/* Struct used for recording A/B metadata.

*
* When serialized, data is stored in network byte-order.
=)
typedef struct AvbABData {
/* Magic number used for identification - see AVB AB MAGIC. */
uint8 t magic[AVB AB MAGIC LEN];

/* Version of on-disk struct - see AVB AB {MAJOR,MINOR} VERSION. */
uint8 t version major;

uint8 t version minor;

/* Padding to ensure |slots| field start eight bytes in. */

uint8 t reservedl[2];

/* Per—-slot metadata. */
AvbABSlotData slots[2];

/* Reserved for future use. */

uint8 t reserved2([12];

/* CRC32 of all 28 bytes preceding this field. */
uint32 t crc32;
} AVB ATTR PACKED AvbABData;

¥ /N EAE, WA misc 47X, A vendor 41X, B LAE EAFEE] vendor,

TEHCFERE B30 lastboot, FRicH )G — Nl Ja s . BN TR BB T A= MR retry VAL
H5E, MiREA#FARGIHH boot_ctrl x5 .
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typedef struct AvbABData {
/* Magic number used for identification - see AVB AB MAGIC. */
uint8 t magic[AVB AB MAGIC LEN];

/* Version of on-disk struct - see AVB AB {MAJOR,MINOR} VERSION. */
uint8 t version major;

uint8 t version minor;

/* Padding to ensure |slots| field start eight bytes in. */

uint8 t reservedl([2];

/* Per—-slot metadata. */

AvbABSlotData slots[2];

/* mark last boot slot */



uint8 t last boot;
/* Reserved for future use. */

uint8 t reserved2[11];

/* CRC32 of all 28 bytes preceding this field. */
uint32 t crc32;
} AVB ATTR_ PACKED AvbABData;

[FII £ AvbABSlotData H134 11 is_update bR&EAL, ARERETHRAPIRE, En T

typedef struct AvbABSlotData {
/* Slot priority. Valid values range from 0 to AVB_AB MAX PRIORITY,
* both inclusive with 1 being the lowest and AVB AB MAX PRIORITY
* peing the highest. The special value 0 is used to indicate the
* slot is unbootable.
*/
uint8 t priority;

/* Number of times left attempting to boot this slot ranging from 0
* to AVB AB MAX TRIES REMAINING.
*/

uint8 t tries remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */

uint8 t successful boot;

/* Mark update state, mark 1 if the slot is in update state, 0 otherwise. */
uint8 t is update : 1;

/* Reserved for future use. */

uint8 t reserved : 7;

} AVB ATTR PACKED AvbABSlotData;

BRJGRBRU SN SIS X

AvbABData:
Z¥ P8
priority b slot tR264, 0 RANRIEZ), 15 Ammmitdedk

tries_remaining SR EERE, wE N T IR
successful_boot RGERNRING LR EZSE, 1. % slot WHES), 0: 1% slot KEINEF)

is_update FridiZ slot FIFFZOIRES, 1: % slot IEFEFHZL, 0: % slot KRBT

AvbABSIotData:
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magic iRk E By \0ABO
version_major FRAER
version_minor RAAE B

slot A F¥REThEEN, 1. slot B ERET S8

slots slot 5| 5/ 8., & . AvbABData
last_boot B RETIE B slot, 0:
crc32 R

5. B HECE

5.1 pre-loader it A

H # pre-loader 3 #F A/B slot 43 [X Fll ¥ slot 431X .

5.2 uboot Bt &

CONFIG_AVB_LIBAVB=y
CONFIG_AVB_LIBAVB AB=y
CONFIG AVB LIBAVB_ATX=y
CONFIG _AVB LIBAVB USER=y
CONFIG_RK AVB LIBAVB USER=y
CONFIG ANDROID AB=y

5.3 system bootctrl =%

H i system bootetrl 1T ESEHI1Z 45, bootloader 4> S RFIX M MZ 4 )5 5)) o

5.3.1 successful_boot 1 3\,

EWHNRSGE, boot ctrl fk#E androidboot.slot_suffix, ¥ E 7] slot FJAF & :

successful boot = 1;
priority = 15;
tries remaining = 0;

is update = 0;

last boot = 0 or 1;

ARG H, boot ctrl i E:

:refer to androidboot.slot suffix
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T HIslot i E :
successful boot = 0;
priority = 14;
tries remaining = 7;
is update = 1;

lastboot = 0 or 1; :refer to androidboot.slot suffix

HHislotE:
successful boot = 1;
priority = 15;

tries remaining = 0;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix
T+ RSG5, boot_ctrl W E :

ﬂ?ﬂﬂ‘]slotﬁﬁ:
successful boot = 0;
priority = 15;
tries remaining = 7;
is update = 0;

lastboot = 0 or 1; :refer to androidboot.slot suffix

Mifslot i & :
successful boot = 1;
priority = 14;

tries remaining = 0;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

5.3.2 reset retry &=

IEWHNRSE, boot_ctrl {K#E androidboot.slot_suffix, ¥ & 2 slot K&

successful boot = 0;

priority = 15;

tries remaining = 7;

is update = 0;

last_boot = 0 or 1; :refer to androidboot.slot suffix

TR Z4H, boot ctrl B HE :
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T HIsloth E :
successful boot = 0;
priority = 14;
tries remaining = 7;
is update = 1;

lastboot = 0 or 1; :refer to androidboot.slot_suffix

HHislotE:
successful boot = 0;
priority = 15;

tries remaining = 7;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix
T+ RSG5, boot_ctrl W E.:

ﬂ'é}}(ﬂgsloti&ﬁ:
successful boot = 0;
priority = 15;
tries remaining = 7;
is update = 0;

lastboot = 0 or 1; :refer to androidboot.slot suffix

Mifslot X & :
successful boot = 0;
priority = 14;

tries remaining = 7;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

5.3.3 PIAPAR 2 AR BR e

1. successful_boot 1=,
o REEFRNRG, ABEIRBFMCARE M, BRAFE system bootetr] i B
B WA KN ARG, R RR R, SSBRSE HER
2. reset retry A3
PERL: GRZEAREF retry LA, T LARNI 74t 7 0 1] et
e £ (18 B 1A ARAS 1

6. M2

JA B
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AB successful_boot & = i fE
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Slot A

successful_boot =0;

priorty = 15;
tries_remaining = 7;
is_update = 0;

Last_boot=0

H.slot ABEN

Slot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = 0;

l Slot A

successful_boot =0;

Slot B

successful_boot = O;

riorty = 15; riorty = 14;
Bootloader e i
tries_remaining = tries_remaining = 7
is_update = ; last boot=0 is_update = ;
H.slot ABTH
l Slot A Slot B
successful_boot = 1; successful_boot = O
riority = 15; riority = 14;
system ,r.p” S PRBRENE S
tries_remaining = O b _0 tries_remaining = 7;
is_update = ; Last_boot = is_update = ;
I
l Slot A Slot B
successful_boot = 1; successful_boot = O
cem priority = 15; FiRslot B priority = 14;
=Y tries_remaining = O L b -0 tries_remaining = 7;
is_update = 0; ast_boot = is_update = 1;
AR
Slot B
successful_boot = 1; i.,'E',Slct B% i successful_boot = 0
t priorty = 14; priorty = 15;
system tries_remaining = O Lagt_bc: ot=0 tries_remaining = 7;
is_update = 0; is_update = 0;
Slot A S5lot B
successful_boot = 1; successful_boot = 0
bootloader priority = 14; priority = 15;

tries_remaining = O

is_update = 0;

Last_boot =0

—
¥

tries_remaining = 7,

is_update = 0;
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successful_boot =1;
prionty = 14;
tries_remaining =

successful_boot = 1;

system Last_boot =1 priority = 15;

tries_remaining = 0;

is_update = 0; is_update = 0;

AB reset retry B :
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Slot A

successful_boot =0;
priority = 15;

tries_remaining = 7;
is_update = 0;

Last_boot=0

Mslot ABTH

S5lot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = O;

l Slot A

successful_boot =0;

Slot B

successful_boot = O;

riorty = 15; riorty = 14;
Bootloader i o i o
tries_remaining = g tries_remaining = 7;
is_update = 0; last boot=0 is_update = 0;
M.slot ABTH
lﬂmﬁ Slot B
successful_boot =0; successful_boot = O
stem prionty = 15; prionty = 14;
Y tries_remaining = 7; L b -0 tries_remaining = 7;
is_update = 0; ast_boot = is_update = 0;
l S5lot A Slot B
successful_boot =0; successful_boot = 0;
prionty = 15; g prionty = 14;
system tries_remaining = 7; ?l‘.;ﬁ‘,;httﬁ_q:['} tries_remaining = 7;
is_update = O; ast_boot= is_update = 1;
5lot B
successful_boot =0; gE:Sk:t e successfu |_boot =0
prionty = 14; prionty = 15;
system tries_remaining = 7; Lagt_bc ot=0 tries_remaining = 7;
is_update = 0; is_update = 0;
reboot
successful_boot =0; successful_boot = O
riority = 14; riority = 15;
bootloader e ' e '

tries_remaining = 7;
is_update = 0;

Last_boot=0

tries_remaining = 7;
is_update = 0;
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Slot A Slot B

successful_boot =0;
priority = 14;

successful_boot = 0

system Last_boot=1

tries_remaining =7;
is_update = 0;

tries_remaining = 7;
is_update = 0;

7. T+ R KT F o E A E S

7.1 NR G T+

%% (Rockchip Linux F+ ¢ 7 £ KIER)D -

7.2 M\ recovery F+2%

AB system A% &7 #F recovery T2 .

8. T X&%

FIRMWARE VER:8.1

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK_MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE:
mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot_a), 0x00002000@0x00006000 (uboot_b)
,0x00002000@0x00008000 (trust_a),0x00002000@0x0000a000 (trust b),0x00001000@0x0000c
000 (misc), 0x00001000@0x0000d000 (vbmeta a),0x00001000@0x0000e000 (vbmeta b),0x00020
000@0x0000e000 (boot_a), 0x00020000@0x0002e000 (boot b),0x00100000@0x0004e000 (system
~a),0x00300000@0x0032e000 (system b),0x00100000@0x0062e000 (vendor _a),0x00100000@0x
0072e000 (vendor b),0x00002000@0x0082e000 (cem a), 0x00002000@0x00830000 (oem b) ,0x00
10000@0x00832000 (factory),0x00008000@0x842000 (factory bootloader),0x00080000@0x00
8cal00 (oem) ,-@0x0094a000 (userdata)
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9. I
WL —ERIE AB 79[ 4

9.1 Ul K successful boot =

1. HE5 slot A, RGiMslot A JE5). BEEM slot B Jasl, RGN slot A JEzh. MRTER, EZ misc
73X

2. 525 slot A 5slot B, EI RS, HEIRFE NslotA. HERGM slot B JH5), reboot 251, Hil &
49 slot Bo MIATERM, 154 mise 47X

3. 85 slot A 5 slot B, i reset &4t 14 {KJ5, retry counter Fi5E, MEAEM last_boot TEEMI KRG R
g, BENEEIEH M slot A B3, MPR5EM, 1545 misc 41X

4. 185 slot A 5 slot B, JAZI RS, HAT RGN slot A. & HE RGM slot B JA 5, reboot R4, MHI R
Giyslot B. WHERGM slot A JHF), reboot REE, i RGN slot Ao WHATERL, 7EZ misc 771X

9.2 M reset retry

1. A5 slot A, RGiMslot A JB5h. WEMslot B B3, RGiM slot A JF5h. MRS, 1525 misc
73X

2. 85 slot A Hslot B, Rz R%, HUATRG N slot Ao WERGM slot B 55, reboot R4E, 4l &R
449 slot Bo MIATER, 154 mise 43X

3.}’ slot A 5 slot B, iV reset &4t 14 IXJ5, retry counter F5€, EAEM last boot i 2 1 RSt
5, BPREIEHE M slot A B3, MARFERK, 5= misc 77X

4. B85 slot A 5 slot B, H:A1 slot B ] boot.img fiidR, FEENRLG, HUHI RGN slot A. WERGM slot
B 33l reboot REt, RAZHEIN 7RG, Mslot A IEH 3o RS, WARTER, 7EZS misc 71X

5. 585 slot A 5slot B, ARG, HHIRG N slot A. WERGM slot B JH3l, reboot R4, il FH
G slot Bo WHEHRGM slot A J33)], reboot KRG, MHI RGN slot Ao MIXTER, 7S misc 7 X
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