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1. Chapter-1 & fili i /)

1.1 Feature

v2017(next-dev) & RK M U-Boot B /7] v2017.09 1ERRAH Y] HHSRIEAT I R IRCA, B A S 430 HF RK

A ERAEE S . SRR A

o ¥ RK Android [ 1F 5 55

o ¥ Android AOSP [Ef 5 5h;

e 7#F Linux Distro [#f4: /5 3h;

o S FF Rockchip miniloader A1 SPL/TPL P ' Pre-loader 5| F;

e ¥ LVDS. EDP. MIPI. HDMI. CVBS. RGB % /R85 %;

e % ¥ eMMC. Nand Flash. SPINand flash. SPINOR flash. SD . U % %4715 # J5 5015

o FF FAT. EXT2. EXT4 X1 R %

o Y FF GPT. RK parameter 7} [X % ;

o SCRFJFHLLOGO. FeHizhm . RAEH, A j’s B

e F#FI12C. PMIC. CHARGE. FUEL GUAGE. USB. GPIO. PWM. GMAC. eMMC. NAND.,
Interrupt 55;

o ZFF Vendor storage FrRA7F - IR AL & ;

o 7 ¥F RockUSB 1 Google Fastboot i F# USB gadget 525 eMMC;

o % FF Mass storage. ethernet. HID % USB %% ;

o XFFE IR BN AL FE kernel DTB;

1.2 Version

RK HJ U-Boot — L/ NA: v2014IHRRAFIV201 75 A, N #8445 5 51 Nrkdevelop flnext-dev. F
PR T NS HTU-Boot/& 75 v201 7ThR A

01 HIARE B FMakefile iR A5 2 75 H2017,

#
## Chapter-1 SPDX-License-Identifier: GPL-2.0+
#

VERSION = 2017
PATCHLEVEL = 09

SUBLEVEL =
EXTRAVERSION =

JFTR2: WIAFFNLEE —4T IEZUT EN2 B A U-Boot 2017.09.

U-Boot 2017.09-01818-g11818ff-dirty (Nov 14 2019 - 11:11:47 +0800)

THHE: v2017 295 Ho 52 #7555 2 Github:  https://eithub.com/rockchip-linux/u-boot
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WAZIRA: v2017ESRRK NAZ TR AL >= 4.4

1.3 DM

DM (Driver Model) #& U-Boot ##fEf¥) device-driver JF &8, i kernel [ device-driver £ 41 JEH AL,
V201 7h A 384 DM HEETT & & DhRe st @G Je DM, T A#DMEEH B AT SEH .

README:

./doc/driver-model /README. txt

Terminology

Uclass - a group of devices which operate in the same way. A uclass provides
a way of accessing individual devices within the group, but always
using the same interface. For example a GPIO uclass provides
operations for get/set value. An I2C uclass may have 10 I2C ports,

4 with one driver, and 6 with another.

Driver - some code which talks to a peripheral and presents a higher-level

interface to it.

Device - an instance of a driver, tied to a particular port or peripheral.

[EE-3EGE

o uclass: W& IRBNIREAY
o driver: YXz)
e device: W5

AW ER
./drivers/core/
1.4 Security

U-BootfEARM TrustZone (] 2 414 % 1 J& T-Non-Secure World, Toik BT AR 2 & IR (. %4
memory. %4 otp. efuse...) , FHEAFH) trust [V . RKF & _EU-BootICPUIE TR :

32fi*F&: Non-Secure PL1
640 F&: EL2(Always be Non-Secure)

1.5 Boot-order

RK-F 6 H45 BT 2 LoaderfURS 2 S IR, HATAMEE 375 -
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// B 1loader YA

BOOTROM => ddr bin => Miniloader => TRUST => U-BOOT => KERNEL
// TiZiloader i

BOOTROM => TPL => SPL => TRUST => U-BOOT => KERNEL

TPL #H34F ddr bin, SPL #H34F miniloader. TPL+SPL [¥2H-& 528 T ¥R RK FY§ ddr.bin+miniloader —%
FIThae, TIAHH &,

1.6 Driver-probe

U-BootE %X 5] A\ T device-driverFF KAH Y, (HATIHEALI BEA & 15 kernel HSFE H 3l & 2 233 M device-driverf
probe. driverffJprobe i tH FH P F 3N AL . #1040

int uclass get device(enum uclass id id, int index, struct udevice **devp);
int uclass get device by name(enum uclass_id id, const char *name,
struct udevice **devp);
int uclass _get device by seg(enum uclass id id, int seq, struct udevice **devp):;
int uclass get device by of offset(enum uclass id id, int node, struct udevice
**devp) ;
int uclass _get device by ofnode(enum uclass id id, ofnode node, struct udevice
**devp) ;
int uclass get device by phandle id(enum uclass id id,
int phandle id, struct udevice **devp);
int uclass _get device by phandle(enum uclass_id id,
struct udevice *parent, struct udevice **devp);
int uclass get device by driver (enum uclass_id id,
const struct driver *drv, struct udevice **devp);

int uclass _get device tail (struct udevice *dev, int ret, struct udevice **devp);

R TR R -

int device probe (struct udevice *dev); // BB &2 AL

1.7 Shell

U-Bootf#]Shelll{CLI(cmdline line interface), Rl#r4-17#E0, /ol DARHE A O/ K H 2 X CMD. CMDFR
T#EIShellifFH, EfeET run_command () *ﬂ‘runicommandilist() PIARHG 2 A H

int run command(const char *cmd, int flag)

int run command list(const char *cmd, int len, int flag)

1.8 Boot-Command

U-Boot fx &1t conr1c BooTCOMMAND 5E X HJE F1iT 4 5 Skerel. #EHAT CONFIG BOOTCMD Z RiiE 4
4T conFIG_PREBOOT Til/H BN A4, WX/ N4 & LT .
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1.9 TPL/SPL/U-Boot-proper

U-Boot (@ i 18 FAAS 7] B 2 9% 2% 48 7T LUA Rl — B AAUE SR =M oAS [ I BE A Loader:  TPL/SPL/U-Boot-

proper.
TPL(Tiny Program Loader)# SPL(Secondary Program Loader)#& tt U-Boot B 5B B ] Loader:

e TPL: IZ{T{E sram H', H3756/% ddr HILA1k;
e SPL: iE{77E ddr ¥, MTIEMARN lowlevel FItHL SERELF N (trust.img F1 uboot.img)

e U-Boot proper: z477EddrH, BPFAT@E S Frifiif"U-Boot", & 1 5 5] Fkernel;

. U-Boot proper iX— ik FE &N T A SPL X430 HF. T, Gz IR—EIF U-
Boot proper A 1#E #E #7 A U-Boot.

JA B :
BOOTROM => TPL(ddr bin) => SPL(miniloader) => TRUST => U-BOOT => KERNEL

¥ £ %#. doc/README.TPL 1 doc/README.SPL

1.10 Build-Output

U-Boot4m ¥ I Ja S EM H s N AR B B (SCRFTPL/SPLYW PRI 7 TPL/SPLIY AR Al SCAH) -

// U-BootPrE

./u-boot .map // MAPZER XA

./u-boot.sym // SYMBOLZR M1}

. /u-boot // ELEXCHE, KEAZMvmlinux (EE! )
./u-boot.dtb // u-boot H B Hdtb I

./u-boot.bin // ATHAT RSO, ST R uboot . imgH THEE

// SPLIrE

./spl/u-boot-spl.map // MAPZR /4

./spl/u-boot-spl.sym // SYMBOLZR X {4

./spl/u-boot-spl // ELEXAF, KEIWNZPvmlinux (HE! )
./spl/u-boot-spl.dtb // splBE B Hdtb

./spl/u-boot-spl.bin // ATHAT R SO, ST B loader I TS

// TPLHrE&

./tpl/u-boot-tpl.map // MAPZR X4
./tpl/u-boot-tpl.sym // SYMBOLZ X
./tpl/u-boot-tpl // ELEXCHE, KEAZMvmlinux (EE! )

./tpl/u-boot-tpl.dtb // tplH Mt
./tpl/u-boot-tpl.bin /) FPAT RSO, S FT R loader T AR

1.11 Environment-Variables

ENV(Environment-Variables) #&U-BootSZ £f (1) —Fh 4 i B & BEAME 3 77 50, B BE 2 M) — 5K HA SH R
e, AU P A DL - AR R AT B
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EVN @HAFE TP ERESE: B mEMuE. MR E (ipaddr. serverip) . bootemd. bootargs
&, WP AT AAE AT 24T M E printenv AT ED K.

o AP AEFEE S IEENVEE (R 2 A M A7 % L
o ENVEHR{UR T U-Bootfli H, ToikBE4EfLI6%G WAL WGk BT
o M/ EW LUEEU-Boot 2 (¥ fw_printenv T2 5 M EN VL #7

RK & F ENV HUERFEMEHBER AN E XN (A7 F35) .

if ARCH ROCKCHIP

config ENV_OFFSET
hex
depends on !ENV_IS IN UBI
depends on !ENV_ IS NOWHERE
default 0x3f£8000
help

Offset from the start of the device (or partition)

config ENV_SIZE
hex
default 0x8000
help
Size of the environment storage area

endif

1.12 U-Boot DTS

U-Bootf7 H CLHIDTS I A, 4By <3 B B AL R RLFIDTBIC A, B S INEu-boot.bin K B . U4 H k-
arch/arm/dts/

%F & BARE FBANDTS A, 183d defeonfigH ' /) CONFIG DEFAULT DEVICE TREE f8/E.

1.13 Relocation

WHEAETFHL B, U-BootHH AT — 2 [fIbootloader N2 ZIDRAM [tk . U-Boot5g iiboard f.c [ S5 2>
T H S EE AR N AR RN bk B (FR Mrelocation, iXANMhEARIEU-Boot N AEAG R 2D » 5%
Jifrelocation i 4k 2 5¢ fiiboard_r.c A2 . ] L@ HHLE SR

U-Boot 2017.09-gabfdlc5e3d-210202-dirty #cjh (Mar 08 2021 - 16:57:31 +0800)

Model: Rockchip RK3568 Evaluation Board

PreSerial: 2, raw, 0xfe660000

DRAM: 2 GiB

Sysmem: init

// relocate®|ddrE MikmEE0x7d304000/ I bk, WH M0, MEAMrelocation.
Relocation Offset: 7d304000, fdt: 7b9f8ed8

Using default environment
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2. Chapter-2 RKZE 4]

ARETHEEHPNHERK PG E e mERMIEN . featureZ,
2107

AT BT L E R BT /O HICONFIG_BLE I, 32 48181d make menuconfig M7 X fE/ K M.
R — LSRR . ELHEGE AW C/F FICONFIG it B 5.

157 Bzt defconfigh 71 5 /2% FICONFIG_JC B 1, & 4 K K eonfigH e SV C B A ¢ & 11 3 £.config
ANE.

Ei%ﬁde&onﬁgﬂﬂf%ﬁﬁﬁ%make savedefconfigﬂg73fﬁo

2.2 P&

T Hx:

./arch/arm/include/asm/arch-rockchip/
./arch/arm/mach-rockchip/
. /board/rockchip/

./include/configs/
defconfig H 3%:
./configs/
B0 A FEAR AT !

./arch/arm/mach-rockchip/board.c

23 FEEE

P B S
Fr G EIE. SHoEHE AT W LA LE

/] BB AT OFRFEE A TR EZBELD
./arch/arm/mach-rockchip/Kconfig

./include/configs/rockchip-common.h

/] FTPEMA, LRK3399A4HI
./include/configs/rk3399 common.h
./include/configs/evb rk3399.h
./configs/rk3399 defconfig
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fic B 15 H
1 &M XT rockchip-common.h. rkxxx_common.h. evb rkxxx.h 7€ S AL & 25 H U .

e RKIMG_DET BOOTDEV: fEf#ZERIER M a4, LUEN AR J7 SR 4 1 1A 15 £ 2 AL

e RKIMG BOOTCOMMAND: kernel J& #lfi 4

e ENV_MEM_LAYOUT SETTINGS: [Elfhn#kHhl, 45 ramdisk/fdt/kernel;

e PARTS DEFAULT: ZRIAM GPT 73 [X3R, FERELFL T, A& B RIVE 2T GPT 45 X R
B A 5

e ROCKCHIP_DEVICE SETTINGS: AM&AHKar4, FERZRE stdio (—Ma & Bontids s
)

e BOOTENV: distro 5308 2l linux i ()5 3l 1% 2 R0 iy 25

e CONFIG SYS MALLOC LEN: malloc £t A/,

o CONFIG_SYS TEXT BASE: U-Boot izfT K2t bl ;

e CONFIG_BOOTCOMMAND: JHZfir4, —#E XN RKIMG_BOOTCOMMAND:

e CONFIG PREBOOT: fiijH#hf4, fE CONFIG BOOTCOMMAND i #4447

« CONFIG_SYS_MMC_ENV_DEV: MMC fE5 ENV f#ig /B 1 dev num, —f/E 0;

1~ BL RK3399 k47 15 B -

/include/configs/rockchip-common.h:

#define RKIMG DET BOOTDEV \ /7 BRI T A A

"rkimg bootdev=" \
"if mmc dev 1 && rkimgtest mmc 1; then " \

"setenv devtype mmc; setenv devnum 1; echo Boot from SDcard;" \
"elif mmc dev 0; then " \

"setenv devtype mmc; setenv devnum 0;" \
"elif rknand dev 0; then " \

"setenv devtype rknand; setenv devnum 0;" \

"elif rksfc dev 0; then " \

"setenv devtype rksfc; setenv devnum 0;" \

"fi; \O"

#define RKIMG BOOTCOMMAND \

"boot_android ${devtype} ${devnum};" \ // JAshandroidtsz [E 4R
"bootrkp;" \ // A BRKA% =[] 4
"run distro_bootcmd;" // Ja#hlinuxE 4

#ifndef CONFIG_SPL_BUILD

#define ENV_MEM LAYOUT SETTINGS \ /7 T RN
"scriptaddr=0x00500000\0" \
"pxefile addr r=0x00600000\0" \
"fdt_addr r=0x01£00000\0" \
"kernel addr r=0x02080000\0" \
"ramdisk addr r=0x0a200000\0"

#include <config distro bootcmd.h>
#define CONFIG EXTRA ENV_SETTINGS \
ENV_MEM LAYOUT SETTINGS \
"partitions=" PARTS DEFAULT \ // BRINMGPT X %



ROCKCHIP DEVICE SETTINGS \
RKIMG DET BOOTDEV \

BOOTENV // JAE)LinuxI R 3B ERI by 4
#endif
#define CONFIG_ PREBOOT // FECONFIG_BOOTCOMMANDZ R # 34T K i Jii 50 v
A
4

#ifndef CONFIG_SPL_BUILD

#undef CONFIG BOOTCOMMAND

#define CONFIG BOOTCOMMAND RKIMG BOOTCOMMAND // & XJH#Ehn4 (EN

RKIMG BOOTCOMMAND)

#endif

#define ROCKCHIP DEVICE SETTINGS \ // fERE RN
"stdout=serial,vidconsole\0" \
"stderr=serial,vidconsole\0O"

2.4 JA B
RKF- & HIU-Boot IR, (L81th— e B I I8

start.s

// gL

=> IRQ/FIQ/lowlevel/vbar/errata/cpl5/gic // BRMZEMM KK Lowlevel WITHIL

=> main
=> stack // HESUFCHA BT Z MR
/7 DB B CHEAIRL, Kl — R 50 e A
=> board init f: init sequence f[]

initf malloc

arch cpu init // [socHlowlevel®JiHit ]

serial init // B ORER

dram init /7 [EKEddr&#(E 5]

reserve mmu // Mddr R RBIFIRAE Rl reserve WAF

reserve video
reserve uboot
reserve malloc
reserve global data
reserve fdt

reserve stacks

dram init banksize

sysmem init

setup_reloc // WiEU-Boot H & relocltHhll

AR EEN: i

=> relocate code // L4 EIU-Boot Al relocation

/7 URZBrBY cABIRIAaIL, K — R 500 e A0 A
=> board init_r: init_ sequence r[]
initr caches // HEEMMUFIT/Dcache

initr malloc
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bidram initr

sysmem initr

initr of live // HlEHof_live
initr dm /1 WUEA amAE 4E
board init /1 raviate, sz 0]
board debug uart init // HHiomux. clkAtE
init_kernel dtb // [VYIFlkernel dtb] !
clks probe // VIR R G AR
regulators_enable boot on // WA R G R
io domain init // io-domain¥I#Hitk
set_armclk rate // _ weak, ARMIESN (FGA FRA L)
dvfs init // BRI R R AR
rk_board init // __weak, HIFEAFAMN G BT LI
console_init r
board late init // [F&latedlthifb]
rockchip set ethaddr // WEmaciht
rockchip set serialno // WH&serialno
setup_boot mode // fEMT"reboot xxx"fA
// R loader BRI, recovery
charge display // U-Boot7tH
rockchip show logo // 2RTTFHllogo
soc_clk_dump // #THlclk tree
rk board late init // __weak, HIBANBAMGHEATLIL
run _main loop /7 GEANATHR, BHITEIImS]

2.5 WAFAR 5

U-Boot H1H7%% Loader N# %] coNFIG sys TExT BaSE Hihlh, WIIARILES RIS RT RGHENIERR,
324 F & LIANAERRAGBAT A (HR AN ERERIRAD , 64607 & LINNATHE AT H. 2
JaiEId — & Flreserve_xxx() £ H NN AEAR AL AT IR 75 I A AE, 510 H Crelocate )3 Breserve ) 4
) b WAERARMERAMRIT, ARMG64AM] CHBIEL -
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Start Addr

Name Offset Size Usage Secure
ATF 0x00000000 IM ARM Trusted Yes
Firmware
SHM 0x00100000 1M SHM, Pstore No
OP-TEE 0x08400000 2M~30M ifﬂ TEE JF& Yes
FDT fdt addr r - kernel dtb No
KERNEL kernel addr r - kernel 514 No
RAMDISK ramdisk_addr r - ramdisk Bi1% No
FASTBOOT - - Fastboot buffer No
SP - - stack No
FDT - sizeof(dtb) U-Boot dtb No
GD - sizeof(gd) - No
Board - sizeof(bd_t) - No
MALLOC . CONFIG _SYS MALLOC LEN REGMHEZ A] No
U-Boot - sizeof(mon) u-boot £i15 No
Video FB - fb size 32M No
TLB Table E&M—TOP' 32K MMU 5% No

ERTFH start addr offset —F2E~IET DDR base Kb F2

Fastbootti ik FI K /N HEL B ¥t %€ : CONFIG_FASTBOOT BUF ADDR,
CONFIG_FASTBOOT BUF _SIZE.

e Video FB/U-Boot/Malloc/Board/Gd/Fdt/Sp H1 T[] K48 S 75 >R K/ R4 s

o 64 f°F4: ATF ;& ARMv8 1), OP-TEE j&r[ikIi; 32 f7°F&: " OP-TEE;

* kernel fdt/kernel/ramdisk /& U-Boot 77 ZAN#EK (1) [E {4 Hudik, H ENV MEM LAYOUT SETTINGS JE ;

e Fastboot TJRE T B [ buffer HihtF1IK/NE defeconfig 71 g s

o OP-TEE (548 1) 7% [A] 75 ZEARE SeBr 75 5Kfi 2, foRoN 30M;  Hir RK1808/RK3308 = OP-TEE J7E
&k, “A7E 0x8400000;



2.6 F1fi#i A7 J=)

RK linux /7 ZHIAEAA R U, Android 77 5% T boot/rootfs € X iRlinux*F &/ 55, HEEA—FH, 7
%52,

Partition Start Sector Number of Sectors Partition Size Requirements
MBR 0 00000000 |1 00000001 | 512 0.5KB
Primary GPT 1 00000001 |63 D000003F | 32256 31.5KB
loader1 64 00000040 | 7104 00001bc0 | 4096000 2.5MB | preloader (miniloader or U-Boot SPL)
Vendor Storage 7168 00001c00 | 512 00000200 |262144 256KB | SN, MAC and etc.
Reserved Space 7680 00001e00 | 384 00000180 | 196608 192KB | Not used
reserved 8064 00001180 128 00000080 | B55936 B4KB | legacy DRM key
U-Boat ENV 8128 00001fcO |64 00000040 | 32768 32KB
reserved2 8192 00002000 |8192 00002000 |4194304 |4MB legacy parameter
loader2 16384 00004000 | 8192 00002000 (4194304 |4MB |U-Boot or UEFI
trust 24576 00006000 | 8192 00002000 |4194304 4MB trusted-os like ATF, OP-TEE
boot ( bootable must be set) | 32768 00008000 |229376 | 00038000 |117440512 | 112MB | kernel, dtb, extlinux.conf, ramdisk
rootfs 262144 | 00040000 |- - - -MB Linux system
Secondary GPT 16777183 | 0OFFFFDF | 33 00000021 | 16896 16.5KB

K F 51 H: http://opensource.rock-chips.com/wiki_Partitions

2.7 Kernel-DTB

J7 A )U-Boot R 3 7 /# FHHU-Boot H C.JDTB, RK*F-& 1811 T kernel DTBALH 2 FE, ENdi Fkernel DTB
IR . FEH RN TSN ZES, . power. clock. display 5%,

—HIIE:

e U-Boot DTB: fioi#Iiafb 76k, FTENH D&% &,
e Kernel DTB: i Si¥JUR LA $TENER LA 345

U-Boot¥ 4L 4 HIU-Boot DTBIE A7t FTEIE MWIaatL, SR JG MAF# BN #iKernel DTB Jf4% 1 {3 HJ
XA DTBASEI M RS . Kerne DTB RIS SCIIIERREL: init kernel dtb() o

FERFH— AT EZME M U-Boot DTB (FRAEHEHITENH 1) , &P & KATHISDK B A 1) defconfig #B
Ja Akernel DTBHLH# . Fir LUEH X T-4MEFIDTSE K, P N i%& Mkernel DTB.

2 T U-Boot DTB:

DTSH3:
./arch/arm/dts/
J& Akernel DTBHLH G : 2% BX 2 U-Boot DTS 47 u-boot, dm-pre-reloc Fl u-boot, dm-spl B

ok, ESEEEAE 5 B defconfigh CONFIG OF SPL REMOVE PROPS fi i fproperty, HZE
Jfu-boot.dtb 33 HLiB N fEu-boot.bin I K 2.«

F P 413 52 U-Boot )5 AT LU fdtdump iy 2K EIDTB A 25

fdtdump ./u-boot.dtb | less
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2.8 Aliases

U-Boot 1 5 457k Faliases & 7l Tkernel DTS B 152 X .
eMMC/SDfEU-BootH i #k A mme %45, (A% 50. 1/EX5r: SDIJE SIS T-eMMC.

mmcl: Fvsd

mmc0: F7Remmc

2.9 Stacktrace

JEZE R U-Boot N SCRF IR A AR FIFIALEI, RKCF- G380 7 izThe. H a7 3800y 20k 0 AT B

o RGN H ALK
o A/ EZNWHA dump_stack () ;
o ff§ CONFIG_ROCKCHIP_ DEBUGGER ;

11140 % Habort:

"Synchronous Abort" handler, esr 0x96000010

// abortWJEH. pc. 1r. sp

* Reason: Exception from a Data abort, from current exception level
% 128G = 000000000028£430
* LR = 00000000002608d0
= 8P = 00000000£3dceb30

// BEERHPCHLR

Call trace:
PC: [< 0028£430 >]
LR: [< 002608d0 >]

// BRECRH KR
Stack:

0028£430
0028da24
00211600
002117b0
00202910
00202aa8
0027698c
002151ec
00201b2c

A AN A AN AN AN A AN
V V. V V V V V V V

// FRSH P A IR A R
Copy info from "Call trace..." to a file(eg. dump.txt), and run

command in your U-Boot project: ./scripts/stacktrace.sh dump.txt

AP AR S BB, SRS B B E S CHefidump.txt) JEHRATHR fir 4
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cjh@Ubuntu:~/u-boot$ ./scripts/stacktrace.sh dump.txt

/] F55RRIR
SYMBOL File: ./u-boot.sym

// EE A pCAILRY N R ACHD A B

Call trace:
PC: [< 0028f430 >] strncpy+0xc/0x20 ./lib/string.c:98
LR: [< 002608d0 >] on serialno+0x10/0xlc ./drivers/usb/gadget/g dnl.c:217

/) FHRR B AR E A

Stack:

[< 0028f430 >] strncpy+0xc/0x20
[< 0028da24 >] hdelete r+0xcc/0xf0
[< 00211600 >] do env set.isra.0+0x70/0x1b8
[< 0021170 >] env_set+0x3c/0x58
[< 00202910 >] rockchip set serialno+0x54/0x140
[< 00202aa8 >] Dboard late init+0x5c/0xal
[< 0027698c >] initcall run 1list+0x58/0x94
[< 00215lec >] Dboard init r+0x20/0x24
[< 00201b2c >] relocation return+0x4/0x0

TE ST

o Befan AT =H, FLAARINRRE IRGE BT BN 2 5 4R S U

./scripts/stacktrace.sh ./dump.txt // FENTR B U-Boot A (S B
./scripts/stacktrace.sh ./dump.txt tpl // FENTSRE tp LI AR(E B
./scripts/stacktrace.sh ./dump.txt spl // fERTRE spl ARG B

PAT Z AT, 2 FTAL 8 L A [ A 0 Z0F0 24 AR PR B UL A A R S I A5 SR

FE e
2.10 ATAGSES:
RKF- & 5 s :

BOOTROM => ddr-bin => Miniloader => TRUST => U-BOOT => KERNEL

RK-F 5 ) & 2 8 1 2 18] 7] LLIE i ATAGS B A 36— LU0 B A5 5

o & MHVEM: ddr-bin. miniloader. trust. U-Boot, A& Kernel.
o MEIBNZ: HIME. FE3A. ATF M1 OP-TEE SN AE. ddr HEZ%.

AL -

./arch/arm/include/asm/arch-rockchip/rk atags.h

./arch/arm/mach-rockchip/rk _atags.c
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2.11 U-Boot & 14

RK-- & #7U-BootMtrustfy J A [ F4% 0. RKAFITH% 30773 HiMiniloader f1ISPL 1151 51 . H HifRockchip
RATHISDKEARV1126 94 it i, RVI126FFUAIE- G R HFITAE 2, 2 BTF & R RKA% 2.

e RK %2
Rockchip H & SCHT 4455, U-BootHltrusts 3 FT L Nuboot.imgMtrust.img. U1 T :
uboot.img F132£7 trust.img % A imagic N“LOADER”

00000000 4c 4f 41 44 45 52 20 20 00 00 00 00 00 00 00 00 |LOADER

00000010 00 00 20 00 78 d0O Of 00 06 99 c2 a8 20 00 00 00 |.. .X....o...
- |
00000020 09 8a b0 el 89 7a c2 89 0d e8 da ef 86 3e £f2 24

6447 trust.img BiAg A magic H“BL3X”

00000000 42 4c 33 58 00 01 00 00 23 00 00 00 £8 00 04 00
[BL3X....#....... |
00000010 0O 00 00 OO OO OO OO0 OO 00 OO OO 00 00 OO 0O 0O

e FIT #=
U-Boot mainline 3 £ [ —F & i M AR = I [ 4% 3. U-Boot. trustPA Szmeu s [ fF— 24T 644
uboot.img.

uboot.img M A I magic J¥"d0 0d fe ed", 4 fdtdump uboot.img FJ LLEFH [ k.

00000000 dO 0d fe ed 00 00 06 00 00 OO 00 58 00 00 04 c4
Jo0ao0000000 Koooo |
00000010 0O 0O 00 28 00 00 00O 11 00 OO OO 10 00 0O OO 0O |...

HLZFITNHIE S HFITE T .

o HHITH

I H YT R OTATF i 2 iy B A5 7T 5E -3 BUE H A U500, uboot.img Mltrust. img FF M 1 2 %47 4T
(2

I 1 LRGIPNGN EARIRVE
RK uboot.img IMB 4
RK 32fitrust.img IMB 4
RK 6417 trust.img 2MB 2
FIT uboot.img 2MB 2

M EIRFAE TSN, uboot.img A trust.img 1 K /NERIN B Z£4MB.

A RN E A DT s
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o RK%’ﬁ éﬁ%fﬁéﬁbﬂ?ﬁo WJQH: —-sz-uboot 2048 1 Al --sz-trust 4096 1, %%ﬂ?
uboot.imgFL{2M, FIEL147: trustimg#F4r4M, 114,

o FIT #:: ¥ ikficES%: CONFIG SPL FIT IMAGE KB fI
CONFIG_SPL_FIT IMAGE MULTIPLE. 4337 St K/NCRAL: KB)YRIHT 34

2.12 kernel [#] 14}

RK-F & fIU-Boot 3¢ Ff = ik ) A [ 1 51 5«

o RKH%
BiA% U ) magic N”KRNL”:

00000000 4B 52 4E 4C 42 97 OF 00 1F 8B 08 00 00 00 00 00
KRNL. .Y.vurnnrn..
00000010 00 03 A4 BC 0B 78 53 55 D6 37 BE 4F 4E D2 A4 69
..... xSU.7.0N. .1

kernel.img = kernel;
resource.img = dtb + logo.bmp + logo_kernel.bmp;
boot.img = ramdisk;
recovery.img = ramdisk(for recovery) ;
o Androidi% =
BESCAFH magic 5" ANDROID!”:

00000000 41 4E 44 52 4F 49 44 21 24 10 74 00 00 80 40 60
ANDROID!S.t...@"
00000010 F9 31 CD 00 00 00 00 62 00 00 OO 00 00 00 FO 60

boot.img = kernel + ramdisk+ resource + <dtb>;
recovery.img = kernel + ramdisk(for recovery) + resource + <recovery_dtbo> + <dtb>;
VilH: recovery dtbo: MAndroid-9.04 FFUaHTHE 4815 dtb: MAndroid-10.074 FF UG #4154
1%
e Distroff =

H A0FR Linux (9 —F0@ A [E 44T A% X K ramdisk. dtb. kernel 47— MK . XMER150HE
W LR SO RGNS AE, B0 ext2. extd. fat 55, U-Bootfs L S RGEA By 10 2 &\ A
H. B2BH:

./doc/README.distro
./include/config distro_defaults.h

./include/config distro bootcmd.h

o SIS D: android > rk > distro, EE— SR A XN RIS, = A S HALELIZE R
17, HEREREES SRR R RN, MHELEU-Boot i 4T 1 2.

RIS e X
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#define RKIMGiBOOTCOMMAND \
"boot android ${devtype} ${devnum};" \
"bootrkp;" \

"run distro bootcmd;"

2.13 e

R Gt DGt — T, RS (nRICEMA, 52201 JH fsecure-boot
WERO o TFHLI K A%

o ctrl+c: #EA U-Boot iy 24715 ;

o ctri+d: HEAN loader FE 5 ;

o ctrl+b: A maskrom FEE

o ctrl+f: A fastboot #ix;

o ctrl+m: FJE bidram/system 15 &.;

o ctrl+i: fFRENZ initcall debug;

o ctrl+p: TEN cmdline 15 &

e ctrl+s: "Starting kernel..." 2 J5#t X\ U-Boot iy 217

2.14 MMU-Cache

RKF & BRIAMEREMMU. Dcache. Icache, MMUXR 1: 1264 ML, DceacheX Hwrite-back il . #HI$z
I

// Icache##1:
void icache enable (void);
void icache disable (void);

void invalidate icache all(void);

// Dcache$z:

void dcache disable (void);

void dcache enable (void);

void flush dcache range (unsigned long start, unsigned long stop);

void flush cache (unsigned long start, unsigned long size);

void flush dcache all(void);

void invalidate dcache range (unsigned long start, unsigned long stop);
void invalidate dcache all(void);

// EHFTMN N AF XA fIDcache &

void mmu set region dcache behaviour (phys addr t start, size t size,

enum dcache option option)

2.15 W% A&

o 64 LT BN IE T 5 SImage, HU-Boot MN#F| B briz ik, {H72 RKTV G 1) U-Boot i& 1] 3 HF
XF64hr LZARS S He 4 A RZ BEAT i e . (H2 F P 20U e -

CONFIG LZ4=y

6ARILZA A8 WAL RIS AT )5 bk A 20 UAE%-F 6 ) rkxxx_common.h JCAFH:
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#define ENV_MEM LAYOUT SETTINGS \
"scriptaddr=0x00500000\0" \
"pxefile addr r=0x00600000\0" \
"fdt addr r=0x01£00000\0" \
"kernel addr no bl32 r=0x00280000\0" \
"kernel addr r=0x00680000\0" \ // LZAMRE PAZ I ik
"kernel addr c=0x02480000\0" \ // LZATRAE N Z I bk
"ramdisk addr r=0x04000000\0"

o 32 fFEMINLESIEE e S zImage, HU-Bootl##| kernel addr r Huhk b, FHWZTERNKE M
JEo {HAZERK 4 IU-Bootik A] 37 FEImaget 38, HHU-Boot/l#k 2 H briz 1Tkt .

H%%?@%rhm;mmmhiﬁﬂ%ﬂ?kaL@M{rﬁ&ﬁ%Xkﬂmk@ﬁacﬂ
e (HRMAPAREENIE, U-BootzxHIlr 4 Hi/&zlmageil &Image, ZhAAEIX2MHbE. HZ&
F P b 251K A

CONFIGfSKI PiRELOCATEiUBOOT
324 PN A% B A ik 52 X

#define ENV_MEM LAYOUT SETTINGS \
"scriptaddr=0x60000000\0" \
"pxefile addr r=0x60100000\0" \
"fdt addr r=0x68300000\0" \
"kernel addr r=0x62008000\0" \ // zImagelk4i W% 1L
"ramdisk addr r=0x6a200000\0"

2.16 bidram/sysmem

U-Boot?] LMEF RAERITE WAE, BMNEhhbAE(RHHE TR R FHRINAE, T R IEE ISR R ER
PP AF S E] . U-Boot¥& B ALHI B H X He 2], FUILRK 5 5] Abidram. sysmem P77 HRALHI 5 X B A 17
HATE L,

ik, n_EU-Boot2F HimallocE H ALK, RKTF &I KRG FTA N A7 E L sysmem + bidram + malloc &
R T, Bk I A S A n)

low-addr high-
addr

R e o e |

| no management | system used

| = oo | ===mmmmmmmmm e |
0x0 N GB

o bidram: & #u-boot. kernelfBeAT M. T EAIERAIAAZEL, Fl41: ATF. OP-TEE 5 1 #43[Al;
o sysmem: & Hkernel W] L. ATHIIANAEH. Biltn: fdt. ramdisk. kernel. fastboot /i )75 [A].

FHRARHD

./1lib/sysmem.c
./lib/bidram.c
./include/memblk.h

./arch/arm/mach-rockchip/memblk.c
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17N & bidram 1 sysmem [N AZEH(E R, JHILAAFHRYIG0 BT 5 B 28 dump Hik. @R
A T A 2

bidram P75 B3

bidram dump all:

// <1> XHEI/RTU-Boot Nl loader K ddrH S B EE S, —IHfG26B
memory.rgn([0] .addr = 0x00000000 - 0x80000000 (size: 0x80000000)

memory.total = 0x80000000 (2048 MiB. 0 KiB)

/7 <2> REEIRTHHEERGSEENFER, ZEER X kernelI AR I

reserved.rgn[0] .name = "ATFEF"

.addr = 0x00000000 - 0x00100000 (size: 0x00100000)
reserved.rgn[l] .name = "SHM"

.addr = 0x00100000 - 0x00200000 (size: 0x00100000)
reserved.rgn[2] .name = "OP-TEE"

.addr = 0x08400000 - 0x0a200000 (size: 0x01e00000)
reserved.total = 0x02000000 (32 MiB. 0 KiB)

/7 <3> RHERZOLFFEN Ll <o>HATI G BB, Flan: SxHHMEIET A
LMB.reserved[0] .addr 0x00000000 - 0x00200000 (size: 0x00200000)

LMB.reserved[1].addr = 0x08400000 - 0x0a200000 (size: 0x01e00000)
reserved.core.total = 0x02000000 (32 MiB. 0 KiB)
symnenl?ﬂ??ﬁgﬁiﬂé:

sysmem dump all:
// <1> X FEsysmemf[ EHP B AAEE, Wbidram<3>Z A HddrE &, Xkerneld] I,
memory.rgn[0].addr 0x00200000 - 0x08400000 (size: 0x08200000)
memory.rgn[l].addr = 0x0a200000 - 0x80000000 (size: 0x75e00000)

memory.total = 0x7e000000 (2016 MiB. O KiB)

/7 <2> REERTHANEMFallocE AN FRER

allocated.rgn[0] .name = "U-Boot"

.addr = 0x71dd6140 - 0x80000000 (size: 0x0e229%ecO0)
allocated.rgn[1l] .name = "STACK" <overflow!> // FWIFiEH

.addr = 0x71bd6140 - 0x71dd6140 (size: 0x00200000)
allocated.rgn[2] .name = "EFDT"

.addr = 0x08300000 - 0x08316204 (size: 0x00016204)
allocated.rgn[3] .name = "KERNEL" <overflow!> // FWWNIFHEH

.addr = 0x00280000 - 0x014ce204 (size: 0x0124e204)
allocated.rgn[4] .name = "RAMDISK"

.addr = 0x0a200000 - 0x0a3e6804 (size: 0x001e6804)

// <3> malloc_r/fHIK/h
malloc r: 192 MiB, malloc f: 16 KiB

allocated.total = 0x0f874acc (248 MiB. 466 KiB)

[/ <4> EHEBROEEN ER<SHATIEEEE, Btk G HERNFERER
LMB.reserved[0] .addr = 0x00280000 - 0x014ce204 (size: 0x0124e204)



LMB.reserved[1l] .addr = 0x08300000 - 0x08316204 (size: 0x00016204)

LMB.reserved[2] .addr = 0x0a200000 - 0x0a3e6804 (size: 0x001e6804)
LMB.reserved[3].addr = 0x71bd6140 - 0x80000000 (size: 0x0e4d29ec0)
reserved.core.total = 0x0f874acc (248 MiB. 466 KiB)

TR R AR RTTE, PR E R, 15454 Lk bidram A1 sysmem dump P77#15 B 4T 4
o

// VAR AT HARE A S T, FAENFES . XU AT RS WA PUE RIS 3
Sysmem Error: "KERNEL" (0x00200000 - 0x02200000) alloc is overlap with existence
"RAMDISK" (0x00100000 - 0x01200000)

// WHE T I N AR — S iR SR R v G 2] (9 HTsysmemfllbidranfE 5D
Sysmem Error: Failed to alloc "KERNEL" expect at 0x00200000 - 0x02200000 but at
0x00400000 - 0x0420000

// sysmemf B AR IAHIE N 0200000, BT LAARA HiE AR 021000004244 1 %5 18]
Sysmem Error: Failed to alloc "KERNEL" at 0x00100000 - 0x02200000

// FEE HiE "RAMDISK" N fE 3k

Sysmem Error: Failed to double alloc for existence "RAMDISK"

217 X%

RK- & HIU-Boot 3L FE ARl 43 [X R : RK paramtert$ s, (IH) Fl br#EGPTHE R GBI, MUHLEs LRI
PRy X R, R HGPT /XK. o2 GPT ibsE RK parameter, 565 FH 145 X 3 SCA-#R Y
parameter.txt. F3 7 0] LB "TYPE: GPT" )@ Al 2 5N GPT.

FIRMWARE VER:8.1

MACHINE MODEL:RK3399

MACHINE ID:007

MANUFACTURER: RK3399

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3399

CHECK_MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT // HETEGPTIE M XK, HNARK paramter
CMDLINE:mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot),0x00002000@0x00006000 (tr
ust), 0

x00002000@0x00008000 (misc),0x00008000@0x0000a000 (resource), 0x00010000@0x00012000 (
kernel

) ,0x00010000@0x00022000 (boot),0x00020000@0x00032000 (recovery), 0x00038000@0x000520
00 (bac

kup) , 0x00002000@0x0008a000 (security),0x00100000@0x0008c000 (cache),0x00500000@0x00
18c000

(system) ,0x00008000@0x0068c000 (metadata), 0x00100000@0x00694000 (vendor) , 0x00100000
@0x007

96000 (cem) , 0x00000400@0x00896000 (frp),-@0x00896400 (userdata:grow)
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2.18 HW-ID DTB

RK1- & H1U-Boot H] MR HEGPIOBH ADCHIBEHIRZS, A2 iy DTBICA Hhfifi it 55 B IR A UL AC R D TB3E

T

CEZ =5

ARG .

2.19 make.sh

make.shBE/E —MwIFEMA, W2 —MTE. K TH. AT RICH. fTaEF.

// B4

./make.sh --help

// AT EE K ZhRE

. /make.
. /make.
. /make.
. /make.
. /make.
. /make.

. /make.

AT

sh
sh
sh
sh
sh
sh
sh

trust

loader

trust <ini-file>

loader <ini-file>

spl
spl-s
itb

./make.sh env

/7 BRI T g

. /make.
. /make.
. /make.
. /make.
. /make.
. /make.
. /make.
. /make.

. /make.

sh
sh
sh
sh
sh
sh
sh
sh
sh

elf-[x]
elf
elf-S
elf-d
elf spl
elf tpl
<addr>
map

sym

[typel

//
//
//
//
//
//
//

//

//
//
//
//
//
//
//
//
//

B trust

T 1loader

A crusth 8 E ini X

Tl loader 48 5E ini XM

Htpl+splE #ftddrfiminiloader, ¥ iloader
Aspl&#fiminiloader, #fliloader

flflu-boot.itb (64 F & R XFFH WATFHIU-Boot, OP-TEE

A fw printenv LR

RCgw: - <1338, [typel MIEHET R JMSPLELTPL
SIC4u-boot LA, BIMIH-DSH

RICHiu-boot A, M -sZ%k

S Giu-boot XA, {HH-dZ%
RIC&wtpl/u-boot-tpl XM, BRIAMEH-DS

I %spl/u-boot-tpl X, ERINEH-DS#

B addr i B R 44 ARG AL B

T u-boot .map

T Hu-boot.sym

2.20 vendor storage

RKF- & f1U-Bootf2 fit | Vendor storage X 325 H 7 fRAFSN. MACSE B . fEfifimsan ~ (FE I

vendor.c) :
#define EMMC VENDOR PART OFFSET (1024 * 7)
/* —-— Spi Nand/SLC/MLC large capacity case define --- */
#define NAND VENDOR PART OFFSET 0
/* —-—— Spi/Spi Nand/SLC/MLC small capacity case define --- */
#define FLASH VENDOR PART OFFSET 8

FUP — AN B OIEAME B il A2, R ZOE S S M
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int vendor storage read(ulé id, void *pbuf, ulé size)

int vendor storage write(ul6 id, void *pbuf, ul6 size)

2.21 AMP

RKF & HU-Boot > fF AMP(Asymmetric Multi-Processing) [& 4 5] 5 .

ey,
FEZ =1

A

2.22 SD/U%E

RK\/

IRB R Y

£ HIU-Boot 3 SD/URE I [ {4 /5 B 8Tt 4 v

o SDJE B/F 2k 72 MbootromiX — 2% 456 S 7

o Utk /i /T2 NU-BootiX —

2.23 SysReset

LS RAHHET,

=

PR

o U-Bootl) A fllkernel —Ff, B2 75 Bbi A trust 52K

2.24 Interrupt

U-Boot fiir

AATRER AT UL R kernel —#f freboot xxx Ay 2 (K T-kernel dts™ ) 5E )

U-Boot ) JR A RAL A 52 80 Fe b b, RKEFEG 583 Ti%I0RE, HGIC-V2. GIC-V3.

E2 =4

5 B E

2.25 Timestamp

—_ = = o/

— o/ o/, e e

o O O O O

o O O o o o

.324987]

.327215]
.330039]
.332526]
.336454]
.346981]

.351075]
.394136]
.394272]
.395276]
.400347]
.402070]1

» DB ORUERTTE] . U-Boot 4T ENME RERN A i (B8, A

ﬁ%gﬁﬁlﬁﬂuﬁiﬁaﬁﬂﬁ CONFIG_BOOTSTAGE PRINTF TIMESTAMP o U1 F:

U-Boot 2017.09-00019-g9%55ed0-dirty (Dec 26 2019 - 14:31:44 +0800)

Model: Evb-
PreSerial:
DRAM: 2 Gi

Relocation

RK3288

2

B

Offset: 00000000, fdt:

Using default environment

dwmmc@ff0cO

000: 1, dwmmc@f£f0£0000:

Bootdev (atags) : mmc 0

MMCO: High
PartType: E

Android 9.0,

boot mode:

Speed, 52Mhz
FI
Build 2019.6

None

Tbe22c38

0
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[ 0.405213]
[ 0.407833]
[ 0.418211]
[ 0.432128]
[ 0.435916]
[ 0.439113]
[ 0.444148]

1.005018]
1.009917]
1.014981]
1.019970]
1.025185]
1.035469]
ize=1000000
1.037448]
1.044412]
1.064363]
1.064976]
1.075259]

.075279]

Found DTB in boot part
DTB: rk-kernel.dtb
ANDROID: fdt overlay OK
I2c0 speed: 400000Hz
PMIC: RK808

vdd arm 1100000 uv

vdd gpu 1100000 uv

## Booting Android Image at 0x02007800
Kernel load addr 0x02008000 size 8062 KiB
## Flattened Device Tree blob at 08300000

Booting using the fdt blob at 0x8300000

XIP Kernel Image OK
'reserved-memory' dma-unusable@fe000000:
'reserved-memory' ramoops@00000000:

Using Device Tree in place at 08300000,
Adding bank: 0x00000000 - 0x08400000
Adding bank: 0x09200000 - 0x80000000
Total: 812.613 ms

(size:

(size:

Starting kernel

VER: WS AJERFT BN A S A I Ta], T I 48 06t B[]
2.26 Relocation

addr=

addr=£fe000000

8000000 size=£0000

end 08316edl
0x08400000)
0x76e00000)

U-Boot£>1E5E iiiboard f.clIiifE /5 H Cirelocate | A7 R B H Nk B, BARM AL U-Boot N 1747 &)
M€ . RKMHJU-BootERiA:

o 32fi°FA: CONFIG SKIP RELOCATE UBOOT=y Ff AMfifrelocation, 75 M4 .
o 64401 &5 fifirelocations

2.27 MARFERS

U-Boot HIAA A5 R ERIA AT ENAB B S AE R -

### Booting Android Image at 0x02007800

Kernel load addr 0x02008000 size 8062 KiB

### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000

XIP Kernel Image
'reserved-memory' dma-unusable@fe000000:
'reserved-memory’
Using Device Tree in place at 08300000,
0x00000000 - 0x08400000
0x09200000 - 0x80000000

Adding bank:
Adding bank:
Total:

Starting kernel

812.613 ms

OK

ramoops@00000000:
end 08316edl
0x08400000)
0x76e00000)

(size:
(size:
// U-BootBBIr) & FERS

addr=fe000000 size=1000000
addr=8000000 size=£0000
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2.28 VEHFERT

FH AT BAATIT 1ib/initcall.c I debug () A DEBUG 3RAGUIF MIVEFEFERT, %kl 7718 B ./make.sh
BT IR A5
U-Boot 2017.09-00019-g9b55ed0-dirty (Dec 26 2019 - 14:45:33 +0800)

# 5212 us # 137.868 ms
initcall: 0020delf

# 1 us # 142.636 ms
initcall: 0020e015
Model: Evb-RK3288

# 1646 us # 149. 48 ms
initcall: 0020dd6l
PreSerial: 2

# 1213 us # 155. 28 ms

initcall: 0020ddcd
DRAM: # 606 us # 160.401 ms
initcall: 00203719

// R 187 us J& initcall: 00203719 i RIFER

// WIF 165.355 ms #& initcall: 00203719 ANIEMU-Boot /8 BhFER

# 187 us # 165.355 ms
initcall: 0020de81l

# 2 us # 169.938 ms
initcall: 0020dc29

# 1 us # 174.703 ms
initcall: 0020dc3d

# 1 us # 179.469 ms
initcall: 0020ddad

# 2 us # 184.237 ms
initcall: 0020de27

# 1 us # 189 2 ms

2.29 fuse.programmed

RKF- &8 T J7 i iksecure-bootThRE, H 75 2%} B 1425 4 5 BEHF J5 secure-boothi 7, (A AN 'H
efuse/otp) . Miniloader 2xifiisk U-Boot [] kernel 18 /il emdline & W 4 H1 [1] efuse/otp ff BEE R H RS :

e "fuse.programmed=1": FF/& [ secure-boot, eﬁmekﬁpEﬂéé@&%%Ego

e "fuse.programmed=0": FF/8 T secure-boot, efuse/otpi%H IS .

e cmdline & fuse.programmed : ¥ i secure-boot (MiniloaderMEi#) , BiF Miniloader A
IHW A SCRpAL 1% -

U-Boot 75 BEA&INFIEAL

83c9bd4 board: rockchip: pass fuse programmed state to kernel
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3. Chapter-3 4n ¥k 5

3.1 AT

e F#irkbin

RRE—ANTEOGE, HTFEBRRKATERbin. JA. 7T T E. U-Boot ki< W iZ O FER 5]
R, #7404 Biloader. trust. uboot[@ . rkbinflU-Boot TRE A F R H F K AR,

CHETH: HSHMRET.

» T#GCC

GCCYm 2318 Fl gce-linaro-6.3.1, JE Tprebuilts H 3% 2 o prebuiltsF1U-Boot R EF I HX K R .
.

// 32fi:
prebuilts/gcc/linux-x86/arm/gcc-linaro-6.3.1-2017.05-x86 64 arm-linux-
gnueabihf

// 64fL:
prebuilts/gcc/linux-x86/aarch64/gcc-linaro-6.3.1-2017.05-x86 64 aarch64-

linux-gnu/

GCC F#: WsHMxuT

o iFdefconfig
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rv1108
k1808
rk1806
k3036
rk3128x
rk3128
rk3126
rk322x
k3288
k3368
rk3328
k3399
rk3399pro
rk3399pro-npu
k3308

rk3308-
aarch32

px30
k3326

rk3326-
aarch32

rvl126

rv1126

rv1126

rvl126

k3566

defconfig

evb-rv1108_defconfig
rk1808_defconfig
rk1806_defconfig
rk3036_defconfig
rk3128x_defconfig
evb-rk3128 defconfig
k3126 defconfig
rk322x_defconfig
rk3288 defconfig
rk3368 defconfig
rk3328_defconfig
rk3399 defconfig
rk3399pro_defconfig
rknpu-lion_defconfig

rk3308 defconfig

rk3308-aarch32_defconfig

px30_defconfig

rk3326_defconfig

rk3326-aarch32_defconfig

rv1126_defconfig

rv1126-ab.config

rvl126-emmc-tb.config
rv1126-1p3-emmc-tb.config
rv1126-spi-nor-tb.config

rv1126-spi-nor-
tiny_defconfig
rvl126-ramboot.config

rv1126-usbplug.config

rk3566.config
rk3566-¢ink.config

7 FFKkernel
dtb

N

gl

SEDEEN N
A RA+ T FFA/B

eMMC+DDR3 B I
Bl
eMMC+LP3 B JTHl
Spi Nor+DDR3 i T
Ml

Spi Nor NEH
A AT (N AF A B))
usbplugZh &g

i FH A
B A



¥ #rkernel N
Y defconfig 3 Wi B

rk3568 defconfig

3t FH R
rk3568-dfu.config w4 %ﬁdfuZIK
rk3568-nand.config ‘

, ¥ HFMLC/TLC/ eMMC
k3568 rk3568-spl-spi- Y

SPI-nand % ffISPL
nand_defconfig -

S FFaarch32 5 5
rk3568-aarch32.config S Frusbplughi s

~Fusbplughi 7
rk3568-usbplug.config plg
rk3588 rk3588 defconfig Y Gl NEN

R W R FISDK K i i defconfig A [F], i PLSDK A

e config fragment/\ £

BT8NP E EFEmERLTER, —Adefconfig LTV L . ATLAMRV 112646 32 FFconfig
fragment, B%JdefconfigifffToverlay.

#4n: rv1126-emme-tb.config®l 5 %2 T CONFIG_BASE DEFCONFIG="rv1126 defconfig", 4#k
1T ./make.sh rv1126-emmc-tb fiT& <5 Hrv1126 defconfight f.config, 4R )5 FAH FHrv1126-
emmc-tb.config B[ B B Xt .configitt {Toverlay. %4 W00

make rv1126 defconfig rvll26-emmc-tb.config && make
TR E S config fragment XA BHAT R R, HFEAER) . /scripts/sync-fragment.sh . fl:
./scripts/sync-fragment.sh configs/rvll26-emmc-tb.config

AARE: 41T .configflrv1126_defconfig L & 7 7 WidiffErv1126-emme-tb.config {4 H .

./make.sh [board] // [board]: configs/[board] defconfigff.

B IR GEE: ER32h 64 &, S IR ERT R E defeonfig, U4 A A Z0HE i€ [board]. il

./make.sh rk3399 // build for rk3399 defconfig
./make.sh evb-rk3399 // build for evb-rk3399 defconfig
./make.sh firefly-rk3288 // build for firefly-rk3288 defconfig

TR VE: LIR320E6AN T B, W T T config" IR GaiE, WG Ar A A HTE 2 [board] :
. /make.sh

VR R RER B I AR A S R 1 R, 15 243 make distclean fEHE BT EE.

44 A il 9w 5E G 2 EU-BootR H ¢ FFI @42 A: trust. uboot. loader. 1N 2 +T €A i 15
=]

P
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/] .

// ubootiTH It

load addr is 0x60000000'!

pack input u-boot.bin

pack file size: 478737

crc = 0x840f163c

uboot version: v2017.12 Dec 11 2017
pack uboot.img success!

pack uboot okay! Input: u-boot.bin

// loaderFT AT )& 5| FHEIiniSCAF

out:rk3126 loader v2.09.247.bin

fix opt:rk3126 loader v2.09.247.bin

merge success(rk3126_loader_v2.09.247.bin)

pack loader okay! Input: /home/cjh/rkbin/RKBOOT/RK3126MINIALL.ini

// trustdTHEHE &5 B ini 14
load addr is 0x68400000!
pack file size: 602104
crc = 0x9cl178803
trustos version: Trust os
pack ./trust.img success!
trust.img with ta is ready
pack trust okay! Input: /home/cjh/rkbin/RKTRUST/RK3126TOS.ini

/7 BORImPERT). EE: B LR trust Ml loaderfT B AR SR IX A1, HHEDART
uboot.img
Platform RK3126 is build OK, with new .config(make rk3126 defconfig)

IREAER H 3T A T Be S [ A«

./uboot.img

./trust.img /) ER: R E LR, MR A trust.img. trusti) ZHEH# T RAE
uboot.imgH .,

./rk3126 loader v2.09.247.bin

BT AT H: 1E5% TR,

3.3 Bl s

Bes T A
Windows/Linux {4 [& {48 5 T H WA HI SDK A7 ) T E AR BB A -
AL S
RK- & —HE PRGN MaskromBis . Loaderf&z{(U-Boot).
(1)t NLoader/® 5 7772

o JEHLRF, BlesKizdE &+
o FEHLRF, EAIMlKIZctl+dd4 A
o U-Bootfin 217N\ : download 5{7# rockusb 0 $devtype $devnum


af://n1087

(2) ¥ AMaskrom¥% 52 1) 71k

FFHLES,  EAZAL K ctrl+b2H A4

U-Bootfi &1T#i A : rbrom

R

H T U-Boot LFFM A4} X #: RK parameter 77X % (IH) Fl GPT 73 [X3R GHi) o WnRAE YT
X R B T A —Fp 43 X KA, W) Nand FLES LU B A EHHES; eMMC HLE AT LSO
My X 3R

WRHLES LRI AEAE P ARG X2, ML IRAIGPT 2y X3 . Al AL B A

PartType: EFI // MHINGPT/IXE, HIFTHI"PartType: RKPARM"

3.4 [ 1K

2. RKEEH => U-Boot[&H 14

3.5 FRRT R

Jmake.sh B T 4m RS, LR T EARTAThAE. $RHE T — SN FIMSL AT L S R R B . (HE
5 RT3 2 C 4 %1%t — Ik U-Boot.
JEFITHE X
./make.sh trust // FlBtrust
./make.sh loader // ¥Tflloader
./make.sh trust <ini-file> // T Btrusti 8 Eini XM, AW HEGN ind S04
./make.sh loader <ini-file> // #IfloaderW 8% iniCHF, 7 MAHEHERIN ini ST
FIT#%
// THBHA
./make.sh spl // Ftpl+spl&#ddrflminiloader, /i loader
./make.sh spl-s // Fspl&#miniloader, @ loader
/] EHA
./make.sh --spl // Fspl&#miniloader, I loader
./make.sh --tpl // FHtpl&#ddr, T Kloader
./make.sh --tpl --spl // Htpl. spl¥&#iddr. miniloader, #Tflfiloader
./make.sh --spl-new // ./make.sh --spl @4 RITAENEwZE, s o EidwmiFH
AR

GuAnr ST IH BIAS . an SRR iy & 2E 2%, make.shit 2 WA .
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4. Chapter-4 & 4t bk

4.1 AArch32

ARMVS [1] 64 £S5 Fr 35 MAArch64 iB4L 3] AArch32 #IELT (BRARMVT ) , ARREAZH 32 £ 4
o

F P a] LIS XA 7 KA A 2480 2 5 AARMVSHT AArch32

CONFIG _ARM64 BOOT AARCH32=y

4.2 ANDROID AB

BB A/B System BT RS 113 Pifr, 73 FR Jslot-a, slot-b. FRGEAT LMER— slot 25, 24
—> slot JA BN RIS IE T LA S —AN a8l (Rl T HZS o] LB FRR 3% DLE) 55— slot BT #EA
RGEFGAEN TR RBARIEE S % 5 B 1

H RIRK-F- & ffIpre-loaderflTU-Boot & 1] LL 37 A/B R 4 .

4.2.1 & 3

iy Android 37 #F Linux 3 #F
k3128x N Y
k3126 N Y
rk322x Y Y
k3288 N Y
k3368 N Y
k3328 N Y
k3399 N Y
k3308 N Y

px30 Y Y

k3326 Y Y
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4.2.2 fic & T

A/B System 7 2K MHLIBAVB, 1T :

// B/BHCH PR

CONFIG_AVB LIBAVB=y
CONFIG AVB LIBAVB AB=y
CONFIG AVB LIBAVB ATX=y
CONFIG_AVB LIBAVB USER=y
CONFIG RK AVB LIBAVB USER=y
// fHEREA/BINAE

CONFIG ANDROID AB=y

423 71X &

A/B SystemX] 73 X R A K FESCHE A/B I X BAIEGIMES _a 1 _b. parameter.txt ZH U1 :

FIRMWARE VER:8.1

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK MASK: 0x80

PWR HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE:
mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot_a), 0x00002000@0x00006000 (uboot b)
,0x00002000@0x00008000 (trust_a),0x00002000@0x0000a000 (trust b),0x00001000@0x0000c
000 (misc),0x00001000@0x00004000 (vbmeta a), 0x00001000@0x0000e000 (vbmeta b), 0x00020
000@0x0000e000 (boot_a), 0x00020000@0x0002e000 (boot b),0x00100000@0x0004e000 (system
~a),0x00300000@0x0032e000 (system b),0x00100000@0x0062e000 (vendor a),0x00100000@0x
0072e000 (vendor_b),0x00002000@0x0082e000 (oem_a) , 0x00002000@0x00830000 (oem b) , 0x00
10000€@0x00832000 (factory), 0x00008000@0x842000 (factory bootloader),0x00080000@0x00
8cal00 (oem) ,-@0x0094a000 (userdata)

4.2.4 ¥ = I

IHHJU-Bootff BEA/BR G2 J5, F /7 Wil arab)srX, MfE#L part get info by name () 4
X A aitslotfa 4%, Hlil: "boot a" B "boot b" . XFESIMIRZITURAMAID: H e RIS i
ARG Hslot, FHTFIFRPHE, RAM/INSXA.

BRI ARAL TR An R P BB ARASAE T T IX AR A R Ja . WYT T a/b ) 73 X AT A, ATAS
HislotfG 48, HEZLZE 2 H BRI A il KRG M Dslot 0. EIRTEI AT B "boot .


af://n1179
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commit c6666740ee3b51c3el02bfbaflab95b78d£29246
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Oct 24 15:48:46 2019 +0800

common: android/rkimg: remove/clean android a/b (slot) code

- the partition disk layer takes over the responsibility of slot suffix
appending, we remove relative code to make file clean;
- put android a/b code together and name them to be eary understood,

this makes file esay to read.

Change-Id: Id8c838da682ce6098bd7192d7d7¢c64269f4e86ba
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

4.3 ANDROID BCB

BCB (Bootloader Control Block) #&Androidf= il £ 4t 8 Shif B2 i ¥ i+ 11— F Fbootloaderss H. AL . %
PREER & XA misc 77 X AWF% 16KB 5 0 2 & .

B 25K -

struct android bootloader message {
char command[32];
char status[32];

char recovery[768];

/* The 'recovery' field used to be 1024 bytes. It has only ever

* been used to store the recovery command line, so 768 bytes

* should be plenty. We carve off the last 256 bytes to store the
* stage string (for multistage packages) and possible future

* expansion. */

char stage[32];

/* The 'reserved' field used to be 224 bytes when it was initially
* carved off from the 1024-byte recovery field. Bump it up to
* 1184-byte so that the entire bootloader message struct rounds up
* to 2048-byte. */
char reserved[1184];
}i

command: BZEH4, HEIZHELLTF =4

ZH ThRe

bootonce-bootloader Ja zhidt N U-Boot fastboot

boot-recovery Ja ik recovery

boot-fastboot Ja 83t N recovery fastboot (f&FK fastbootd)

recovery: it recovery mode i iz 4, kA "recovery\n", JEHIAI LA Z A4, DA--"JF
3k, PiMn"ghE, 140 "recovery\n--wipe ab\n--wipe package size=345\n--

reason=wipePackage\n" :


af://n1189

ZH

update package

retry count

wipe_data
wipe_cache
show_text

sideload
sideload_auto_reboot
just_exit

locale
shutdown_after

wipe_all

wipe_ab

wipe_package size

prompt_and wipe data

fw_update
factory_mode
pcba_test
resize_partition

rk_fwupdate

vk
OTA F+&%

it recovery JHR IR,  ELUNTH RN AN, HAEZEEHTHEN recovery
T+

erase user data (and cache), then reboot
wipe cache (but not user data), then reboot

show the recovery text menu, used by some bootloader

an option only available in user-debug build, reboot the device without waiting
do nothing, exit and reboot

save the locale to cache, then recovery will load locale from cache when reboot
return shutdown

PEERFEAS userdata 47X

wipe the current A/B device, with a secure wipe of all the partitions in
RECOVERY_WIPE

wipe package size

prompt the user that data is corrupt, with their consent erase user data (and

cache), then reboot

SD [ 1 F+ 21

T A, FEA TS &, 1 PCBA Ml
kN PCBA i

EFTARI ST X K/, android Q fIZhAR 4 X 3 FE

¥8 Erk SD/USBIE -T2, 1E AN RFU-Boot

U-Bootbfr Bt — AT BIF R0 Bk S8, VHEH 22 2%

4.4 AVB%: 4= J5 5]

AVB J}y Android Verified Boot, 7+t —EFE RIS, FEH TRE boot system 55 [E £
Rockchip Secure Boot 2% B 15 HF I /7 X AVB, SZEl—E 52K Secure Boot /246 7 & -

4.4.1 Feature

o LRI

o TEEEMERIS

o B LRY

e persistent partition 37 ¥F


af://n1270
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e chained partitions SZ#f, F LA boot, system 2 FAEH—E, tHATLAH oem H CARAFAEH, (HU0
H PRK 24

4.4.2 i &

FJ5 AVB 75 % trust 3 HF:

CONFIG_OPTEE CLIENT=y
CONFIG_OPTEE Vl=y
CONFIG_OPTEE ALWAYS USE SECURITY PARTITION=y // Z&HI{ifEFsecurity/rX

e CONFIG OPTEE V1: i&H*VHH 312x,322x,3288,3228H,3368,3399.
e CONFIG OPTEE V2 : &HIF&H 3326,3308.
e CONFIG OPTEE ALWAYS USE SECURITY PARTITION: eMMC [¥] rpmb ANEEF I A FFiX A%, BRIk

AT
JFJE AVB AHKRACH -

CONFIG AVB LIBAVB=y

CONFIG AVB LIBAVB AB=y

CONFIG AVB LIBAVB ATX=y

CONFIG AVB LIBAVB USER=y

CONFIG RK_AVB LIBAVB USER=y

// B NRE, THIEFNR ave 5 a/B Rk, PIARIERT B IHEH .

CONFIG_ANDROID AB=y //IXALF A/B

CONFIG_ANDROID AVB=y //IX/HF AvB

// FHZERNA efuse HIFEMH

CONFIG ROCKCHIP PRELOADER PUB KEY=y

// R 75k un 1 o c kAR 56 I A% T

CONFIG RK_AVB LIBAVB ENABLE ATH UNLOCK=y
AR

CONFIG_AVB_VBMETA_PUBLIC_KEY_VALIDATE:y

// MR TFEcpuidffNchallenge number, HJHPLFZE

CONFIG MISC=y

CONFIG ROCKCHIP EFUSE=y

CONFIG_ROCKCHIP_OTP=y

4.4.3 5%

EONAVBY TN At L, HoRIFEE, BCEE St R B &1

4.5 Cmdline

cmdline #& U-Boot [1] kernel f5i8 S5 — N EEFB, WEBEEs7M, "E&ERES. BT cmdline
SEH Z KR, B U-Boot BHTHHE . dIEEEHIE Y 5 L4 kernel. U-Boot M Bt cmdline #% fRA7
1E bootargs WA,

bihus

U-Boot & e i@t 1524 Fikernel DTBELY] /chosen/bootargs SKPlemdlinefis .
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4.5.1 K d AR

e parameter.txt S
W RK F5U90 062, AT BAFE parameter.oxt E47 5 cmdline {574, 5141

CMDLINE: console=ttyFIQ0 androidboot.baseband=N/A
androidboot.selinux=permissive androidboot.hardware=rk30board
androidboot.console=ttyFIQ0 init=/init
mtdparts=rk29xxnand:0x00002000@0x00002000 (uboot),0x00002000@0x00004000 (trust)

’

2 GPT #4201 43 X 3R, 7E parameter.txt B 47 /iflcmdline 15 572 LA .

e kernel dts /Y] /chosen/bootargs , flu:

chosen {
bootargs = "earlyprintk=uart8250,mmio32,0xf£f30000 swiotlb=1
console=ttyFIQ0
androidboot.baseband=N/A androidboot.veritymode=enforcing
androidboot.hardware=rk30board androidboot.console=ttyFIQ0
init=/init kpti=0";
}i

o U-Boot: MRIEMRFTIZITHIRA, U-Boot £hABIN—LEHN % F] cmdline. FLA:
storagemedia=emmc androidboot.mode=emmc ......

e boot/recovery.img [l £k HL (138 # 1.2 H cmdline 7 Bt 5 £ .

4.5.2 BHE & X

N H RK 6% I emdlinie Z808 L. HEZ W ZE NZ A Documentation/admin-guide/kernel-
parameters.txt.

o sdfwupdate: sd A RIRE, recoveryFE/T 2

e r0ot=PARTUUID: &5 rootfs(system) 73X (JUUID, 1 GPT %3 H¥

o skip_initramfs: kernel A4 ] uboot JEX 1) ramdisk, Tfi{FH rootfs(system) H [¥jramdisk

o storagemedia: 17fifi)ri BHZEHY;

e console: kernel 4T E[1 I\ B 15 2.

o earlycon: fEH 115 RURE L ZHT, FEEH M AHRKE

o loop.max_part: max_part F>K €A™ loop HIBLE P RESCHFHI 7 X # H

e rootwait: T A RGAGEILEI AT IS AL, B4 emme HIZEAARTERG, XA g an SRA B E
root_wait [F]1f, #< mount rootfs failed, M FIXANSEE, WA LLAERE driver IN#GER)E, 1
MAFAE & copy H rootfs, F mount [1E, AR RILT

o ro/rw: JNE rootfs (@M, Hik/iks

e firmware_calss.path: f8EIKBNNAE, W wifi. bt. gpu 55
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dm="Iroot none 0, 0 4096 linear 98:3 0, 4096 4096 linear 98:32" root=/dev/dm-0: Will boot to a rw dm-
linear target of 8192 sectors split across two block devices identified by their major:minor numbers.After
boot, udev will rename this target to /dev/mappet/Iroot (depending on the rules).No uuid was assigned. =%

B #Ehttps://android.googlesource.com/kernel/common/+/android-3.18/Documentation/device-mapper/boot.

txt
androidboot.slot_suffix: AB System B 4 kernel ¥& & MW/ slot J& 50

androidboot.serialno: A kernel & RSP 55, il adb 1))/741 5%
androidboot.verifiedbootstate: ZH K, N LEFRAL uboot K4G A HPIRES, A =MuRES, W

1. green: If in LOCKED state and the key used for verification was not set by the end user
2. yellow: If in LOCKED state and the key used for verification was set by the end user
3. orange: If in the UNLOCKED state

androidboot.hardware: J5 2% %, Wl rk30board

androidboot.verifymode: 48 5E 5 iiE 73 X A FLSLAB A ARES  CRISE UE B4 1 76 B D

androidboot.selinux: SELinux A& —FP3EFIk- KRR (domain-type) FISRGIVT M $EH] (MAC) %
BRG. A=A
1. enforcing: &I, fF SELinux iE/EH, HOL EMIIHFEIRT] domain/type |
2. permissive: H AR : 03K SELinux iBfEH, A2 E 2 WS I A 2 SEFRER 1
domain/type FFHL . X Cn] LLIZ >k AE 9 SELinux (] debug 2 H
3. disabled: %], SELinux J#¥&1 SLhrigfk
androidboot.mode: % /8577, & normal 5 charger.

1. normal: 1E#% LG 30
2. charger: KHLJG#EHEIEFFHL, androidboot.mode # ¥ & A charger, 1XME H uboot &l L JE 78
L f5 % B 2 bootargs M AL & N
androidboot.wificountrycode: & wifi %%, 1 US, CN

androidboot.baseband: FLEH:H, RK JILIhAE, WE N N/A
androidboot.console: android 15 5.5 H 1t &
androidboot.vbmeta.device=PARTUUID: & vbmeta 7E17fiff ' FI AL B
androidboot.vbmeta.hash_alg: % & vbmeta hash 7%, 4l sha512
androidboot.vbmeta.size: i & vbmeta [] size

androidboot.vbmeta.digest: %5 kernel I-{% vbmeta ] digest, kernel JI#K vbmeta /5115 digest, 35
I digest Xtk

androidboot.vbmeta.device state: avb2.0 5 7€ R4 lock 5 unlock

4.6 DFU 5 7 [H 44

DFU BJ Device Firmware Update, F TS # & [ {F, HHI 23X HF DFU °F & 645 RK1126 F
RK3568. EIFADFUINRE, 75ETF G M2 a1

CONFIG CMD DFU=y
CONFIG_USB_FUNCTION DFU=y

MRIEAE AN BRIANE, AT FHTIFBL T IR


https://android.googlesource.com/kernel/common/+/android-3.18/Documentation/device-mapper/boot.txt
af://n1390

CONFIG_DFU MMC
CONFIG_DFU MTD
CONFIG_DFU_NAND
CONFIG_DFU RAM
CONFIG_DFU_SF

SRR DFU HJ-F &l 8 A S config BU & U A, 1402w 31 DFU SCHFAIRV 126 [F 4 ATl i $ 4T PA
N iR A AT

./make.sh rv1126-dfu
F AR R, FR5 OTG #:11iE4: % PC, #EU-Bootfn 24T HAT
dfu 0 S$Sdevtype $devnum

Hrr, devtype AJ PAs& mme 8§ mtd, JEATE PC 2 K B— USB download gadget %%, £ Zadig %
B W8 5), Bl Ja B I R prs

El Zadig — *
Device Cptions Help

1JSB download gadget ~ | [ Edit
Driver |'|.ﬂ.|'ir1USE (v6. 1.7600. 16385) | E:? WinUSB (v, 1. 7600, 16385) |: More Information
WinUSE (libush)
USB ID 0107 libush-win32
, Reinstall Driver bl libushi
el EI WinUSE (Microsoft)

5 devices found.

i H BB AE Windows i 24T AT
./dfu-util.exe -1
PEI B BRIy X 3R, %0 XK E XAE include/configs/evb_rv1126.h

F:\Prj\20210901-Hisense-AB\dfu-util-0.9-win64>dfu-util.exe -1
dfu-util 0.9

Copyright 2005-2009 Weston Schmidt, Harald Welte and OpenMoko Inc.
Copyright 2010-2016 Tormod Volden and Stefan Schmidt

This program is Free Software and has ABSOLUTELY NO WARRANTY
Please report bugs to http://sourceforge.net/p/dfu-util/tickets/

Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=5,
name="userdata", serial="UNKNOWN"

Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=4,
name="rootfs", serial="UNKNOWN"

Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=3,
name="boot", serial="UNKNOWN"

Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=2,
name="uboot", serial="UNKNOWN"



Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1, intf=0, path="1-12", alt=1,
name="loader", serial="UNKNOWN"

Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=0,
name="gpt", serial="UNKNOWN"

Windows iy AT HAT LA iy &AL f STAFBITT A, A AT K 3008

dfu-util.exe VID:PID -a (73X 4) -DCCHE44) -R(EE 5 1 1)

F:\Prj\20210901-Hisense-AB\dfu-util-0.9-win64>dfu-util.exe -d 2207:0107 -a
system b -D rootfs.img -R

ek I log Wi R

dfu-util 0.9

Copyright 2005-2009 Weston Schmidt, Harald Welte and OpenMoko Inc.
Copyright 2010-2016 Tormod Volden and Stefan Schmidt

This program is Free Software and has ABSOLUTELY NO WARRANTY
Please report bugs to http://sourceforge.net/p/dfu-util/tickets/

Invalid DFU suffix signature

A valid DFU suffix will be required in a future dfu-util release!!!
Opening DFU capable USB device...

ID 2207:0107

Run-time device DFU version 0110

Claiming USB DFU Interface...

Setting Alternate Setting #8

Determining device status: state = dfuIDLE, status = 0
dfuIDLE, continuing

DFU mode device DFU version 0110

Device returned transfer size 4096

Copying data from PC to DFU device

Download [ 1 100% 49938432 bytes
Download done.

state (7) = dfuMANIFEST, status(0) = No error condition is present
state (2) = dfuIDLE, status(0) = No error condition is present

Done!

can't detach

Resetting USB to switch back to runtime mode

HRERERH TR, ARERERGS -2 EIUE 2 XAM D WIS SO B BRI Besxdr &
JRHEEEIN R ZHEOREER SR, TPRBCRES .

4.7 DTBO/DTO

ATHEFAPA AR RGBSR, XELRERFEET, \fEARiE: DIB, DTBO, DTC, DTO,
DTS, FDT.
BANZ A H 9 R AT AR A -

o DTS /2 H THii& FDT #3044
o DTS £ DTC %%i¥ /5 7/ 4 i DTB/DTBO;
o DTB A1 DTBO i#iid DTO #1E R & 3 — A8 ) DTB;


af://n1411

W OL TR Z P L “DTO IR AN M 11 & X “DTBO“ R AR, R 3 A TBE XA LR A
Bitfi: DTO & —Ashin i, RAE#ME: DTBO & — MR mMe, |MIEMH TS db.

AREFELZHINAS%E . https:/source.android.google.cn/devices/architecture/dto .

4.7.1 G A

DTO(Devcie Tree Overlay) #& Android P J5 5| AN H 42058 %] 8 - ZhEe, Pk &4 Blob (DTBO) &
INECA B E B Blob L. DTO A BAZES 2408 F SoC W& #, Fahas Bt X e & ik %
B, AT T 8§ e 8 =5 s S0 TA 8 o ) Ja 1 247 BE 5L

F AW Blob (*.dtb) —H Vendor | F#HEft, K& M Blob (*.dtbo) 7] H ODM/OEM %) ffe
i, #%)5iE1d bootloader & )5 FifLiH4A kernel. 1T

L,:UBoot_nextdeV_DTO

KR H: https:/source.android.google.cn/devices/architecture/dto

WEFE: DTO #/EM# H K DTB A1 DTBO HI4m iR @M DTB 4w h Xal, Bk AR X A

i FH dtc 4mi%.dts I, 0 ZRER NG T -@ LALE AR B dtbo TN symbols 5 Ei.  symbols i S ALE HibR
ZEMFTA T S BIR, DTO FERMERXANFIRIE NS . a1 Fnfil:

L. G ¥ dts 1R
dtc -@ -0 dtb -o my main dt.dtb my main dt.dts
2. fFEEMZE DT .dts KIRBld4:

dtc -@ -O dtb -o my overlay dt.dtbo my overlay dt.dts

472 DTO =

1. e B A R -

CONFIG_CMD DTIMG=y
CONFIG OF LIBFDT OVERLAY=y

2. board_select fdt index()ERELHISEHL . X2 —  weak BREL, F /7 AT LIORRHE SERR 17K 0 85T LB E
R EAE R TEZ 4 DTBO 3R T-34T DTO #AE/AR3 DTBO (R[] index & 51, /MM 0 I
15, BRIAW) weak BEGR [F1 1) index S 0.

/*

* Default return index O.

*/

~_weak int board select fdt index(ulong dt table hdr)
{

* User can use "dt for each entry(entry, hdr, idx)" to iterate

* over all dt entry of DT image and pick up which they want.

* Example:

* struct dt table entry *entry;


https://source.android.google.cn/devices/architecture/dto
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https://source.android.google.cn/devices/architecture/dto
af://n1439

* int index;
* dt for each entry(entry, dt table hdr, index) {

B3 .... (use entry)

* return index;
=/

return O0;

473 DTO 455

1. DTO $AT5ERUG, 1E U-Boot HIFFHLIE B H AT LA $1) 45 H «

// I AT ED
ANDROID: fdt overlay OK

[/ RTGC (RT B
ANDROID: fdt overlay failed, ret=-19

I 5 S TR PR — FRC R IR A 2 AR 25 blob BN BAFAEAR IS, A DL T B e A T A i
TEVER SR A M B L R 48
2. DTO $#UATHINJE TS kernel [f) emdline BIBMN FER, R MA04E W DTBO #4T DTO #
fF:

androidboot.dtbo_idx=1 // idxM\0JT#h, XHFIRLEHR1dx=11 B4 DTBOREAT DTORRAE

3. DTO $AT e Ja AT EAfEU-Boot i AT £at dr & EAEDTBAZR, HikSsh2 B4

4.8 ENV #1E

4.8.1 HEZE 37 FF

ENV J& U-Boot HEZEH i ELZL ) — P EdR A £ 75, I hash table F HAE " A1 St " EAT BRGHE
B, SCREH/N/SU A A G, RATE TSN EE SISy MR E . U-Boot CRHE ENV
B R AFAE S TN F: NOWHERE/eMMC/FLASH/EEPROM/NAND/SPI_FLASH/UBIL...

Be & -

/) BONRE: ENVIRIELENTE
CONFIG_ENV IS NOWHERE

// ENVIRTEALE S FHAE R A IR
CONFIG ENV_IS IN MMC
CONFIG_ENV_IS IN NAND
CONFIG_ENV_ IS IN EEPROM
CONFIG ENV_TIS IN FAT
CONFIG_ENV_IS IN FLASH
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CONFIG ENV IS IN NVRAM
CONFIG ENV_IS IN ONENAND
CONFIG_ENV_IS IN REMOTE
CONFIG ENV_IS IN SPI_FLASH
CONFIG ENV IS IN UBI

// AERCEWAFBLKIERE MM AT (mmckrsh) , RRFSHEFEHM !
CONFIG_ENV_IS IN BLK DEV

HEZARH

./env/nowhere.c
./env/env_blk.c
./env/mmc.c
./env/nand.c
./env/eeprom.c
./env/embedded.c
./env/extéd.c
./env/fat.c
./env/flash.c

4.8.2 FH I HE

/7 BRI
char *env_get (const char *varname);
ulong env_get ulong(const char *name, int base, ulong default val);

ulong env_get hex(const char *varname, ulong default val);

// BB R, value ANULLA S [F T M FR ik
int env_set(const char *varname, const char *value);
int env_set ulong(const char *varname, ulong value);

int env_set hex(const char *varname, ulong value);

/) AERAFAEAFAES BT LR ENVAE B 450 n ik ok

int env_load(void);

// A ENVE B R BIF AN R L

int env_save(void);

o env load(): AP ATEEA, U-Boot HEHEZTE A3 1K A Zhiii A2 B 5
o env_save(): FIPTETERINZIESEM, SHETH K ENV SRR
CONFIG_ENV_IS NOWHERE XXX 1§ 7 HIFE-E At ;

4.8.3 E 2R

RK $24t VA4 4B ENV s, R aIE. 1B, &iirhae. E2RN 7 b3 bootargs
AR, (HFEREEH] T H A A B ek

/**
* env_update () - update sub value of an environment variable

*


af://n1468
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* This add/append/replace the sub value of an environment variable.

* @varname: Variable to adjust

* @valude: Value to add/append/replace
* @return 0 if OK, 1 on error

7/

int env_update (const char *varname, const char *varvalue);

/*
* env_update filter() - update sub value of an environment variable but

* ignore some key word
* This add/append/replace/igore the sub value of an environment variable.

* @varname: Variable to adjust
* @valude: Value to add/append/replace
* @ignore: Value to be ignored that in varvalue
* @return 0 if OK, 1 on error
*/
int env _update filter(const char *varname, const char *varvalue, const char

*ignore) ;

1 env_update()f FHLN :

o AU WR varname AFEFE, WA varname Al varvalue;

o JBJN: % varname CLFAE, varvalue ANAEAE, MBI varvalue;

o Bif: W varname CFFE, varvalue CAFEAE, WA ST varvalue BHe5km) . toln: JERAELE
“storagemedia=emmc”, 4R[{& A varvalue A*“storagemedia=rknand”, W # %5 B
“A"storagemedia=rknand" .

2 env_update_filter()/& env_updatefI¥ fRMAS: TE T env H A varvalue B FHEAN SCHE 7 5%

3FEAER: env_update()F env_update_filter()#B A LA M FI<="E /3 BR A X ENV N & 3ET B 05 #1,
BT ICAE: BME. "key=value"2H 514 :

o FAME: sdfwupdate. ......

e "key=value"ZH 5 1A]: storagemedia=emmc. init=/init. androidboot.console=ttyFIQO- ......

o RPN DA K FAF R BIG. UeiEiE“console=ttyFIQO androidboot.baseband=N/A
androidboot.selinux=permissive*“/E A— (R BT AT EAE

4.8.4 1At f &

env_save() "] LU ENV fRIZZEITFAMEN R, RK P& H ENV FIEAEAL B FR /e LanF -

if ARCH ROCKCHIP
config ENV_OFFSET
hex
depends on !ENV_IS IN_UBI
depends on !ENV_IS NOWHERE
default 0x3£8000
help
Offset from the start of the device (or partition)

config ENV SIZE
hex
default 0x8000


af://n1495

help
Size of the environment storage area

endif

o iE%, ENV_OFFSET Al ENV_SIZE # A @ iUE .

4.8.5 iE F ik 1

H Al AN B — % E: eMMC/sdmme/Nandflash/Norflash . {H U-Boot J5 4[] Nand. Nor 2§ ENV
IXFh#RE MTD HESE, 1 RK BT A ORI R A2 & BLK HEZRE, [RIX L ENV KB JoikAd

ik, RK ¥z N BLK HEZLE 2324t conFIc ENV Is IN BLK DEV AL Ei%EDI:

e eMMC/sdmmc [N, #KARIEFE CONFIG_ENV_IS IN. MMC;
e Nand. Nor fJf&#L, TTLLIEHE CONFIG_ENV_IS IN_BLK DEV;

i F P 3 FH A5 Bl K configff) CONFIG _ENV IS IN BLK DEV JE Y.
[/ BEBINEIREL, AHEEBN

CONFIG_ENV_OFFSET
CONFIG ENV_ SIZE

// AN EAE ] 2
CONFIG_ENV_OFFSET REDUND (optional)
CONFIG ENV_SIZE REDUND (optional)
CONFIG_SYS MMC ENV_PART (optional)

HE: LWIESFWA CONFIG ENV IS IN XXX FLE, %565 EE Keonfig e it e, HIHAA TAc
B,

4.8.6 fw_printenv T F.

fw_printenv /& U-Boot#& it () — A5 linux{f FH env T B o @i X AT H, AP ol PifElinux V5. &k
envif N 2. 8% TR Renv X 0 247 T — A kernel 7] WL 43 X _E GRS M XD, AR _E 2t
kernel sys I FA-fift 19 007 18] Blenv X 45

THRERAUT

./make.sh env

AT e i 2 Ja KA
./tools/env/fw _printenv // enviz5 TH
./tools/env/fw_env.config // enviit B 4
./tools/env/README // enviLE T H B3R

77751555 README X Y .
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4.9 Fastboot

Fastboot/& Androidf2 it i) — F & BUSBAIU-Booti#H T XX BRI 7, — A T3ROS B Be5

Vo,
&,

4.9.1 fic. & % 1

// fERERCE

CONFIG_FASTBOOT
CONFIG_FASTBOOT FLASH
CONFIG USB_FUNCTION_ FASTBOO

// SHRE
CONFIG_FASTBOOT BUF ADDR
CONFIG_FASTBOOT BUF SIZE
CONFIG_FASTBOOT FLASH MMC DEV
CONFIG_FASTBOOT USB_DEV

4.9.2 fit & 77 =X

Fastboot 2R\ 1 Google adb ] VID/PID, A5 40 JLFh kA& 5 =K.

e kernel Jfy24TH14T: reboot fastboot
e U-BootfJ#r 2474147 fastboot usb 0
o FFHLKIZHEHE: ctrl+f

4.9.3 i X FF

fastboot flash < partition [ < filename > ]

fastboot getvar < variable | all

>
fastboot erase < partition >
>
fastboot set active < slot >
fastboot reboot

fastboot reboot-bootloader
fastboot flashing unlock
fastboot flashing lock
fastboot stage [ < filename > ]

fastboot get staged [ < filename > ]
fastboot oem fuse at-perm-attr-data
fastboot oem fuse at-perm-attr

fastboot oem at-get-ca-request

fastboot oem at-set-ca-response

fastboot ocem at-lock-vboot

fastboot oem at-unlock-vboot

fastboot oem at-disable-unlock-vboot
fastboot oem fuse at-bootloader-vboot-key
fastboot oem format

fastboot oem at-get-vboot-unlock-challenge

fastboot oem at-reset-rollback-index
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4.9.4 1 & AR

o fastboot flash < partition > [ < filename > |

Uie: rIXEE

2445 fastboot flash boot boot.img
fastboot erase < partition >

Dife: R IX

2449]: fastboot erase boot

fastboot getvar < variable >

Dige: R AER

24441 : fastboot getvar version-bootloader

< variable > 24§

version

version-bootloader
version-baseband

product

serialno

secure

max-download-size
logical-block-size
erase-block-size
partition-type : < partition >
partition-size : < partition >
unlocked

off-mode-charge
battery-voltage

variant

battery-soc-ok

slot-count

has-slot: < partition >
current-slot

slot-suffixes

slot-successful: < a | b >
slot-unbootable: < a | b >
slot-retry-count: < a | b >

at-attest-dh
at-attest-uuid

at-vboot-state

fastboot getvar all

Theg: SREBUTAB&ER
fastboot set_active < slot >
Difig: WEHEFM slot
Z445: fastboot set_active _a
fastboot reboot

Theg: ERBE, IEWE3)
2445 : fastboot reboot

/*
/*

/*
/*
/*
/*
/*
/*
/*
/*
/*

/*
/*
/*
/*
/*
/*
/*

fastboot A~ */
uboot hRA */

FEmfER x/

Jeule x/

RGHRZERE */

fastboot XIFRIRALHIR AT TE */
BRI ~/

BEBRPHL ~/

X KA */

X RN */

W LockiRE */

slot #H */
HEslotWRBHIZT XYL */
MHTE B slot */

HAT & B A Fslot, FTETH Hname */
BESX AR EFMRR)ESIE ~/

5 X R E Nunbootable */
BESX K retry-count ik */
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fastboot reboot-bootloader
Dife: ER W&, HEA fastboot F
2445 : fastboot reboot-bootloader
fastboot flashing unlock
Theg: MBI, VPR 1
Z44|: fastboot flashing unlock
fastboot flashing lock
Theg: BUERH, ZEIbRE
Z44]: fastboot flashing lock
fastboot stage [ < filename > |
hig: FEEIERI &N AE, AR IGHEE A CONFIG_FASTBOOT BUF _ADDR
Z44|: fastboot stage permanent_attributes.bin
fastboot get staged [ < filename > |
ThRE:  MBE o 3R A e
Z445]: fastboot get staged raw_unlock challenge.bin
fastboot oem fuse at-perm-attr
IIfE: $¢'5 permanent attributes.bin & hash
A
fastboot stage permanent _attributes.bin
fastboot oem fuse at-perm-attr
fastboot oem fuse at-perm-attr-data
IfE: HkES permanent attributes.bin F| 224 /74 X 15 (RPMB)
ESUE
fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr-data
fastboot oem at-get-ca-request
fastboot oem at-set-ca-response
fastboot oem at-lock-vboot
Theg: BE RS
2444 : fastboot oem at-lock-vboot
fastboot oem at-unlock-vboot
DiRE: MBI, PISZEF authenticated unlock
24491

fastboot oem at-get-vboot-unlock-challenge

fastboot get staged raw_unlock challenge.bin
./make_unlock.sh (J. make unlock.sh &%)

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

A LLZ% (how-to-generate-keys-about-avb.md )



¢ fastboot oem fuse at-bootloader-vboot-key
IIfiE: K25 bootloader key hash
ESUE
fastboot stage bootloader-pub-key.bin
fastboot oem fuse at-bootloader-vboot-key
e fastboot oem format
Ddg: R R X, 43 XA5 BRI T Spartitions
Z449]: fastboot oem format
e fastboot oem at-get-vboot-unlock-challenge
Difie: authenticated unlock, 75 %23k1% unlock challenge (4%
Z445: 2 16. fastboot oem at-unlock-vboot
e fastboot oem at-reset-rollback-index
Difig: EALE A rollback ##s
2445 : fastboot oem at-reset-rollback-index
e fastboot oem at-disable-unlock-vboot
IhRE: i fastboot oem at-unlock-vboot 4 2%%

2445 fastboot oem at-disable-unlock-vboot

4.10 FileSystem

4.10.1 HEZE 37 ¥F

FATFIEXT2/47& % FI RSO 2 Gikk . HAFATRAZDOS (MBR) 4 IX &, # Wk&E: SDK. U
5.
H B £ U-Boot 1 — i i IX P A S/ RS LI % &
FAT Bt & :
CONFIG DOS PARTITION=y
CONFIG FS FAT=y
CONFIG FAT WRITE=y
CONFIG FS FAT MAX CLUSTSIZE=65536

CONFIG CMD FAT=y
CONFIG_CMD FS GENERIC=y

FAT 74
fatinfo fatload fatls fatsize fatwrite
EXT2/4 L& :

CONFIG CMD EXT2=y
CONFIG CMD EXT4=y
CONFIG_CMD FS GENERIC=y
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EXT2/4 %54

ext2load ext2ls extd4load extdls extdsize

4.10.2 < 1

FAT PR 0L SCAF /include/fat.h:

int file fat detectfs(void);

int fat exists(const char *filename);

int fat size(const char *filename, loff t *size);

int file fat read at(const char *filename, loff t pos, void *buffer,
loff t maxsize, loff t *actread);

int file fat read(const char *filename, void *buffer, int maxsize);

int fat set blk dev(struct blk desc *rbdd, disk partition t *info);

int fat register device(struct blk desc *dev_desc, int part no);

int file fat write(const char *filename, void *buf, loff t offset, loff t len,
loff t *actwrite);

int fat read file(const char *filename, void *buf, loff t offset, loff t len,
loff t *actread);

int fat opendir (const char *filename, struct fs dir stream **dirsp);

int fat readdir(struct fs dir stream *dirs, struct fs dirent **dentp);

void fat closedir(struct fs dir stream *dirs);

void fat close(void);
EXT2/4 piEEL A include/ext4fs.h:

struct ext filesystem *get fs(void);
int extd4fs open(const char *filename, loff t *len);
int extd4fs read(char *buf, loff t offset, loff t len, loff t *actread);
int extd4fs mount (unsigned part length);
void extdfs close(void);
void ext4fs reinit global (void);
int extd4fs ls(const char *dirname) ;
int extdfs exists(const char *filename);
int extd4fs size(const char *filename, loff t *size);
void extd4fs free node(struct ext2fs node *node, struct ext2fs node *currroot);
int extd4fs devread(lbaint t sector, int byte offset, int byte len, char *buf);
void extdfs set blk dev(struct blk desc *rbdd, disk partition t *info);
long int read allocated block(struct ext2 inode *inode, int fileblock);
int extd4fs probe(struct blk desc *fs dev desc,
disk partition t *fs partition);
int ext4 read file(const char *filename, void *buf, loff t offset, loff t len,
loff t *actread);
int ext4 read superblock(char *buffer);

int extd4fs uuid(char *uuid str);
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4.10.3 2

// BINSDRARA] SRR UM Husbir S B#ATIRA], W& S —KZE: usb 0)
=> mmc dev 1
switch to partitions #0, OK

mmcl is current device

/] BERFER

=> fatinfo mmc 1

Interface: MMC
Device 1: Vendor: Man 000003 Snr e8lec501 Rev: 1.9 Prod: SC1l6G
Type: Removable Hard Disk
Capacity: 15193.5 MB = 14.8 GB (31116288 x 512)

Filesystem: FAT32 "NO NAME "

/] BERIAF
=> fatls mmc 1
System Volume Information/
23 hello.txt
23 linux.txt

2 file(s), 1 dir(s)

// EHlhello. txtXHHIRN (ZRBIAPRFEIEREilesized)
=> fatsize mmc 1 hello.txt

=> echo $filesize

0x17

// BiHlhello.txtXAF#0x2000000M Ak

=> fatload mmc 1 0x2000000 hello.txt

reading hello.txt

23 bytes read in 2 ms (10.7 KiB/s)

// BEERMhello. txt %

=> md.l 0x2000000

02000000: 6c6c6568 65682d6f 2d6f6cbec 6c6Cc6568 hello-hello-hell
02000010: 65682d6f ffeféecec ffffffff ffEffffff @=1@lLLd@®c ccoooooo

// A hello-copy.txt. 90x2000000~0x200001 7% E Ahello-copy.txt.
=> fatwrite mmc 1 0x2000000 hello-copy.txt 0x17
writing hello-copy.txt
23 bytes written
// BEEF XA hello-copy.txt
=> fatls mmc 1
System Volume Information/

23 hello.txt

23 linux.txt

23 hello-copy.txt

3 file(s), 1 dir(s)

YL ext2/ARNfatdi & AL T IASE0L, SR AR B .
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4.11 HW-ID DTB

RKF & HU-Boot L il i 44 _E 11 GPIOE # ADCIRZE SIS I #E A [F] i Kernel DTB, E#NHW-ID DTB
(Hardware id DTB) Ihfig.

4.11.1 &1t R

WER RO 2 G W TR ORI —Leoede i, el BRgE. wifi BEZHAE . AR AN RO BN
— B, dEfrE Rt LR T AT 2 HW_ID Thae S — B 0 T LUE B A [R] RROA B A

BERIASFIRECERRAS, B b 5 EEAR BT REF) dtb SCAF, [FIRHE ZHR it ADC/GPIO A 4HME— i F TR AL 4
HIREPERCA (Hedn: [E52 1) ade fi. [H5E 1% GPIO H°F) .

FH P IR LA B AR 0 B Y dtb S FT 33 [R)— ) resource.img, U-Boot 5| kernel Bf £ i i Ak
—{E, M resource.img HL#K H A4 5 AR A VL EL 1 dtb /£ 45 kernel.

4.11.2 TEH =%

H B2 3 ADC Fil GPIO P Fh 5 2 8 B A8 i As
ADC &% % it

RK3326-EVB/PX30-EVB F i F A FiEE /7 EHEM, ARPHESEGAFR ADC H, XA LA EAFE
Tl A RRAS

SADCO_HW_ID B T T L L T T T PP :
Part F It is reserved. for the hardware version of the producti
1 If it is not needed, it can be removed. i
VCC_1VE
T
UiDD0F
Vi4  ADCO HW D 151 05 -
ADC_IND g — L Triz TRD:2
ADCTIM [y ADCI_HE_HOOK
ADCTINZ ' BDCIKET_IN
[VRE] o
ADC_AVDD_IVE — ] -ONGC_1VE
| _100nF
PX30 XER
Y
1 Ch402
Hote:sll the Power filter capacitors. should be M HW ID

placed close to the power pins of PX30

AIC Value | §

ADCO_HW_ID Pull-up Bull-dowm
Besistance Besistance|
Versionl (Defanlt) S1K DHE 1024

BCEAE 19 MIPT B /MR TR E 534 — 5T Hi H B :
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LCD/TP Adapter Board

WODED EYVEL o

AR mipi B FCE A EBEAE, Fl& EVB EMREE —ANME—1) ADC Z4H

HAT V1 A ADC W5 57%: ADC %5 KME N 1024, XN F ADC_INO 5| il B 157 24t f f &
1.8V, MIPI jf A — 10K F FH.HFH, 8 EVB )5 ADC=1024*10K/(10K + 51K) =167.8.

GPIO %% ¥ it

H RT3 GPIO B2 580t, A7l B 2sEfil

4.11.3 DTBi %

H /7 # 224 ADC/GPIO [ — (A (5 SR ILAE ditb SC4% B ara Fan .
ADC £ HW_ID DTB:
o R4 LLC.dtb S R
e HW ID #%3{: #[controller] ch[channel]=[adcval], #A—5EBEHIT
[controller]: dts F.TH ADC #5528 A4 .
[channel]: ADC jHi¥ .
[adcval]: ADC [HUOME, SEPRARGER /& adeval+-30.
o WA EEAEITTULAM NG, NIARE T
o ZANPITZIAE#HEAT MG, RE SR 10 MG

ERAE

rk3326-evb-1p3-vl0O#saradc ch2=111l#saradc chl1=810.dtb
rk3326-evb-1p3-v10#_saradc_ch2=569.dtb

GPIOfE N HW_ID DTB:
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o M4 LL b 4R
o HW ID #=: #gpio[pin]=[level], FxN—"5EHIT
[pin]: GPIO Jil, 1 0a2 K7 gpio0a2
[level]: GPIO 5| I HL~F
o FAERATTLAUER NG FEE, WA THE:
o ZARILZAE AT R, B 30K 10 AN

ERAE

rk3326-evb-1p3-v10#gpio0a2=0#gpio0c3=1.dtb

4.11.4 DTBIT &

kernel €% : scripts/mkmultidtb.py. JEZEA T DAL Z A dib #1493 [6]—4> resource.img.

FH P S5 BT I A SR T AL dtb SO 3 DTBS F8L BTA, FE4E B R ADC/GPIO IR B 15

Lo

DTBS = {}
DTBS['PX30-EVB'] = OrderedDict ([ ('rk3326-evb-1p3-v10', '# saradc ch0=166"),
('px30-evb-ddr3-1vds-v10', '# saradc ch0=512"')])

IAgih, 4T scripts/mkmultidtb.py PX30-EVB & 2E L& 3 45 dtb [ resource.img:

o rk-kernel.dtb: rk BRIAI dtb, AAIAE Bk, BT dib #BEVCEL DI BRIABE AT o 4T 60
AR2Afi ) DTBS 15—~ dtb ENERIAN dib:

o 1k3326-evb-Ip3-v10# saradc_ch0=166.dtb: {1 ADC {5 2. 1k3326 dtb SC1F;

o px30-evb-ddr3-lvds-v10# saradc ch0=512.dtb: & ADC {5 2.1 px30 dtb 3145

4.11.5 ThEE )5 H

e R 00 -
CONFIG_ROCKCHIP HWID DTB=y
B
./arch/arm/mach-rockchip/resource img.c // HAESIHL: rockchip read hwid dtb()

DTS FL & :
a5 FH GPIOE MR 51, 4 2 fErkxx-u-boot.dtsi - {7 B % b7 [Fpinctrl Flgpio 5 s ADCERIA AL RE

BN gpio0Fgpiol fE AR5

&pinctrl {
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u-boot,dm-spl; // EBMZEMN, LZWEA#REEU-Boot DTBH . FH.
bi

&gpio0 {
u-boot,dm-spl;
bi

&gpiol {
u-boot,dm-spl;
}i

4.11.6 hn#E 4 &

mmcO (part 0) is current device

boot mode: None

DTB: rk3326-evb-1p3-v10# saradc ch0=166.dtb // fTEIULELIDTR, &HWERIA"rk-
kernel.dtb"

Using kernel dtb

4.12 SDAIUZL

AT EENPRKTE EHISD AU E B sh. T,

4.12.1 HL# 7 B
BB RRTHR REIE SRS, HE FAE S 0 R S AR A L BT 5 Mitag, T ARIC M4 AT 2 3h

RIERTH R . U-Boot AR FIIXAFRC 5 B & & A sh s+ ik . o

o JABIR: RWRA e BIET. U-Boot ELAEAE FIX 43 5¢ G 1 1E# J5 3 R 5t

o TR RAWAWGEALE. $IETE RN, PCLASEEFZMMIEM: — M5 B Arecovery B xh
Joy X g GENAREM , —h 2 5E% Mupdate.img [+ G ABREM) o U-Bootfd H AR {43
TR G Arecovery®i X, SRJE Hirecovery e Fr il FBIE A4 7€ B H 20 TAE

R E =

o SD-R/AZN/TH & MbootromiX — i TF A 3 ¥
o Uit A 8/ THE XM U-BootiX — T 4R 5CHF,  RIVAT ™ 22/ ZARIEU-Boot g IE 3 LA !

4.12.2 [ 14 H4/E

RKF& ERISDRUR RS0 FHR-RIFIERE R w4 — 8, UHHN P
o fliISDK H 3% FHI RKTools/linux/Linux Pack Firmware/rockdev/ 1B updateimg.
o ffifISDDiskTool T. H{tlupdate.img FE% F|SDEk UL . 41
o LIV RSN
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o MLFF [E M T B spHE
o mili FFantEE

S ESEETERE TS v1.53 x
B AERREER RS SDBoot:2.12
| Generic STORAGE DEVICE USB Device 148G -
B IRETHECE
VBl (" FCEATI, ["|s5zh
F= i EEHRE 4=
E:\RK\PX308RK3325\T & Yockdev\update.img B

I  E D emo$i1E (A1)

I 1#E$EDema
LEEEEEEEE T EE O (e

4.12.3SD it &

SDEEN/TH: #%-F & SDKA A U-Boot LA BRINE B 1% T RE, HI P AT EAIMNLE

4.12.4 USB fit &

USR8/ 48 351 5 SDKAA K U-Boot BRINBAMERE. [KNU-Bootl 4 MIUSBI Hifin & RAEMS, BTl
AP B CHEFITR:

IR RS TR BB B A A (eMMC/Nand/...%5) , Fil X &l 4FEH .
IR i LU FFHLHE A U-Bootir 247453, #4T usb start Flusb info & MIAREEH IRAU
B, BNEE G EEUE IR,

UR3: Kl PR 1 kernel DTB #5 UL — 1 fiy 44 hltkern.dtb A EU-Boot ) . /dts/ H3E Fo X4y
kern.dtb2>7E 4 1 U-BootH # H )3Tt i uboot.img .

kern.dtb Flig: AL 5 X Fkernel dtb H HRES, U-Boot i flkern.dtb #i£RUSB RE#Y 1E
WG .

WIR4: U-Bootff BEUAL A 3/ T+ KL &

CONFIG ROCKCHIP USB BOOT=y

HHr 9 1:bE S uboot.img .

I Bz FE R 7~ uboot B B A4 1 R TEVEFT 2B 1, & KA P B3 I Akern.dtb 5| AC Y, i se ki
L A HTU-Boot it &
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4.12.5 HEe A 30

W ERIASD USRS Shel T+ 2h R A AL

H PR DR A% (eMMC. Nand...) _Fffkernel. resource. boot. recovery 558X, #fiiAfE
SD/UZE Ji5 ek Akernel.

4.12.6 ¥ = 1

o URLWIUGAIS 2980 usb start fird, BANLAEMINTFER

o WRJABN/ITHHR R ESFFGPT X3, NMISDDiskTool T A HIIRAZE K >=v1.59;

o WRENFHRREILFFABFR S, NISDDiskTool TH A ZI R >= v1.61;

o FUNUSRLE /T IhRERZ2019. 1A B I Thise, BT LAKE OG0 75 B35 2 R 261
1. U-Boot {3 L5 37 & 40 FHAS 5 (DO

commit 369e944c844£783508b7839%9ae86a3418e2f63bc7
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Dec 12 18:07:07 2019 +0800

fdt/Makefile: make u-boot-dtb.bin 8-byte aligned
The dts/kern.dtb is appended after u-boot-dtb.bin for U-disk boot.

Make sure u-boot-dtb.bin is 8-byte aligned to avoid data-abort on
calling: fdt check header (gd->fdt blob kern).

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: Id5f2daf0c5446e7ea828cb970d3d4879%e3acda86

B NN R U RN T B Rl BRI

369e944 fdt/Makefile: make u-boot-dtb.bin 8-byte aligned

b3b57ac rockchip: board: fix always entering recovery on normal boot U-disk
eOceedl rockchip: resource: add shal/256 verify for kernel dtb

5e817a0 tools: rockchip: resource tool: add shal for file entry

fcd474da lib: sha256: add sha256 csum()

0ed06fl1 rockchip: support boot from U-disk

01£0422 common: bootm: skip usb stop() if usb is boot device

5704c89 fdtdec: support pack "kern.dtb" to the end of u-boot.bin

3bdef7e gpt: return 1 directly when test the mbr sector

1. rkbin @ EAL IR MR -
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commit £9cO0b0b72673a65865b00a8824908ca6fl2ecc3?2
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Nov 7 09:21:36 2019 +0800

tools: resource: add shal for file entry

Base on U-Boot next-dev branch:

(5e817a0 tools: rockchip: resource tool: add shal for file entry)

Change-Id: IfeO6lcabacab488dbecf2a3245d58cc660091dbd
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

1. kernel & P E A& XA :

commit 078785057478c789bb033ba06925fa3a07e3130a
Author: Tao Huang <huangtao@rock-chips.com>
Date: Thu Nov 7 17:53:38 2019 +0800

rk: scripts/resource tool: add shal for file entry
From u-boot 5e817a0ead427 ("tools: rockchip: resource tool: add shal for
file entry").

Merge all C files to one resource tool.c

Change-Id: If63ba77d1f5a3660bd6ef87769bb456fal86ae7l
Signed-off-by: Tao Huang <huangtao@rock-chips.com>

o WM F LAISDKELEIR, [T Spkdgin LR 4T, @R 6 Firecovery i T AR ITff A A& 75
recovery H HHIAN T o



5. Chapter-5 X 5)) i< Bt

5.1 AMP

5.1.1 SzH) iR

U-Boot HEZEERINIEH AMP(Asymmetric Multi-Processing) 32 %F, RK HC.SEHL T —& AMP Hliil: AT
CPUIBAT AN A [ 1

S -
(D FEHT R

FrE BAMPRE: (A& Linux) lidits X8 ECPUB TR iR E R, &EFTAKR—FITHER
ffJamp.imghe 5 Flamp sy [X

FFHLIU-Boot 7 5 il #amp.img [Fl {4 H- i3 17 sha2 56 T8 B L5, Fi Htrustdi 78 2 CPUMIE T IRAS FFIR K 2
AR E HBE .

(2) JABHIFF

IZ4TU-BootMJCPURK A LML, TLAE S8 BRI PRSI A B B J5 . SR axt B Sde AT A
(3) BIE R

U-Boot /R 6t 5TAMP 7 % T 4% [ 14 2 M A BRI T CEFE AR R P IR ikl 4 PR B CARIE.
(4) Trustfil

AMPYJRER EtrustBio & o W1R MR E M CPUBAT IR ZBVUIRES, WSDK Atrust 2325 WIARARBOA
WE, W ZtrustBSCRE (EHEF G SDKEEIASCHR) ©

FIRCPUBIIRAS IR 2 :

326005 Fr ERIMIRAS . arch = "arm", thumb = <0>, hyp = 0;

644105 Fr BRIIRZS . arch = "arm64", thumb = <0>, hyp = 1;
(5) Linux+tAMP4l&

1. &R AN, 577 RN B LinuxAH ¢ [ 1 BRAE i SMP B AFORFF— 50, BIZLE 7 R FE R
A: LinuxAH5%[E £F + amp.img.

2. 1A AT L Eamp 1 its BUE 3 D0 " linux "5 48 € CPUIS AT Linux FPRAS (AR E B2 BRUIRE) .

3. AR LB Linux 80 A FR B AR EAE, W) E 825 3 58 e AMPE 5 1AL S I SMP R 3 77 =X,
HU-Boot /i1 ZjLinux.

4. WRIEEZ I Linux, WALSEE ) Linux. BB EAMPREMF. dE: BEBINNEZAL
CPUO, i EHFIR I trust S HF o

5. Linux [A {4 fin ik R fU-BootBL & ¥ /g, #140: k3568 _common.h.
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5.1.2 HEZSTFr

He & -

CONFIG AMP
CONFIG_ROCKCHIP AMP

HEZR ARG -

./drivers/cpu/rockchip amp.c

ﬁsiﬁﬁﬁ:

./drivers/cpu/amp.its

fIETH:

./tools/mkimage

(VLT

// TEEEGBE—IRU-Boot 52X H 34

commit ¢51cf04095dde2df2dd047e70d2c7fb0866ea916

Author:
Date:

cpu: amp.its: update amps

Joseph Chen <chenjh@rock-chips.com>
Tue Oct 19 03:16:35 2021 +0000

"arm64" => "arm"

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: I99de02c5b6c62ffdd9b25565acdl172801d6e983¢c

5.1.3 iREE

1. #il{Famp.img 7 E— it X, T drivers/cpu/amp.its B2

i Fits: CPUL/2/3fiAMP, CPUOJLinux, FA%ZZCPU3. BENIAFZ:

CPU3,

/dts-vl1/;

/A

description = "FIT source file for rockchip AMP";

#address-cells = <1>;

// FrAAMPIE M (A& Linux) EEimages i A NEE;

images {
ampl {

description
data

type
compression
arch

cpu

thumb

"bare-mental-corel";

/incbin/ ("./ampl.bin");
W I -
{%ﬁiEL
W I :
WA B T -
WA :

"firmware";
"none";
llarmll .

;
<0x100>;
<0>;

//
//
//
//
//

"arm64": 6407, "arm":

[/ WbIEI: dHIA(EE

CPUO => CPU1/2 =>

// WIET: ampl [E4F
M sh
M sh

cpulfffid (mpidr)

03

arm or thumb2;

1:

3247

2l t humb


af://n1833
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CPU

hyp = <0>; // AbIEIN:
load = <0x01800000>;// WLiEIi:
udelay = <1000000>; // AJIET:
hash { // IR
algo = "sha256";
}i
}i
amp2 {
description = "bare-mental-core2";
data = /incbin/ ("./amp2.bin") ;
type = "firmware";
compression = "none";
arch = "arm";
cpu = <0x200>;
thumb = <0>;
hyp = <0>;
load = <0x03800000>;
udelay = <1000000>;
hash {
algo = "sha256";
}i
}i
amp3 {
description = "bare-mental-core3";
data = /incbin/ ("./amp3.bin") ;
type = "firmware";
compression = "none";
arch = "arm";
cpu = <0x300>;
thumb = <0>;
hyp = <0>;
load = <0x05800000>;
udelay = <1000000>;
hash {
algo = "sha256";
}i
bi
}i
configurations {
default = "conf";
conf {
description = "Rockchip AMP images";
rollback-index = <0x0>;

0: ell/svc; 1: el2/hyp
I8 1 i R A SE AT bk
JE ) 58 ST CPUE MUE R J5 B R 3 N — A

M ssh

// T8 5E T E AR E A XM BB, (H R 2 BT R .

loadables = "ampl", "amp2", "amp3";
signature {
algo = "sha256,rsa2048";
padding = "pss";
key-name-hint = "dev";
sign-images = "loadables";

}i

// Linux CPUMIEITRZTEE:



// (1) RfFudelay/d MRl iE I,
/7 (2) JAENHHEA TR, HU-BootHIPF SR E LA E, FIWl: rk3568 common.h;

linux {
description = "linux-os";
arch = "armo64";
cpu = <0x000>; // CPUOMIlinux
thumb = <0>;
hyp = <0>;
udelay = <1000000>;

}i

e description: iR(EE .

o type: BRI "firmware".

 compression: BRIA{{H "none".

o data: [EfFIRIT. ZEEAEETE T amp.itsIAHXT R AT

e arch: CPU 32/64#5i:\. ARMv7 R BefHE AN arm"; ARMV8A[ 48 E Jy"arm64" B "arm", 735l 3KR
AArch648{AArch32.

e cpu: CPUREID, Blmpidr(Multiprocessor Affinity Register), HUK32AZRIA] . ] 40:

cpus {
#address-cells = <2>;

#size-cells = <0>;

cpul: cpu@0 ({

device type = "cpu";
compatible = "arm,cortex-ab55";
reg = <0x0 0x0>; // mpidr

cpul: cpu@l00 {
device type = "cpu";
compatible = "arm,cortex-ab55";

reg = <0x0 0x100>; // mpidr

o thumb: CPUFEA M. W2 alithumbl$5 & A1, 75 0°M0.

o hyp: CPUREIMLER.,

o load: [ In#ANz4T k.

o udelay: EENTERUGHIER (ATIETD , #frus. o558 48T CPUJG MU B 4E I 5 FE 3 8 F — 4
CPU.

o loadables: 7FEMEIIAMPE:ZME. F3IMT. ECPU—E&HEHIESIN, 2RI
21,

o linuxTfi: M TLinux+tAMPZHA 5. BAKIES AR w A rhesz Bl BRI N 2.

2. [T



// 0xe00 NRBMESL RN, AR
./tools/mkimage -f ./drlvers/cpu/amp.its -E -p 0xe00 amp.img

T LR B 4 1% — YR U-Boot 4™ 2 H 8l A4 ilimkimage 1. H

3. 3 X F 3 hlamp 7 X

Eip

£ parameter.txt 7 [X RN "amp" 731X, #RJ5 S amp.img.
U-Boot/& B N#E AN amp 77 X [N A BN AE, Hilamp s X K/IME PR ERLE
4. Bring up

U-Boot HEZR 476 &3& (K ML E B &AL AMP [ bring up, 1 F &CPU3ME N E A% HIAMPE 4
CPU0/1/2E’@LmuxIEH¢E’JF E L

/7 RN E A amp 3 [ 4
### Loading loadables from FIT Image at 7bdbcf80
Trying 'amp3' loadables subimage

Description: rtthread

Type: Firmware

Compression: uncompressed

Data Start: 0x7bdbdd80

Data Size: 311296 Bytes = 304 KiB

Architecture: ARM
Load Address: 0x01800000
Hash algo: sha256
Hash value:
d08db937e4d7bd4125056239154bb30d44a2fcca%e770aa8dead48fabdad838d5
Verifying Hash Integrity ... sha256+ OK
Loading loadables from 0x7bdbdd80 to 0x01800000
### Booting FIT Image FIT: No fit blob
FIT: No FIT image
ANDROID: reboot reason: " (none)"
optee api revision: 2.0
TEEC: Waring: Could not find security partition
Not AVB images, AVB skip
ANDROID: Hash OK

// ERINELLnux[E 1
Booting IMAGE kernel at 0x03880000 with fdt at 0x0al00000...

Fdt Ramdisk skip relocation

### Booting Android Image at 0x0387£800

Kernel load addr 0x03880000 size 21655 KiB

### Flattened Device Tree blob at 0x0al00000
Booting using the fdt blob at 0x0al00000
XIP Kernel Image from 0x03880000 to 0x03880000 ... OK
'reserved-memory' ramoops@110000: addr=110000 size=£f0000
Using Device Tree in place at 000000000al00000, end 000000000al2322a

vpl adjust cursor plane from 0 to 1

vp0, plane mask:0x2a, primary-id:5, curser-id:1

vpl adjust cursor plane from 1 to 0

vpl, plane mask:0x15, primary-id:4, curser-id:0

vp2, plane mask:0x0, primary-id:0, curser-id:-

Adding bank (fixed): 0x03880000 - 0x80000000 (size: 0x7c780000)



/7 ZBIE, FrA RN SE R, W T AR 07 RS RN & R 3 & A cpu.

// FRJEFCPUOMILinux (CPULl/2J54Mid Linux/ia3h)

AMP: Brought up cpu[0] with state 0x12, entry 0x03880000 ...OK
// EREHET (cPu3) HiaMPE 4
AMP: Brought up cpu[300, self] with state 0x10, entry 0x01800000 ...OK

// LinuxfECPUO0_LIET:

[ 0.000000] Booting Linux on physical CPU 0x0000000000 [0x412£fd050]

[ 0.000000] Linux version 4.19.193 (stevenliu@stevenliu) (gcc version 6.3.1
20170404 (Linaro GCC 6.3-2017.05), GNU 1ld (Linaro Binutils-2017.05)
2.27.0.20161019) #5 SMP Mon Sep 13 16:22:51 CST 2021

[ 0.000000] Machine model: Rockchip RK3568 EVB1 DDR4 V10 Board

RATENE EARYE P its iE B A AN, PLSERR ik

5.2 Charge

5.2.1 HEZE S 5

U-Boot JRZEBSASCHF 7R TN fE, RKEH O 1 —%.

FEHWE KB Z . Display. PMIC. HIETH, mHEZNE, pwrkey. led. CPUIRIIFEIRAR. Timerss.

R TSR
RK809/RK816/RK817/RK818/cw201x,
(A=

// HEZE

CONFIG DM CHARGE DISPLAY
CONFIG CHARGE ANIMATION
CONFIG DM FUEL GAUGE

// Wz
CONFIG POWER FG CW201X
CONFIG_POWER FG RK818
CONFIG POWER FG RK817
CONFIG POWER FG RK816

78 HIAESE:
./drivers/power/charge-display-uclass.c
78 HL B 3K By :

// PSTEHBAFTERE, ESRBULE. RIRRA., mRES, RERIAERIRS.

./drivers/power/charge animation.c

HLETHHEZE:


af://n1896
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./drivers/power/fuel gauge/fuel gauge uclass.c
AT S

./drivers/power/fuel gauge/fg rk818.c
./drivers/power/fuel gauge/fg rk8l7.c // rk809E H
./drivers/power/fuel gauge/fg rk816.c

BRI

charge-display-uclass.c
=> charge animation.c
=> fuel gauge_uclass.c

=> fg rkxx.c

522 TEHE A

FHE T . /tools/images/ HZFE, FTEFTHADE resource.img A REH T HAEL BN
W% 2 1PE15 2] resource.img BRI FT QA B E Fr, FZAEU-Boot H 7 4T 4,
$ 1ls tools/images/

battery O.bmp battery 1.bmp battery 2.bmp Dbattery 3.bmp battery 4.bmp
battery bmp battery fail.bmp

T2

./pack_resource.sh <input resource.img> B

./scripts/pack resource.sh <input resource.img>
5&]‘ @ {%‘ A%\ H

./pack resource.sh /home/cjh/3399/kernel/resource.img

Pack ./tools/images/ & /home/guest/3399/kernel/resource.img to resource.img
Unpacking old image (/home/guest/3399/kernel/resource.img) :

rk-kernel.dtb logo.bmp logo kernel.bmp

Pack to resource.img successed!

Packed resources:

rk-kernel.dtb battery 1.bmp battery 2.bmp battery 3.bmp battery 4.bmp battery bmp
battery fail.bmp logo.bmp logo kernel.bmp battery 0.bmp

resource.img is packed ready
B JE £ 1E U-Boot AR H 3% ' 2E BB & B 1) resource.img, @t hd Ay 2 HiIA P25

hd resource.img | less

00000000 52 53 43 45 00 00 00 00 01 01 01 00O Oa 00 00 OO |RSCE.......c.....
00000010 0O 00 00 0O OO OO0 00 OO 00O OO OO0 00 00 0O 0O 00

*


af://n1914

00000400 45 4e 54 52 62 61 74 74 65 72 79 5f 31 2e 62 6d |ENTRbattery 1.bm| //
B A1

00000410 70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [Peveveveeennnnn.
00000420 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.eueuenenennennn.

&

00000500 00 00 00 00 4d 00 00 00 9c 18 00 00 00 00 00 00 |....Mue.uvuuuno...
00000510 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.eueveueuennennn.

*

00000600 45 4e 54 52 62 61 74 74 65 72 79 5f 32 2e 62 6d |ENTRbattery 2.bm| //
K2

00000610 70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [Pevevevenennennn.
00000620 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.euvueweneenennnn

523 DTS fii &

DTSFE HL Y A5

charge-animation {

compatible = "rockchip,uboot-charge";

status = "okay";

rockchip, uboot-charge-on = <0>; // EBHJEU-Boot TTH

rockchip, android-charge-on = <1>; // ZEHIfAAndroid7t

rockchip, uboot-exit-charge-level = <5>; // U-BootFt i, FRVFFFHL I B AR s &
rockchip, uboot-exit-charge-voltage = <3650>;// U-Boot7t I, F¥FFFHLAHRAEHIE
rockchip, screen-on-voltage = <3400>; // U-Boot e Hil, VA5 5 r Rk HE

rockchip, uboot-low-power-voltage = <3350>; // U-BootJoskfFum il ik N 78 v A= =11 A
CENES

rockchip, system-suspend = <1>; [/ BRI crust lRINFEFFHL (B
ATFIHE)

rockchip,auto-off-screen-interval = <20>; // EBVRBEER, AR, Bik15s

rockchip, auto-wakeup-interval = <10>; // R B sheBEm 8], AR, nR{ENO
B

/) BXAEME, AR ERER E B e, —
M T
/7 JEJIIRAE
rockchip, auto-wakeup-screen-invert = <1>; // PRHR B Bl i i 2 75 75 e /K
}i

5.2.4 RGAKIR

Pwrkey %4 :

o F¥% pwrkey nIPA5E/ K BE, KBER RGos it NARIHFERL A
o K% pwrkey AT HFHLHEN R GE

{RINEH 28, 18I rockchip, system-suspend = <VAL> %Ff:


af://n1924
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e VALNO: cpuwfi B, BEIRFAEEEANE, XA cpu HEANARDFERE
* VALAI: system suspend 3, TiZLATF SCHFA A KlAkemel fI RGUABER L, BEASoCHNLF

Hlo

ATFSCFHIRDIFE R RO EE 3K «

B
RK3399
RK3368
PX30
RK3326
RK3308
RK312X

RK3288

5.2.5 HHEH

BRAR R A
k3399 bl31 v1.32.elf
rk3368h bl31 v2.22.elf
px30 _bl31 _v1.05.elf

k3326 bl31_v1.05.elf

rk3126_tee ta v1.39.bin

rk3288 tee ta v1.43.bin

k3308 bI31 v2.00.elf. k3308 bl31 aarch32 v2.20.elf

1. Bt . /tools/images/ B FHIE ) CRHA 8bit B 24bitbmp) , fHHMS 1s | sort HIAKEFHE
B2 R B B m s, ] pack resource.sh A I F 3T 83 resource.img;
2. {84 . /drivers/power/charge animation.c HEFMHEERXR;

/*
* IF you want to use your own charge images, please:
*
* 1. Update the following 'image[]' to point to your own images;
* 2. You must set the failed image as last one and soc = -1 !!!
*/
static const struct charge image image[] = {
{ .name = "battery 0.bmp", .soc 5, .period = 600 },
{ .name = "battery 1.bmp", .soc 20, .period = 600 },
{ .name = "battery 2.bmp", .soc 40, .period = 600 },
{ .name = "battery 3.bmp", .soc 60, .period = 600 },
{ .name = "battery 4.bmp", .soc 80, .period = 600 },
{ .name = "battery bmp", .soc = 100, .period = 600 },
{ .name = "battery fail.bmp", .soc = -1, .period = 1000 },
}i
// @name: EFII%HF;
// @soc: BEFXENI L&
// @period: B FRIHFEE (HRAL: ms) ;
/) R BB BAUE fail B, HYsoc=-17AR[HAE 1)
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5.2.6 & HLAT

SEBR b F PR Ted BRI 75 R & ANHHIR, AL 78 AR ZRAN S HF 2 AT
led:

o FUHIS X led: FRHINR, FEGAMIIN R, A 2B led IR
o FUIHITZ] led: HLE 100%7BiHI, A4 misw led 4T

24 Led {42 —4~demo, HFiERIEH i R,
fic B T

CONFIG LED CHARGING NAME
CONFIG LED CHARGING FULL NAME

XS BT T8 5F led 1) label J@P, &S FLedZ T,

5.3 Clock

5.3.1 fEZ2 37 FF

clock IXzN1# FH clk-uclass HEZEAIFRHERE .
ficl B

CONFIG_CLK
HEZRARH :

./drivers/clk/clk-uclass.c
SR=L N EE

./drivers/clk/rockchip/...

5.3.2 FHRHE T

// VR

o FOERINZ led. FEIMI Z

int clk get by index(struct udevice *dev, int index, struct clk *clk);

int clk get by name (struct udevice *dev, const char *name, struct clk *clk);

// fgERE /< AN B
int clk enable(struct clk *clk);
int clk disable(struct clk *clk);

/) WRE /PR
ulong (*get rate) (struct clk *clk);

ulong (*set rate) (struct clk *clk, ulong rate);

// BEE /RBURAL


af://n1973
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int (*get phase) (struct clk *clk);

int (*set phase) (struct clk *clk, int degrees);

5.3.3 B eI UG 1L

I IR O R B AARAE, IR e e T RIIE R, TR ESN .

cru: clock-controller@Qff2b0000 ({
compatible = "rockchip,px30-cru";
assigned-clocks =
<&pmucru PLL GPLL>, <&pmucru PCLK PMU PRE>,
<&pmucru SCLK WIFI PMU>, <&cru ARMCLK>,
<gcru ACLK BUS_PRE>, <&cru ACLK PERI PRE>,
<&cru HCLK BUS PRE>, <g&cru HCLK PERI PRE>,
<&cru PCLK BUS PRE>, <&cru SCLK_GPU>;
assigned-clock-rates =
<1200000000>, <100000000>,
<26000000>, <600000000>,
<200000000>, <200000000>,
<150000000>, <150000000>,
<100000000>, <200000000>;

B3, PEAEMN B BN rkelk_init()

%P G erulfFprobe & A rkelk init () 5K pll/cpu/bus AWML, HiZE XAE cru rkxxx.h o
1 RK3399:

#define APLL HZ 600 * MHz)
#define GPLL HZ 800 * MHz)
#define CPLL HZ 384 * MHz)
#define NPLL HZ 600 * MHz)
#define PPLL HZ 676 * MHz)
#define PMU PCLK HZ 48 * MHz)
#define ACLKM CORE_HZ 300 * MHz)
#define ATCLK CORE_HZ 300 * MHz)

)

)

(
(
(
(
(
(
(
(
#define PCLK DBG HZ (100 * MHz
(
(
(
(
(
(
(
(

#define PERIHP ACLK HZ (150 * MHz
#define PERIHP HCLK HZ 75 * MHz)
#define PERIHP PCLK HZ (37500 * KHz)
#define PERILPO ACLK HZ (300 * MHz)
#define PERILPO HCLK HZ (100 * MHz)
#define PERILPO PCLK HZ ( 50 * MHz)
#define PERILP1 HCLK HZ (100 * MHz)
#define PERILP1 PCLK HZ ( 50 * MHz)

BK, P BRI B T IRWIIR:  clk_set defaults()

% F G erullkZhprobe Fl BE A c1k _set defaults () T HECEerufi BN assigned-
clocks/assigned-clock.-parents/assigned-clock-ratesTgfgﬂg’fm%g (Eﬂﬁi%ﬁﬁaﬁiiﬁ%€> , HERANE
FharmMiZE . LML set _armclk rate () WA SHE.


af://n1995

bR 7 eruz Ah, B TR AT LAE B CHprobe E B c1kx set defaults() , Ul vop.

gmac.
B, BN R WIAEIL:  clk_set rate()

KB AP R c1k_set_rate() FLEHCHIZE.

5.3.4 CPUR 4

B2, WS
cpuFALERAT A SE B AR «

o PR cru AN assigned-clocks HI8E arm H A%,

o BIR2: cru WBprobelT A clk set defaults () KL (HASEE)D S arm HFRAIE;

o MUE3: JI set_armclk_rate() , ABFR2IRINK) arm HARSIZ . 8 I — 0 BAEk3xxx.c LA
1, AJPLZ# arch\arm\mach-rockchip\px30\px30.c ;

int set armclk rate(void)

{
struct px30 clk priv *priv;
struct clk clk;

int ret;

ret = rockchip get clk(&clk.dev);

if (ret) {
printf ("Failed to get clk dev\n");
return ret;

}

clk.id = ARMCLK;

priv = dev _get priv(clk.dev);

ret = clk set rate(&clk, priv->armclk hz);

if (ret < 0) {
printf ("Failed to set armclk $lu\n", priv->armclk hz);
return ret;

}

priv->set armclk rate = true;

return O0;

4. arm I¥) regulator F5 A3 Il regqulator-init-microvolt = <...> FRXEinitH ElE4 HEAR

f1 \F

B2, CPUfH H SCMIE: D
BIUIRK356X, FEHLERAM 7 28 F scmif 1% & CPUR £ A 5 S 5.
cpu LA 1) S IR AR «

o BIR1: semi T A rockchip,clk-init B8 E arm HFrSIE,;

o LIR2: #HIIAUBOOTHIIHFSCMI, CONFIG_CLK_SCMI%;

° i53%3: Stiﬁ set armclk rate() TZ%?AASCHﬂE@dBﬁﬁﬁiqui%ﬂxaﬂniﬁggo ?%Dl“ﬁ}ﬁﬁ%frk3xxx&
A, ATLAZ arch\arm\mach-rockchip\rk3568\rk3568.c ;

#ifdef CONFIG CLK SCMI


af://n2006

#include <dm.h>

/*

* armclk: 1104M:

* rockchip,clk-init = <1104000000>,

* vdd cpu : regulator-init-microvolt = <825000>;
* armclk: 1416M(by default):

* rockchip,clk-init = <1416000000>,

* vdd cpu : regulator-init-microvolt = <900000>;
* armclk: 1608M:

* rockchip,clk-init = <1608000000>,

* vdd cpu : regulator-init-microvolt = <975000>;
*/

int set armclk rate(void)

struct clk clk;
u32 *rates = NULL;

int ret, size, num rates;

ret = rockchip get scmi clk(&clk.dev);
if (ret) {
printf ("Failed to get scmi clk dev\n");

return ret;

size = dev_read size(clk.dev, "rockchip,clk-init");
if (size < 0)

return O;

num rates = size / sizeof (u32);
rates = calloc(num rates, sizeof (u32));
if (!'rates)

return -ENOMEM;

ret = dev_read u32 array(clk.dev, "rockchip,clk-init",
rates, num rates);
if (ret) {
printf ("Cannot get rockchip,clk-init reg\n");
return -EINVAL;
}
clk.id = 0;
ret = clk set rate(&clk, rates[clk.id]);
if (ret < 0) {
printf ("Failed to set armclk\n");
return ret;
}
return O;
}
#endif

N

o PB4 arm I regulator 19 SN regulator-init-microvolt = <...> & TinitH K4 HEAR
B
HVE:

SCMI: % WL.CH17-B 483k



5.3.5 I g Rt

U-Boot HEZL AR ML S 3, &P AN T soc_clk dump () HITHERATEIREH{E 8. f40:

CLK: (sync kernel. arm: enter 1200000 KHz, init 1200000 KHz, kernel 800000 KHz)
apll 800000 KHz
dpll 392000 KHz
cpll 1000000 KHz
gpll 1188000 KHz
npll 24000 KHz
ppll 100000 KHz
hsclk bus 297000 KHz
msclk bus 198000 KHz
lsclk bus 99000 KHz
msclk peri 198000 KHz
lsclk peri 99000 KHz

FATITERY S X

® sync kernel: cru WREIE T clk set defaults() & 7 kernel cru 7 55 N8 8 I & M2k AR
Carm FHRFRAN) & NE IR Async uboot;
e enter 1200000 KHz : AJZ¢ Loader #E A\ U-Boot B ] arm #53% ;
e init 1200000 KHz: U-Boot ff] arm #IUHLHER, B APLL HZ & MR,
e kernel 800000 KHz : SEHLT set armclk rate() JFi%E T kernel cru 75 s 8 assigned-clocks T
SEM arm AE; BMER: "kernel ON/A";

5.4 Crypto

Crypto B 3= Z ] T SEIUREAFZ00 RO N e 7 55095, F AT P ANIPRRCAS :

e Crypto V1: rk3399/rk3368/rk3328/rk3229/rk3288/rk3128;
e Crypto V2: rk3326/px30/rk3308/rk1808;

5.4.1 HEZE 3 #F

U-Boot BRiA% HeryptofEE 2+, RK HOSKM T —E&.
fic 1 -

CONFIG_DM CRYPTO
CONFIG ROCKCHIP CRYPTO V1
CONFIG_ROCKCHIP CRYPTO V2

HEZRACRS -

./drivers/crypto/crypto-uclass.c

./cmd/crypto.c

B4 CAD


af://n2036
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// crypto vl:
./drivers/crypto/rockchip/crypto vl.c

// crytpo v2:
./drivers/crypto/rockchip/crypto v2.c

./drivers/crypto/rockchip/crypto v2 pka.c
./drivers/crypto/rockchip/crypto v2 util.c

5.4.2 fHRFE 1

// Blcrypto:

struct udevice *crypto get device(u32 capability);

// SHA¥:M:

int crypto sha init(struct udevice *dev, sha context *ctx);

int crypto_sha update(struct udevice *dev, u32 *input, u32 len);

int crypto _sha final (struct udevice *dev,

sha context *ctx, u8 *output);

int crypto sha csum(struct udevice *dev, sha context *ctx,

char *input, u32 input len, u8 *output);

// RSAEE[:

int crypto rsa verify(struct udevice *dev,

o BEMEMES®: . /cmd/crypto.c:

rsa_key *ctx, u8 *sign, u8 *output);

o v1 M v2 i SHA AR : v1 3R crypto_sha init() N A5G0 B8 (3R MK IR ctx-

>length, v2 A

543 DTS it &

crypto i BLZE XAE U-Boot dts , FEJH[H:

o #%°F4IH SDK (A% dts %A crypto Fi s, R E % EXTIH SDK 3%
» U-Boot [f] secure boot 2 F| crypto, K U-Boot H Ci% il crypto B A% 4= A8

1. crypto vl FLE (RK3399 A -

crypto: crypto@ff8b0000 {

u-boot,dm-pre-reloc;

compatible = "rockchip,rk3399-crypto";
reg = <0x0 0xff8b0000 0x0 0x10000>;

clock-names = "sclk cryptoO", "sclk cryptol";
clocks = <&cru SCLK CRYPTOO0>, <&cru SCLK CRYPTO1>;

status = "disabled";

i

2. crypto v2 L & (px30 A -

[/ ANEBEIREHR, BRik1ooM
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crypto: crypto@ff0b0000 {

u-boot,dm-pre-reloc;

compatible = "rockchip,px30-crypto";

reg = <0x0 0xff0b0000 0x0 0x4000>;

clock-names = "sclk crypto", "apkclk crypto";

clocks = <&cru SCLK CRYPTO>, <&cru SCLK CRYPTO APK>;
clock-frequency = <200000000>, <300000000>; // — i E45 €M%
status = "disabled";

}i

e crypto vl Fl v2 (1] dts BC B % FAE T clk IR E .

5.5 Display

5.5.1 HEZE 7 #F

RK U-Boot H A 2 £ =% 4935 RGB. LVDS. EDP. MIPI fl HDMI, #3kitx<:iiA CVBS. DP
%o U-Boot 7~ logo FF >k H kernel #i H 5% N logo.bmp 1 logo_kernel.bmp, "EAT#EFTHL1E

resource.img B,
xf B K

o 8bit B 24bit BMP ¥ 2;

o logo.bmp 1 logo_kernel.bmp F ) 73 ##3R K/N—34;

o XFT rk312x/px30/rk3308 X FiE T~ vop lite Z5M49 (18, BT VOP ASCREBEAK, 1 24bit () BMP &
R RAEBAE, TR RIS R E R Ty T B4R, TEE PC SR TR E i y il
MEE1A -

BC & -

CONFIG DM VIDEO
CONFIG DISPLAY

CONFIG_DRM ROCKCHIP

CONFIG_DRM ROCKCHIP PANEL

CONFIG DRM ROCKCHIP DW MIPI DSI

CONFIG DRM ROCKCHIP DW_ HDMI
CONFIG DRM ROCKCHIP LVDS

CONFIG_DRM ROCKCHIP RGB

CONFIG DRM ROCKCHIP RK618
CONFIG_ROCKCHIP DRM TVE

CONFIG_DRM ROCKCHIP ANALOGIX DP
CONFIG_DRM ROCKCHIP INNO VIDEO COMBO PHY
CONFIG DRM ROCKCHIP INNO VIDEO PHY

HE ARG -

drivers/video/drm/rockchip display.c

drivers/video/drm/rockchip display.h
WXBh A

vop:
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drivers/video/drm/rockchip crtc.c
drivers/video/drm/rockchip crtc.h
drivers/video/drm/rockchip vop.c
drivers/video/drm/rockchip vop.h
drivers/video/drm/rockchip vop reg.c

drivers/video/drm/rockchip vop reg.h

rgb:
drivers/video/drm/rockchip rgb.c

drivers/video/drm/rockchip rgb.h

lvds:
drivers/video/drm/rockchip lvds.c

drivers/video/drm/rockchip lvds.h

mipi:
drivers/video/drm/rockchip mipi dsi.c
drivers/video/drm/rockchip mipi dsi.h

drivers/video/drm/rockchip-inno-mipi-dphy.c

edp:
drivers/video/drm/rockchip analogix dp.c
drivers/video/drm/rockchip analogix dp.h
drivers/video/drm/rockchip analogix dp reg.c

drivers/video/drm/rockchip analogix dp reg.h

hdmi :
drivers/video/drm/dw_hdmi.c
drivers/video/drm/dw_hdmi.h
drivers/video/drm/rockchip dw_hdmi.c

drivers/video/drm/rockchip dw_hdmi.h

panel:
drivers/video/drm/rockchip panel.c

drivers/video/drm/rockchip panel.h

5.5.2 flk#EH

// 78 U-Boot logo Ml kernel logo:

void rockchip_show_logo(void);

// 75 bmp KA, HATEZEMTRAEEAER:

void rockchip show bmp(const char *bmp);

// ¥ U-Boot W —AFRIEIT dtb HANK.

// B kernel logo HIR/N. #udk. #3K, crtc RN FULLHMBRCE.
// RFIELIMAN BCSH SR LEIE.

void rockchip display fixup(void *blob);
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553DTS i &

reserved-memory {
#address-cells = <2>;

#size-cells = <2>;

ranges;
drm logo: drm-1ogo@00000000 {
compatible = "rockchip,drm-logo";

// TiEoufferf Fkernel logofIfFil, EARHLEFA K /NEU-Boot H &M
reg = <0x0 0x0 0x0 0x0>;

i

&route-edp {

status = "okay"; // ffBEU-Boot logosw nIhRE
logo,uboot = "logo.bmp"; // ¥BEU-Boot logoiwsH &
logo, kernel = "logo kernel.bmp"; // FTEEkernel logoimz~HIKE
logo,mode = "center"; // center: JEH IR, fullscreen: &5 ERN
charge logo,mode = "center"; // center: EHEIN, fullscreen: 4N
connect = <&vopb_out edp>; // WERREY, vopb->edp->panel
}i
&edp {
status = "okay"; // ffftedp
}i
&vopb {
status = "okay"; // ffifitvopb
}i
&panel {

"simple-panel";
status = "okay";

disp timings: display-timings {
native-mode = <&timing0>;

timing0: timing0 {

}i

5.5.4 defconfig

HATE: T RK3308 Z AMAHAB T4, U-Boot ] defconfig CLABRIA S TR, WL dts ok Bon A m)
5 EACE L RIA . RK3308 25 [8 25 sl 25— 28 J5 N BRINAS SCFE o, T3 B/E defeonfig HIMA I R &
B

--- a/configs/evb-rk3308_defconfig

+++ b/configs/evb-rk3308 defconfig

@e -4,7 +4,6 @R CONFIG SYS MALLOC_F_LEN=0x2000
CONFIG ROCKCHIP RK3308=y
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CONFIG ROCKCHIP_ SPL RESERVE IRAM=0x0
CONFIG RKIMG BOOTLOADER=y

—-# CONFIG_USING_KERNEL DTB is not set
CONFIG_TARGET EVB RK3308=y

CONFIG DEFAULT DEVICE TREE="rk3308-evb"
CONFIG_DEBUG_UART=y

@@ -55,6 +54,11 @@ CONFIG USB_GADGET DOWNLOAD=y
CONFIG G DNL MANUFACTURER="Rockchip"
CONFIG_G_DNL_VENDOR NUM=0x2207
CONFIG_G DNL PRODUCT NUM=0x330d
+CONFIG DM VIDEO=y

+CONFIG DISPLAY=y

+CONFIG_DRM ROCKCHIP=y

+CONFIG_DRM ROCKCHIP RGB=y

+CONFIG LCD=y

CONFIG _USE_TINY PRINTF=y
CONFIG_SPL_TINY MEMSET=y

CONFIG ERRNO_ STR=y

% T upstream defconfig fit. & (1] 15 ] :

upstream ZE4" | —4& Rockchip U-Boot &7 9X3), H i 32 23 HF RK3288 l RK3399 WM&+
./drivers/video/rockchip/
R AR X E RS, Al LLTJF CONFIG_VIDEO ROCKCHIP, [AHf 4] CONFIG DRM_ROCKCHIP.

FREATH AT SDK ] (1 Bom ks xs b, JaH P34 -

o HERMTA AR 4,
o HDMI. DP %5 &7x4 1 n] DURE F - v e i th e 70 8, i cr, BoRacR_- R AR 4.
 U-Boot logo 7] AP 1 21| kernel logo 2| R4t K

5.5.5 LOGO%r [X

P IR B A EFITHILOGOR TR (— AER R AR H) o W] LAEE A7 ILOGO 73 X S o
BAED R

o I3 XER AP FILOGO S X
o FARIEFE AR T B SEHLOGO S X A . EHin, FF EEEEGER A EHE
LOGO4; X HHITAT, AFEATTIH . HLOGO X B F LRk, 47 1H ¥ Fresource X4 HH BRIA
I F o
LOGO%} X 3 1 i -

WA RS N HEsE, WLOGOZr KA SRk E Fr, R Ae B BRI logo.bmp:
1d30bcc rockchip: resource: support parse "logo" partition picture

WA A S W 328, LOGOZ X2k B fr: B 1TH T & #tlogo.bmp, B H T ik
logo_kernel.bmp. WiKE %G, B ZERFFS1275X 55, P AN o] 4.

commit 07£987d8d495380787203e2bc2accd44100e6051
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Sun Dec 8 18:00:37 2019 +0800
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rockchip: resource: support parse logo kernel.bmp from logo partition

"logo" partition layout, not change order:

N: the sector count of logo.bmp

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: I2deba013d3963c99664c5bfd69693835a46bad8f

B A 433 Alogo.bmpAillogo_kernel.bmp. logo.img ] £y 4

cat logo.bmp > logo.img && truncate -s %512 logo.img && cat logo kernel.bmp >>

logo.img

A B logo.imghi S Bllogosr X BI AT, FFHLIGFH F]"LOGO: "4TEf:

U-Boot 2017.09-g042c01531e-210512-dirty #cjh (May 14 2021 - 11:25:03 +0800)

Model: Rockchip RK3568 Evaluation Board
PreSerial: 2, raw, 0xfe660000

DRAM: 2 GiB

Sysmem: init

Relocation Offset: 7d34f000, fdt: 7b9f8758

Using default environment

dwmmc@fe2b0000: 1, dwmmc@fe2c0000: 2, sdhci@fe310000: O
Bootdev (atags) : mmc O

MMCO: HS200, 200Mhz

PartType: EFI

boot mode: normal

FIT: No fdt blob

Android 11.0, Build 2021.4, v2

Found DTB in boot part

// WUFATEREBA Logo . imgZy X (4 B A 5 10 fff 153 31
LOGO: logo.bmp

LOGO: logo kernel.bmp

DTB: rk-kernel.dtb

HASH (c) : OK

5.6 Dvfs

A FEFTIDVESA A Fkernel, 2% 10 S8R0 A IS A S0 IS AL -
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5.6.1 i i R W

U-Boot HEZLE A 328 DVFS, AT RS F %R ThEE, RK 2L T —%& DVFS TR KSR #:85 A
TR EEEE cpu/dme SR-HLE . (B 5T W% DVFES K5, X2 5 RS LE fith & e e AR R I 3F

1. BEdRIKE) TR % cpu/dme MZE-FHL %, 450 HE0E AT (RN X) cpu A1 dme A2 2%, AT A X H A —A>
AR dts BLE WRIE ;s cpu M1 dme [ G 2 —FEI;

2. SEIRIRBI 2T cpu/dme 5 55 Y opp table. regulator. clock. thermal zone F"trip-point-0", FKHUAT
R-HUERAL, AR EE . RTFRRESHEESER,

3. # cpu/dmc ] opp table FLF55E T rockchip,low-temp = <..>B}, rockchip,high-temp = <..>, X &#
cpu/dme 5| T thermal zone ] trip 15 51, HBA cpu/dme B 2 ) SR WS ik 2 A R4

4. S 1k

e rockchip,low-temp: HAKIRER{E, TFi&H TEMP min £IK;

o rockchip,high-temp 1 thermal zone: =il & B {EH, &M TEMP max Fx (MR FHHH, *K
W& F AR E AR AL S 2 D

e rockchip,max-volt: FVFE 5 e R, FAH V_max Fix;

5. BME A H AL .

o L T TEMP_max, RSSO H A0 4 21 B A4 47 5
o MFREALT TEMP_min, BRIAIG/E S0mv. #46/E S0mv 2 FEHE#IE V_max, NHEREHR
V_max, [FINFESIZEFEAC 2 1

6. F i 9 8 S s B A 2 N 21

o regulator 1 clk HELEWI B TE MG, eI IRBHAT VI A I HPAT — IR FE IR R, BARf B A
board.c 3CHE ) board init()HF I F 5
o preboot FTEX (RN 81D FHAT IR EIRERS: R dts 75 S8 E T "repeat" &5 HH ¢ )8 14
(RS0 5 B30T T8 AR B8 I S 08 TP AR SR AN il P BB L N, Tk A58 1k R G s 9 HL
AT VTR R, BRI R R [ VA B B G N A AR SRR B R G W R B "repeat" S5 AH KB
PR, AT SE AR G I R Ja i L JR B R 40,  H AT — AN T5 2 repeat JRPE .

5.6.2 HEZES7 FF

HEZARHS

./drivers/power/dvfs/dvfs-uclass.c
./include/dvfs.h
./cmd/dvfs.c

B4

./drivers/power/dvfs/rockchip wtemp dvfs.c
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5.6.3 FH L2 I

/] PAT—IRAv £sHHG

int dvfs apply(struct udevice *dev);

/] WRAFErepeat/®& I, IR FEATE PR E Bl A I 5 PR I0AT dv £ s SRS

int dvfs repeat apply(struct udevice *dev);

5.6.4 Ja H % i

1. it & fi RE:

CONFIG DM DVFS=y
CONFIG ROCKCHIP WTEMP DVFS=y

CONFIG DM THERMAL=y
CONFIG ROCKCHIP THERMAL=y
CONFIG USING KERNEL DTB=y

2. #85%€ CONFIG_PREBOOT:

#ifdef CONFIG DM DVFS

#define CONFIG_PREBOOT "dvfs repeat"
#else

#define CONFIG_ PREBOOT

#endif

3. kernel dts fic & 555 A

uboot-wide-temperature {

compatible = "rockchip,uboot-wide-temperature";

// PRI RN B AEU-Boot B Btk cou R e /AR FE IR I Ak 98 IR AR B0 4 1L R B R4
// BANBIRAT B S AR R SR M, B RIS I R (R 3 RS BN A AR SRR B R e
cpu, low-temp-repeat;

cpu,high-temp-repeat;

// T RIRETBIEU-Boot B B filt R dme ) # ey /AR5 FE IR BT Ak B8 IR AR B 4 1E B B R 4
/7 HAWrHAT S8R AL B SR NG, BRI il [ VA B A V0 L N A AR S S B R G
dmc, low-temp-repeat;

dmc, high-temp-repeat;

status = "okay";

}i

— BB AT EE LA repeat AHI<JE M.
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5.6.5 T i 45

2 cpu 4% 5 IS A W R 4T ER:
// <NULL>Z B¥A 15 & &I = E
DVFS: cpu: low=<NULL>'c, high=95'c, Vmax=1350000uV, tz temp=88.0'c, h repeat=0,
1 repeat=0

2 cpu i Pl A e R (RN 2 A T A

DVFS: 90.352'c
DVFS: cpu(high): 600000000->408000000 Hz, 1050000->950000 uVv

2 cpu it PR A AR BRI (BN 2 A T A

DVFS: 10.352'c
DVFS: cpu(low): 600000000->600000000 Hz, 1050000->1100000 uVv

FIE, 2 dme ik SRR BRER, Baf BbESTH, R4 dme":

DVFS: dmc: ......
DVFS: dmc (high): ......
DVFS: dmc(low): ......

5.7 Efuse/Otp

5.7.1 HEZE 3 FF

efuse/otp IX5))f# F misc-uclass.c HERLAIARERE 1. 1@ H L, efuse/otp — M2 secure Fl non-secure 2
73+ U-Boot #4t non-secure [ 5], U-Boot SPL #24t secure otp Jt & X 45 (15 17

non-secure fic & :

CONFIG_MISC
CONFIG_ROCKCHIP EFUSE
CONFIG_ROCKCHIP OTP

secure B0 & :

CONFIG_SPL_MISC=y
CONFIG_SPL_ROCKCHIP SECURE_ OTP=y

HESZ AR :
./drivers/misc/misc-uclass.c

B4 CAD
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// non-secure:
./drivers/misc/rockchip-efuse.c
./drivers/misc/rockchip-otp.c
// secure:

./drivers/misc/rockchip-secure-otp.S

5.7.2 FHIR B I

// non-secure:

int misc read(struct udevice *dev, int offset, void *buf,
// secure:

int misc_read(struct udevice *dev, int offset, void *buf,

int misc write(struct udevice *dev, int offset, void *buf,

573DTS i &

L k3308 9 :

non-secure:

otp: otp@ff210000 {
compatible = "rockchip, rk3308-otp";
reg = <0x0 0xff210000 0x0 0x4000>;
}i

secure:

secure otp: secure otpROxff2a8000 ({
compatible = "rockchip, rk3308-secure-otp";
reg = <0x0 0xff2a8000 0x0 0x4000>;
secure conf = <0xff2b0004>;
mask addr = <0xf£540000>;

5.7.4 i F 7~

non-secure 7~ 1:

int size)

int size)

int size)
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char data[1l0]

= {0};

struct udevice *dev;

/* retrieve the device */

ret = uclass get device by driver (UCLASS MISC,

if (ret) {

DM GET DRIVER (rockchip otp), &dev);

printf ("no misc-device found\n") ;

return 0;

misc read(dev, 0x10, &data, 10);

secure 75

char data[1l0]

= {0};

struct udevice *dev;

int 1i;

dev = misc_otp get device (OTP_S);

if (!dev)

return -ENODEV;

for (1 = 0;
datali]

i < 10; i++)

= 1i;

misc otp write(dev, 0x10, &data, 10);

memset (data,

Or lo);

misc_otp_read(dev, 0x10, é&data, 10);

5.7.5 i X 4%

RK %7 secure otp H

RK3568:

0x80;
0x90-0xaf
0x2a0 L5 X 5

TFHCER 73 X415 5

// Rockchip 5E XN Secure boot enable flag
// Rockchip %X N RSA Public key hash
// Rockchip & X AN reserved for CA or OEM

RK3308, RK3326/PX30:

0x0;
0x10-0x2f;
0x148-0x1bf;

RK3588:

0x20;

0x9c0-0x9df;
0x1a0-0x1ff;

// Rockchip %X AN Secure boot enable flag
// Rockchip % XN RSA Public key hash
// Rockchip JE XN reserved for CA or OEM

// Rockchip %X N Secure boot enable flag
// Rockchip XN RSA Public key hash
// Rockchip E XN reserved for CA or OEM
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5.8 Ethernet

5.8.1 HEZE 7 #F

HEZARH :

./net/*
./drivers/net/*

./drivers/net/phy/*
KA

./drivers/net/designware.c
./drivers/net/dwc_eth gos.c

./drivers/net/gmac_rockchip.c

menuconfig FCE :

o IKZNCE
Rockchip LUK IXANAT KB, QR xS SXal R FAT5E 1, 525 JATR B sdk config B HE .

// designware:
CONFIG DM ETH=y
CONFIG ETH DESIGNWARE=y
CONFIG_GMAC_ROCKCHIP=y

// dwc_eth gos:
CONFIG DM ETH=y
CONFIG DM _ETH PHY=y
CONFIG DWC ETH QOS=y
CONFIG_GMAC ROCKCHIP=y

FiAk dwe_eth_qos 3KX#)) 75 ZLAL E nocache memory, 2% RV1126:

diff --git a/include/configs/rv1126 common.h b/include/configs/rv1126 common.h
index 933917£3f0..9d70795fb8 100644

--- a/include/configs/rv1126 common.h

+++ b/include/configs/rv1126 common.h

@@ -50,6 +50,7 Q@

#define CONFIG_SYS SDRAM BASE 0
#define SDRAM MAX SIZE 0x£d000000
+#define CONFIG_SYS NONCACHED MEMORY (1 << 20) /* 1 MiB */

#ifndef CONFIG SPL BUILD

e cmd it B
TEMIIREFIIE .

Command line interface ---> Network commands --->

[*] bootp, tftpboot
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[ 1 tftp put

[ ] tftp download and bootm
[ ] tftp download and flash
[ 1 tftpsrv

[ 1 rarpboot

=%= ClaE®

-*- pxe

[ 1 nfs

=%= il

-*- ping

[ 1 cdp

[ 1 sntp

[ 1 dns

[ 1 linklocal
[]

ethsw

5.8.2 FH I HE

o HEaityIan i

void net init(void);
int eth register(struct eth device *dev);

int phy init(void);
o WEEMEN

int eth register(struct eth device *dev);

int phy register(struct phy driver *drv);

o WZEHIRIES A phy 55
U-Boot A R 75 s, WA R R WrEEe 77 x0, BRI 2 H NetLoop().

int eth send(void *packet, int length);

int eth rx(void);

int phy read(struct phy device *phydev, int devad, int regnum);

int phy write(struct phy device *phydev, int devad, int regnum, ul6 val);

583 DTS il &

DTS ¥4 555 kernel —#F, 77 BICUEMIAE LI ARG R PERC & -

e phy £ 1L & (phy-mode)

o phy &7 515 & A7 B 8] (snps,reset-gpio) (snps,reset-delays-us)

o EEXF I BT HH 7 ) (clock _in_out)

o IFEPIRIE SR 54K 5 E (assigned-clock-parents) (assigned-clock-rates)
e RGMII Delayline, RGMII #1175 (tx_delay) (rx_delay)

&gmac |
phy-mode = "rgmii";

clock in out = "input";


af://n2258
af://n2271

snps, reset-gpio = <&gpio3 RK PAO GPIO ACTIVE LOW>;
snps, reset-active-low;

/* Reset time is 20ms, 100ms for rtl8211f */

snps, reset-delays-us = <0 20000 100000>;

assigned-clocks = <&cru CLK GMAC SRC>, <&cru CLK GMAC TX RX>, <&cru
CLK_GMAC ETHERNET OUT>;

assigned-clock-parents = <&cru CLK GMAC SRC M1>, <&cru RGMII MODE CLK>;

assigned-clock-rates = <125000000>, <0>, <25000000>;

pinctrl-names = "default";

pinctrl-0 = <&rgmiiml pins &clk out ethernetml pins>;

tx delay <0x2a>;

rx delay = <0xla>;

phy-handle = <&phy>;

status = "okay";

5.8.4 1 FHH 7~

W 2% i %

¢ DHCP

Usage:
dhcp [loadAddress] [[hostIPaddr:]bootfilename]

X %4, FIATEBE serverip, ipaddr, PLK gateway T .
24 dhep IIM dhep AR %538 BIMEER] ip shitk 5, HEt4 M hostIPaddr Huht, DA thp A5 RIS

100M ¥ 15% .

=> dhcp 0x20000000 192.168.0.100:kernel.img

ethernet@ffc40000 Waiting for PHY auto negotiation to complete. done

BOOTP broadcast 1

DHCP client bound to address 192.168.0.106 (2 ms)

Using ethernet@ffc40000 device

TFTP from server 192.168.0.100; our IP address is 192.168.0.106

Filename 'kernel.img'.

Load address: 0x20000000

Loading: ##############4H#4EH4HH#HHH#HHHHHHHHEHIHEHFHHHAHSHAHEHAHHSHERHEHE
EE i
FHE A A A R R R R
B i
B i i i
CTE i
S
B i
FHEHE A H AR R R
FHE A A R R R R
S o
B i i
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EE T
FHE A A A R R R R R
B i
B i i i
T i
FHE A A R R R R
B i
FHAFH AR A R R R R
1.5 MiB/s

done

Bytes transferred = 19054084 (122be04 hex)

¢ PING

=> ping 192.168.0.1

ethernet@ffc40000 Waiting for PHY auto negotiation to complete. done
Using ethernet@ffc40000 device

host 192.168.0.1 is alive

e TFTP

1000M 15

Usage:
tftp [loadAddress] [[hostIPaddr:]bootfilename]

WATLLH O E TP UL

=> setenv ipaddr 192.168.1.101
=> setenv serverip 192.168.1.100

=> tftp kernel.img 0x20000000

ethernet@ffc40000 Waiting for PHY auto negotiation to complete. done

Using ethernet@ffc40000 device

TFTP from server 192.168.1.100; our IP address is 192.168.1.101

Filename 'kernel.img'.

Load address: 0x20000000

Loading: #############44444HH#H4HEHHHHHFHHEHHHHHHERHHHHFHHEHHAHHHESR S
FHE A A R R R R
B i
B i i i
ET i
FHE A A A A R R R R
B i
FHAFH AR A A A R R R
FHA A A R R R
B i
B i
EE i
FHE A A R R R
B i
FHEHHE A H AR R
TR i i
FHEHHF A A A R R R R
B i i
EE T



FHAH A A
HHFHEFE AR AR R
HHEHSFE AR
12.2 MiB/s

done

Bytes transferred = 20275220 (1356014 hex)

5.8.5 WX 4% i e HE Ay

L MR8, WA R LA 5

o FRLN G 97 KA A TR

o WMFZEEME, ARG IRE;
o TFTP 55250 B 2 15 IEH;

o BLULER N BLMY) TFTP ThAE & 5.

2 AR R R, — Ok UG, E BN LR 3N TS

o pinctrl BLE & T IEMH . A pin B iomux A1 IXFH5EZ &5 IEM, WALl dump HHRFHFAA2S S5 W
HHEGRB —3, RGO, AT 7 A4 8 U-Boot .

o clock FLE & IEM. BHEPHCE MR A AR BROT— 28, FERESLL, BeE, DURESP5m,
KER5r A7 542 CRU HLIHT, WAFEA 18 37 4245 7€ GRF, [RIAEFT LA dump HHOCEF A7 s 5
IR R — 2

o PHY EAIM. FERWEZAECE ST IEM, PLEREMBEIEERTTS PHY FZK.

5.9 Gpio

5.9.1 HEZE 7 #F

GPIO 3N H gpio-uclass HEFLAIARAERE (1, FH A 2UEITE struct gpio desc A fgin lgpio.

He & :

CONFIG DM GPIO
CONFIG_ROCKCHIP GPIO

HELEARHD :
./drivers/gpio/gpio-uclass.c
KB AL -

./drivers/gpio/rk _gpio.c

5.9.2 FHIHE

// B /BEIRGPIO
int gpio request by name (struct udevice *dev, const char *list name,

int index, struct gpio desc *desc, int flags);
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int gpio request by name nodev(ofnode node, const char *list name, int index,
struct gpio desc *desc, int flags);
int gpio request list by name(struct udevice *dev, const char *list name,
struct gpio desc *desc list, int max count, int
flags);
int gpio request list by name nodev (ofnode node, const char *1list name,
struct gpio desc *desc_list, int max count,
int flags);

int dm gpio free(struct udevice *dev, struct gpio desc *desc)

// BEGPION M. @flags: GPIOD IS oUT (fiit) f GPIOD IS IN (HiiA)
int dm gpio set dir flags(struct gpio desc *desc, ulong flags);

// BE/KIGPIOHF
int dm gpio get value(const struct gpio desc *desc)

int dm gpio set value(const struct gpio desc *desc, int value)

EE I
dm_gpio_get value () NIRFEMER RactivelRZS, AP EEUK. Bl0:

e gpios = <&gpio2 RK_PD0 GPIO ACTIVE LOW>, K FHFIR[EME A 1, FH A 0,
e gpios = <&gpio2 RK_PD0 GPIO ACTIVE HIGH>, i PR [EME A 0, FHCFA 1.

dm_gpio set value() HIZ%ivalueth 27, 1: atcive, 0: inactive.

5.10 Interrupt

5.10.1 HEZE 37 Fr

U-Boot JEAERE A HWHEL, RK HOSKH ¥ —EH T 38 GICv2/iv3, BRiAfRE.
H i FH 2 37 55

o Pwrkey: U-Boot 78 it} CPU 2xiE NMIKDIFEIRER, 7218 id Pwrkey HIkiefiE CPU;
e Timer: U-Boot 78 F AT i H] 451 o 23 FI 1) Timer H1 17
e Debug: fiifit CONFIG_ROCKCHIP DEBUGGER iR fE;

Be & -

CONFIG_IRQ
CONFIG_GICV2
CONFIG GICV3

HEZR AR«

./drivers/irq/irg-gpio-switch.c
./drivers/irq/irg-gpio.c
./drivers/irq/irg-generic.c
./drivers/irq/irg-gic.c
./drivers/irqg/virqg.c

./include/irg-generic.h
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5.10.2 4% 1

// CPUZ ML H Wi FF 5%
void enable interrupts (void);

int disable interrupts (void);

// GPIOWEHLp 5

int gpio to irqg(struct gpio desc *gpio);

int phandle gpio to irg(u32 gpio phandle, u32 pin);
int hard gpio to_irg(unsigned gpio);

// TENE /BT h T [R]
void irqg install handler (int irqg, interrupt handler t *handler, void *data);

void irg free handler (int irq);

// fHERE /SR A T
int irg handler enable(int irq);

int irg handler disable(int irq);

/7 R 2R
int irg set irqg type(int irqg, unsigned int type);

H % IRQ

o PIATSRSLAEPE TS (BN T AN, 0 pwm, timerSE
o GPIO ) pin JHIBCA BSLHIREME Pl S, 5 E AN HIS

—34 3 FJ7 R HE GPIO B pin S

(1) £ AN struct gpio desc (LR ALUN

/) WITERT B AT desIiCE, HBURIE. FH .

int gpio_to irqg(struct gpio desc *gpio);
a5 :

battery {
compatible = "battery,rk817";

dc_det gpio = <&gpio2 7 GPIO ACTIVE LOW>;

struct gpio desc dc_det;

int ret, irg;

ret = gpio request by name nodev(dev_ofnode(dev), "dc det gpio", O,
&dc_det, GPIOD IS IN);
/7 NT nBlTE R, 4 2R B
if (!ret) {
irg = gpio_to irqg(&dc_det);
irqg install handler(irq, ...);
irq set irq type(irg, IRQ TYPE EDGE FALLING) ;

irqg handler enable(irq);
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(2) &N gpio ] phandle 1 pin

// WTERT LB T desicE, HRRE. HH.
int phandle gpio to irg(u32 gpio phandle, u32 pin);

el (rk817 W 5| 9 GPIOO_A7) -

rk817: pmic@20 {
compatible = "rockchip, rk817";
reg = <0x20>;
interrupt-parent = <&gpio0>; // "&gpio0": FEIMgpio0 i M fiphandle;
interrupts = <7 IRQ TYPE LEVEL LOW>; // "7": pinf#;

u32 interrupt([2], phandle;

int irqg, ret;

phandle = dev _read u32 default(dev->parent, "interrupt-parent", -1);
if (phandle < 0) {
printf ("failed get 'interrupt-parent', ret=%d\n", phandle);

return phandle;

ret = dev read u32 array(dev->parent, "interrupts", interrupt, 2);
if (ret) {
printf("failed get 'interrupt', ret=%d\n", ret);

return ret;

/7 NTRBITE R, 48 2 IR EE H

irg = phandle gpio to irg(phandle, interrupt[0]);
irg install handler(irqg, pwrkey irqg handler, dev);
irqg set irqg type(irq, IRQ TYPE EDGE FALLING) ;

irg handler enable(irq);

(3) #&H4EE gpio

// WITEEBREGTEE gpio, fEAM gpio WAAUEIIRFFRIIZE K AAIT, A RE, AL
int hard gpio to_irg(unsigned gpio);

4 (GPIO0 A0 HiiEHKr) -

int gpio0_ a0, irqg;

[/ N T oRBIfE R, A8 KR [EE

gpio0 a0 = RK_IRQ GPIO(RK GPIOO, RK_PAO);
irg = hard gpio to irqg(gpio0_a0);
irg_install handler (irqg, ...);

irg handler enable(irq);



5.11 12C

5.11.1 HEZESCHF
i2¢ BB fF ] i2c-uclass HEZRFIFRUERE .
i B

CONFIG DM I2C
CONFIG_SYS_I2C ROCKCHIP

HEZEACHY
./drivers/i2c/i2c-uclass.c
IXBH AL -

./drivers/i2c/rk_i2c.c
./drivers/i2c/i2c-gpio.c // gpiofiftli2ci@ifl, HETHAZR

5.11.2 M2 O

// i2c iEEH
int dm i2c_read(struct udevice *dev, uint offset, uint8 t *buffer, int len)
int dm i2c write(struct udevice *dev, uint offset, const uint8 t *buffer, int

len)

/7 % bR I
int dm i2c reg read(struct udevice *dev, uint offset)

int dm i2c_reg write(struct udevice *dev, uint offset, unsigned int val);

5.12 10-Domain

5.12.1 HEZLSZ ¢
U-Boot HEZRERIN\ & H X} io-domain HSZFF, RK HOSEM T —%&,
fiLE:

CONFIG_ IO DOMAIN
CONFIG_ROCKCHIP IO DOMAIN

HEZRACHY
./drivers/power/io-domain/io-domain-uclass.c

W AACAD:
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./drivers/power/io-domain/rockchip-io-domain.c

5.12.2 FHR#E O

void io domain init (void)

HPAFRZEESMAH io domain init() , RBEIE ERBCERIT, U-BoothEAL4x H WG .

5.13 Key

5.13.1 HEZE 37 #F

U-Boot HEZEBRIAN KA SR DIRE, RK H CSEHL 7 — B BEAHELL.
LA -

o P #RBEER B kernel A1 U-Boot [ DTS #i7€, U-Boot AM#i H hard code [1) 75 =& SATAT #5 ;
o U-Boot {574k kernel dts H1 A48, FRARIFH AL U-Boot dts H 1345 .

 U-Boot dts A E X T ke 5 14t

o WP EEFRE e L, 15 FR 3 Hrkemel F1U-Boot ] dts.

fic & -

CONFIG DM KEY
CONFIG_RK8XX PWRKEY
CONFIG ADC_KEY
CONFIG_GPIO KEY
CONFIG_RK_KEY

HEZARHS :

./include/dt-bindings/input/linux-event-codes.h
./drivers/input/key-uclass.c
./include/key.h

WA
./drivers/input/rk8xx_pwrkey.c // XFFPMICIHpwrkey (RK805/RK809/RK816/RK817)
./drivers/input/rk_key.c // X fFcompatible = "rockchip, key"
./drivers/input/gpio key.c // X fFcompatible = "gpio-keys"
./drivers/input/adc_key.c // FFfcompatible = "adc-keys"

pwrkey X LU W7 s R0, Hogx gpio $d LA 05 20RO .
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5.13.2 FHR O

.
int key read(int code)
code & X:
/include/dt-bindings/input/linux-event-codes.h
IR [ 4 -

enum key state {

KEY PRESS NONE, // AR EE GEARBUZE) BEEEEKE G TRRASK) |
KEY PRESS DOWN, /) —RGERRRE G GET=>FH0

KEY_PRESS_LONG_DOWN, // —X5EHBK4% (AT LAAERD

KEY NOT EXIST, /] A

}:

KEY PRESS LONG DOWN ZRARFK 2000ms, H Fi 2T U-Boot 7 HiL[] pwrkey K% 214 .
#define KEY LONG_DOWN_MS 2000

e 1R

int ret;

ret = key read(KEY VOLUMEUP) ;

5.14 Led

5.14.1 HEZE 37 7

Led 3¢5h1# [ led-uclass.c fEZE AR HERE T .
fic & :

CONFIG LED GPIO
HEZARRY :

drivers/led/led-uclass // ZRiL%ii¥
KB

drivers/led/led gpio.c // X¥F compatible = "gpio-leds"
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5.14.2 FHR$E O

// 3 led device

int led get by label(const char *label, struct udevice **devp);
/7 BB /R LedRE

int led set state(struct udevice *dev, enum led state t state);
enum led state t led get state(struct udevice *dev);

// g, HETARMEUR 2 SRS SE

int led set period(struct udevice *dev, int period ms);

5.14.3 DTS 5 /4

U-Boot [¥] led_gpio.c ThREMIXT AT, RARMT led 1555 F I 3 NMEt::

o gpios: led 4%l 5] JIFIA HORES s
e label: led %47 ;
o default-state: FRINIRE, IRB) probe I &4 % & ;

leds {
compatible = "gpio-leds";
status = "okay";
blue-led {
gpios = <&gpio2 RK_PAl GPIO ACTIVE LOW>;
label = "battery full";
default-state = "off";

}i

green-led {

gpios = <&gpio2 RK PAO GPIO ACTIVE LOW>;

label = "greenled";
default-state = "off";
}i
i
5.15 Mtd

MTD (Memory Technology Device) Bl WAF R AR % %, SZFFH 0 nand. spinand. spinor.

5.15.1 HE 22 37 ¥F

CONFIG MTD=y
CONFIG_CMD MTD=y
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5.15.2 FHR$E O

DT

struct mtd info *get mtd device nm(const char *name);

int mtd read(struct mtd info *mtd, loff t from, size t len, size t *retlen,
u_char *buf);

int mtd write(struct mtd info *mtd, loff t to, size t len, size t *retlen, const
u char *buf);

int mtd erase(struct mtd info *mtd, struct erase info *instr);

int mtd block isbad(struct mtd info *mtd, loff t ofs);

int mtd block markbad (struct mtd_info *mtd, loff t ofs);

5.15.3 fifi 7= 1

spi nor fIN 4% [& £ 7 4]

LA flash offset 0x400000 byte. 0x800 bytes %4 2 P4 47l 0x4000000 A1 :

#include <mtd.h>
#define MTD SPINOR NAME "nor0"

static int mtd demo (void)
{
char *mtd name = MTD SPINOR NAME;
struct mtd info *mtd;
size t retlen, off, size;
u char *des buf;

int ret;

mtd = get mtd device nm(mtd name);
if (IS_ERR OR NULL (mtd)) ({
printf ("MTD device %s not found, ret %1d\n",
mtd name, PTR ERR(mtd));
return CMD_RET_FAILURE;

des buf = (u char *)0x4000000;

off = 0x4000000;

size = 0x800;
ret = mtd read(mtd, off, size, &retlen, des buf);

if (ret || size != retlen) {

pr_err("mtd read fail, ret=%d retlen=%1d size=%1d\n", ret, retlen, size);

return ret;

Nand 7

2
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» 2% drivers/mtd/nand/nand_util.c, AR R/ 5 /8 R O
o NWTHIEEEADM—IRERETN GEFFR FREHIEREDT 2KB) , nfULHEFH MTD_BLK
FHOCHE T, ST FH 1% 4% 1 22 8200 flash 1) % i

5.16 Mtd_blk

RK %1t 5T MTD #: [1f¥) MTD block 2, 3 ## 1 nand. spinand. spinor, VEM XM MTD block
W% LASCREAR R block 42 1.

e
e Hf Ky sector, B 512B

o LRI GERNEHE 2 KA EREIEXT A flash block, JT AR T2 HARE 1 547 R
A 2% FOR 252 flash 177 fi

5.16.1 HEZE 7 7

U-Bootfit & :

// MTDIRZ]
CONFIG_MTD=y
CONFIG CMD MTDPARTS=y
CONFIG MTD DEVICE=y

// MTD blocki¥ % IKEN
CONFIG CMD MTD BLK=y
CONFIG_MTID BLK=y

// HAbnand% & Isconfig

SPLAC & -

CONFIG MTD=y
CONFIG_CMD MTDPARTS=y
CONFIG MTD DEVICE=y
CONFIG_SPL_MTD SUPPORT=y

// FHAthnand® & WKEconfig

HEZR ARG -

drivers/mtd/mtd-uclass.c
drivers/mtd/mtdcore.c
drivers/mtd/mtd_uboot.c
drivers/mtd/mtd blk.c

B h G IR E), RS A N HEE MTD 2.
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5.16.2 FH 4% 1

unsigned long blk dread(struct blk desc *block dev, lbaint t start,
lbaint t blkcnt, void *buffer)

unsigned long blk dwrite (struct blk desc *block dev, lbaint t start,
lbaint t blkcnt, const void *buffer)

5.17 Optee Client
U-Boot/EARM TrustZone f J& T Non-Secure World, 75 Zf&BOPTEE Client/ &7 ) % 4 %R
5.17.1 HEZE 2 F

U-Boot HEZE BRI\ VEH X HOPTEE ClientIjf¢, RK HOLHL T —%&.,

B

// EflifE

CONFIG_OPTEE CLIENT

// IHF&MHH, I RK312x. RK322x. RK3288, RK3228H. RK3368, RK3399
CONFIG OPTEE V1

// FFEMH, W RK3326. RK3308

CONFIG OPTEE V2

// 2 emMC ] RPMB ANAERHBT WA E HECE, RS HsecuritysrX !
CONFIG OPTEE ALWAYS USE SECURITY PARTITION

HEZLFITRZ) «
lib/optee clientApi/
5.17.2 [ 15 B
fEHTH trust.img 25U FH TA Zheg, 75 NJCi%ROPTEE Clients2 H..
5.17.3 4% 1 UL W]

Optee client ZRBITE lib/optee_client H3% ~, Optee Client Api 1§5% (TEE_Client API Specification-
V1.0 _c.pdf)
TEME A https:/globalplatform.org/specs-library/tee-client-api-specification/

HT-Optee N ETARI T AE, RKAEOptee clientdf2& 14l P B TAThRE M HE (1. 2 FYRAS L
lib\optee clientApi\OpteeClientInterface.c, A5 I AL Sk s

include\optee include\OpteeClientInterface.ho,

TR ER 7> APTEAT 1 B
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https://globalplatform.org/specs-library/tee-client-api-specification/

5.17.3.1 & F i

API rk3588 rk3566/rk3568 rvl109/rv1126 others
trusty read vbootkey hash v N N N
trusty write_vbootkey hash \ \/ N N
trusty read vbootkey enable flag v N N N
trusty_write_oem_otp_key v N \
trusty_oem_otp_key is_written \ \ \

trusty_set_oem_hr otp read lock \

trusty oem_otp key cipher v N, N

5.17.3.2 iR [HE{H

FORER U, DU APIRIR[EME, W AR (TEE Client API Specification-vl.0 c.pdf) [
Return Codesiﬁﬁﬁo

5.17.3.3 trusty_read_vbootkey_hash

uint32 t trusty read vbootkey hash(uint32 t *buf, uint32 t length);

e

BEHLOTPEeFuse ! [f]secure boot public key[hash{g .
Secure boottH It ], ELRockchip_Developer_Guide_Secure_Boot_Application_Note_ENjztﬁo

B

e [out] buf - ¥ E 5B fThash buffer
o [in] length - FEAKSE, FARSCREI MG A LG FE Phsecure boot SRS AHE, K& Phword (32bits) Jy 5t

.

5.17.3.4 trusty_write_vbootkey hash

uint32 t trusty write vbootkey hash(uint32 t *buf, uint32 t length);

T

B OTPHEeFuseH [f]secure boot public keylfThash{H, [F] T ff fit secure boot flag, Ff J5 secure boot.
Secure boot#H &t B, ﬁLRockchipiDeveloperiGuideisecureiBootiApplicationiNoteiENEttﬁc

ZH

e [in] buf - £ 5 A\ ffJhash buffer
e [in] length - P A K, BARSCRFIIG Ay %K B Dhsecure boot SCR A #E, K Plword (32bits) AR

(A
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5.17.3.5 trusty_read_vbootkey_enable flag

uint32 t trusty read vbootkey enable flag(uint8 t *flag);

T

i secure boot & 13 FF A IR &
Semnebooﬂﬂ?@ﬁ%wq, ﬁLRockchipiDeveloperiGuideisecureiBootiApplicationiNoteiEN)tfﬁa

ZH

e [in] flag - 1 Byte, 13/~7TJdsecure boot, 0FK/RIKH .

5.17.3.6 trusty_write_oem_otp_key

uint32 t trusty write oem otp key(enum RK OEM OTP KEYID key id,
uint8 t *byte buf, uint32 t byte len);

T fe

T SCE S 245 € IIOEM OTPIX 45

()Eh4()TPBG*H9§*?kEﬁqu’ ELRockchipiDeveloperiGuideioTP7CN3t*§o
B

e [in]key id - #E 5 key id, ERINZEF Rk 0EM oTP RKEYO - 3 E4NEEH, X TFrvl126/v1109, %
4% Fkey idN RK_OEM_OTP_KEY Fu [%%H
RK_OEM OTP KEY FW: Boot ROMf# % loaderitf %5 4H, trusty oem otp key cipher $I13C
FFFHIX AN 381 2 B0l 55 H508 0 e 2% B fi# % kernel image

e [in] byte_buf - B L% 4H

e [in] byte len - BFAXCHHIKSE, XFT rRK 0EM OTP KEY FW, byte lenfU k16, XfT-H A4,
byte len3Z¥F16. 24, 32

5.17.3.7 trusty_oem_otp_key_is_written

uint32 t trusty oem otp key is written(enum RK OEM OTP KEYID key id, uint8 t
*value) ;
T fig

FIWr R C4 S AR E OEM OTPIX .
OEM OTPHJFHICRFVEVLRE, T Rockchip Developer Guide OTP CN =N

ZH

e [in] key_id - S WkeyXIKZEK 7], ERIASCHF RK_OEM OTP KEYO - 3 FANEEH, X T
rv1126/rv1109, #i4h3FFkey_idy RK_OEM OTP KEY FW [FJ#4H.
o [out] value - i 2 5 CEBEAMH, 1RREEAN, 0RRATA.

i [A] {5

43R A Hy#define TEEC_SUCCESS 0x000000008}, valuefti A & X o
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RK3588° - &k 2> ¥ lhrkey idfe 5 #lock, #%fNkey id#lockll4xik [A] #define
TEEC_ERROR_ACCESS DENIED 0xFFFF000141%

5.17.3.8 trusty_set_oem_hr_otp_read_lock

uint32 t trusty set oem hr otp read lock(enum RK OEM OTP KEYID key id);

Thhe

W E T OEM OTPX $[¥read lockbrdi, WEMING, ZXEAEIESHYE, 3 HZ XA EdECPU
AR, W trusty oem otp key cipher # I %
OEM OTPJAHICHEEVLRE, W, Rockchip Developer Guide OTP_CN SR,

dE: 2 H [fkey_idJ RK_OEM OTP_KEYO i ¥ RK_OEM OTP_KEY1 i{ ¥ RK_OEM OTP_KEY2 [tf, &
Bl I)E. 252 m H A OTPIX IS ) J& 1. i 40 #7r OTPX I AF N ANV 5, T I,

Rockchip_Developer_Guide_OTP_CN:i*ﬁo

ZH

e [in] key_id - B Z % E Mkey id, Z#F RK OEM OTP_KEYO - 3

5.17.3.9 trusty_oem_otp_key_ cipher

uint32 t trusty oem otp key cipher(enum RK OEM OTP KEYID key id, rk cipher config

*config,
uint32 t src_phys addr, uint32 t dst phys addr,
uint32 t len);
Tk
PEFEOEM OTPIX I %5 4H, h4Tcipher kit 5,
ZH

e [in] key id - ¥ Z{# FH Tkey id, BRINZHF RK OEM OTP REYO - 3, XtFrvl126/rv1109, #i4hCFF
RK_OEM OTP KEY FW

e [in] config - &k, B, ZHH. ivaE
VLSRR AES, SM4
153 FFECB/CBC/CTS/CTR/CFB/OFB
B E T FE16. 24, 32 Bytes, #i2rv1109/v1126°F- 4, KNG H164 32, Ykey idA
RK_OEM OTP KEY Fw I ZHIK B H#E16

e [in] src_phys_addr - R it B HHRE Mbuffertitil, SCFF5dst phys addefH [F], B SR 0 g 25

e [out] dst_phys_addr - 11545 R ibufferfbtit, 3 HF Ssrc_phys_addri [F]

o [in] len - % N F4hr H Fdibuffer FIByte i B, B3R 5 it I L A block X 57

5174 FLENF

LLBootﬁi(hﬁeeﬂ@ﬁ%ﬁﬁﬁ@%ﬁﬁi?ﬁﬁﬁff;tgiVﬂ??qjo ZEpaRapiibu TEEC AllocateSharedMemory () =R
S AE, HEBONE IM. 25 N 0 B EE BT 2 Otk 52 7 R
TEEC ReleaseSharedMemory () FIBILE AT
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5.17.5 W Ay &

EA: M2 A7t Thee . U-Boot AT 247 :
=> mmc testsecurestorage

ZIH B E A 2 AR S S DhRe, SR emme BRI rpmb 5 security 73 X P P22 2247
fiti 73 S nand B J B security 70 X %2 A7 i -

5.17.6 & WLEE R FT BN

B R E] emme B0 nand W . HLHER A U-Boot & ok DICE, s MEIFR G HIA.

"TEEC: Could not find device"

B F security 73X o 4EATRPMBH] I, 75 ALE parameter.txt 71 5E X security 73 [X o

"TEEC: Could not find security partition"

o FB—UEH security 4r X HEAT % A6 L security 43 X FHE 4% ARk B i & IZFT BN

"TEEC: verify [%d] fail, cleanning ...."

LELAER AL . R BRI TR, B0 2 A it KR i Bl (B 3 IR -

"TEEC: Not enough space available in secure storage !"

5.18 PCle

5.18.1 HEZE S 7

HEZARH -

./drivers/pci/*

./drivers/phy/*
IXBH AR :

drivers/pci/pcie dw_rockchip.c

drivers/phy/phy-rockchip-snps-pcie3.c

menuconfig It & :
o IXZFNECE

Rockchip PCIe3X 5l H #if 3 F# T &5 1% & B pcie_dw_rockchip.c X 1 i compatible & 11, 40 %} BR B 3 %
AR, EZHRANTS B sdk config FLE .


af://n2638
af://n2642
af://n2656
af://n2657

CONFIG_DM REGULATOR GPIO=y
CONFIG_PCI=y

CONFIG DM PCI=y

CONFIG_DM PCI_COMPAT=y
CONFIG_PCI_PNP=y

CONFIG PCIE_DW_ROCKCHIP=y

CONFIG PHY ROCKCHIP SNPS PCIE3=y
CONFIG_PHY=y

CONFIG_CMD PCI=y

/ /G IINVMe 37 5

CONFIG NVME=y

CONFIG_CMD NVME=y

/ /R INPCTIe b USBY
CONFIG USB XHCI PCI=y

5182 DTS fit &

HZERHNDTBY A, MRS % WIZPCIe L B Ui W] -

5.18.3 {3 FH /=l

L

* pci

// JaBipCIedddt, HAMZEEN T —Gen3H 24 lane ) A
=> pci enum

PCIe Linking... LTSSM is 0x1

PCIe Link up, LTSSM is 0x230011

PCIE-0: Link up (Gen3-x2, BusO0)

// H¥iouso, BAEbridgeit#
=> pci scan

Scanning PCI devices on bus 0

BusDevFun VendorId DeviceId Device Class Sub-Class
00.00.00 0x1d87 0x3566 Bridge device 0x04
// HAflibusl, HATEIERZ— P NVMe

=> pci 1

Scanning PCI devices on bus 1

BusDevFun VendorId DeviceId Device Class Sub-Class
01.00.00 0x144d 0xa808 Mass storage controller 0x08

// KiEnvme 4

=> nvme scan

// B Hnvme ¥ & EGE B
=> nvme details
Blk device 0: Optional Admin Command Support:
Namespace Management/Attachment: no

Firmware Commit/Image download: yes
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Format NVM: yes
Security Send/Receive: no
Blk device 0: Optional NVM Command Support:
Reservation: yes
Save/Select field in the Set/Get features: yes
Write Zeroes: yes
Dataset Management: yes
Write Uncorrectable: yes
Blk device 0: Format NVM Attributes:
Support Cryptographic Erase: No
Support erase a particular namespace: Yes
Support format a particular namespace: Yes
Blk device 0: LBA Format Support:
Blk device 0: End-to-End DataProtect Capabilities:
As last eight bytes: No
As first eight bytes: No
Support Type3: No
Support Type2: No
Support Typel: No
Blk device 0: Metadata capabilities:
As part of a separate buffer: No
As part of an extended data LBA: No

// BB —A256GBHINVMe, HURBANFIZGE, 72k H&uiReetimn, R,
=> nvme info
Device 0: Vendor: 0x144d Rev: EXD7201Q Prod: S444NA0OM384608
Type: Hard Disk
Capacity: 244198.3 MB = 238.4 GB (500118192 x 512)

// EFEIDNOHInvme B %

=> nvme device 0

Device 0: Vendor: 0x144d Rev: EXD7201Q Prod: S444NAOM384608
Type: Hard Disk
Capacity: 244198.3 MB = 238.4 GB (500118192 x 512)

is now current device

// #0x40000000 W - B 0x55aa55aa
=> md.1l 0x40000000 1
40000000: d08ec033 3...
=> mw.l 0x40000000 Ox55aa55aa
=> md.1l 0x40000000 1
40000000: 55aa55aa .U.U

// M0x40000000 NAEFFLEEL 1 Mblock$iiE, S ANVMERILBA OHifl
=> nvme write 0x40000000 0Ox0 Ox1

nvme write: device 0 block # 0, count 1 ... 1 blocks written:

// W TF0x44000000 1%, il EIGEIE
=> md.1l 0x44000000 1
44000000: ffffffff

// MNVMelfJLBA o#fidik, EH1 M block¥dE, B AMNFE0x44000000
=> nvme read 0x44000000 O0x0 Ox1

nvme read: device 0 block # 0, count 1 ... 1 blocks read: OK

OK



// HiN0x44000000 A7 B /& MNVMe 52 [8] 5K [
=> md.l 0x44000000 1
44000000: 55aabbaa .U.U

5.19 Pinctrl

5.19.1 HE 22 37 ¢

pinctrl 3X{# F pinctrl-uclass AHE 4L ATFRHESE

fic & -

CONFIG PINCTRL GENERIC
CONFIG PINCTRL_ ROCKCHIP

HEZRARAD -
./drivers/pinctrl/pinctrl-uclass.c
EH A :

./drivers/pinctrl/pinctrl-rockchip.c

5.19.2 MK 1
int pinctrl select state(struct udevice *dev, const char *statename) /) WER
S
=
int pinctrl get gpio _mux (struct udevice *dev, int banknum, int index) // FRECIR
==

ARy

pinctrl HEZL2:7E #-Ndriver probe B SAEZE H 5 N H % & "default™ R4S, P — A 75 ZiH Fpinctrliz O .

5.20 Pmic/Regulator

5.20.1 HEZE S ¥F

PMIC/Regulator 4%z {8 FH| pmic-uclass. regulator-uclass HEZEFIbRAERE 1.

PMIC #:
rk805/rk808/rk809/rk816/rk817/rk818

Regulator 37 £F:

rk805/rk808/rk809/rk816/rk817/rk818/syr82x/tcsd452x/fan53555/pwm/gpio/fixed
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Be -

CONFIG DM PMIC

CONFIG_PMIC CHILDREN

CONFIG PMIC RK8XX // &M T H AT A RKSXX R AT v
CONFIG DM REGULATOR

CONFIG_REGULATOR_PWM

CONFIG_REGULATOR RK8XX // &M T HHIATARKSXXRFILF
CONFIG REGULATOR FAN53555

HEZRACRS -

./drivers/power/pmic/pmic-uclass.c

./drivers/power/regulator/regulator-uclass.c
GBS

./drivers/power/pmic/rk8xx.c
./drivers/power/regulator/rk8xx.c
./drivers/power/regulator/fixed.c
./drivers/power/regulator/gpio-regulator.c
./drivers/power/regulator/pwm regulator.c

./drivers/power/regulator/fan53555 regulator.c

5.20.2 FHRHE O

// 3Hlregulator. @platname: “regulator-name”&EMHEF, W: vdd arm. vdd logic;

int regulator get by platname (const char *platname, struct udevice **devp):;

// AFRE /K

int regulator get enable(struct udevice *dev);

int regulator set enable(struct udevice *dev, bool enable);

int regulator set suspend enable(struct udevice *dev, bool enable);

int regulator get suspend enable(struct udevice *dev);

// BLE /R

int regulator get value(struct udevice *dev);

int regulator set value(struct udevice *dev, int uV);

int regulator set suspend value(struct udevice *dev, int uV);

int regulator get suspend value (struct udevice *dev) ;

5.20.3 init B &

Eiﬁﬁ%?ﬁﬁf*7iiﬁ?§§¥E%reguknort%E§%Uﬁﬁiﬁﬂ%fEfﬁEH, ﬁﬁ%%ﬁ%i§ﬁﬁ@ﬂ%§,regulator=boot-on:

L] Eﬂ%i regulator-min-microvolt %ﬂ regulator-min-microvolt yﬂfﬁﬁﬂﬁi;

o fiLE regulator-init-microvolt = <...>
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vdd arm: DCDC REGL {
regulator-name = "vdd arm";
regulator-boot-on; // WA E
regulator-min-microvolt = <712500>;

<1450000>;

regulator-init-microvolt = <1100000>; // BBV HEENL. 1v

regulator-max-microvolt

5.20.4 Bkt ¥ a6 4k

n FAR BT F B regulator I RIZA4L, AT regulator-loader-ignore »

vdd arm: DCDC REGL {
regulator-name = "vdd arm";
regulator-loader-ignore;// XHU-BootM B frequlatorWIitbH R, kernel LK

5.21 Reset

5.21.1 fEZE 37 ¥F

reset JXZ1# ) reset-uclass.c HEZEFIFR#ERE L . RK 4 Freset BISEF 2347 CRU B E A7 .

He & -

CONFIG DM RESET
CONFIG RESET ROCKCHIP

HEZZACRY
./drivers/reset/reset-uclass.c
KB AR :

./drivers/reset/reset-rockchip.c

5.21.2 fHRE O
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// W reset )il

int reset get by index(struct udevice *dev, int index, struct reset ctl

*reset ctl);

int reset get by name(struct udevice *dev, const char *name,
struct reset ctl *reset ctl);

// FEMreset

int reset free(struct reset ctl *reset ctl);

// EKreset

int reset request(struct reset ctl *reset ctl);

// MK reset. Fiflreset

int reset assert(struct reset ctl *reset ctl);

int reset deassert(struct reset ctl *reset ctl);
el

struct reset ctl reset ctl;

ret = reset get by name(dev, "mac-phy", é&reset ctl);
if (ret) {
debug ("reset get by name() failed: %d\n", ret);

return ret;

ret = reset request(&reset ctl);
if (ret)

return ret;

ret = reset assert (&reset ctl);
if (ret)

return ret;

ret = reset deassert (&reset ctl);
if (ret)

return ret;

ret = reset free(&reset ctl);
if (ret)

return ret;

521.3DTS L &

U-Boot ERIAJE HresetThRg, P R FEFEAMAT 55 B8 8 TR EN reset X GBI 7]

/7 HE:
reset-names = <name-string-list>

resets = <cru-phandle-list>

%190 gmac2phy:
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gmac2phy: ethernet@ff550000 {
compatible = "rockchip, rk3328-gmac";

// FEEreset)@it
reset-names = "stmmaceth", "mac-phy";

resets = <&cru SRST GMAC2PHY A>, <&cru SRST MACPHY>;

5.22 Rng

5.22.1 HEZLSZ #F

RNG I T-Se LA BE ML R B -

HEHACHD
./drivers/rng/rng-uclass.c

Y
./drivers/rng/rockchip rng.c

i

CONFIG DM RNG=y
CONFIG_RNG ROCKCHIP=y

5.22.2 fHRFE T

// @buffer: RAFBEALECSH
// @size: BEWLELKSE, H4i: byte

int dm rng read(struct udevice *dev, void *buffer, size t size)

5223 DTS fir &

A NRNG A& Cryptoff E R ER [ ThE 2 —, BT ARNG™ 55 R Crypto i s —FEA V1/222. 3. RNGT 5[
compatible = B4 P F:

compatible "rockchip, cryptovl-rng";

compatible = "rockchip,cryptov2-rng";

SEELAT AL B i S rv1126.dtsi. 1k3568.dtsi. 1k3399.dtsi%% 3 A
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5.23 Spi

5.23.1 HEZE 7

HEZARHY .
. /drivers/spi/spi-uclass.c
KB AL -
./drivers/spi/rk spi.c
menuconfig AL & :

CONFIG_ROCKCHIP_ SPI=y
CONFIG CMD SPI=y

5.23.2 FHR O

J/include/spi.h

// WIGEWXTR. SsPT 4k
struct spi slave *spi setup slave(unsigned int bus, unsigned int cs, unsigned int

max hz, unsigned int mode);

/7 FRE\RE TR 45
int spi claim bus(struct spi slave *slave);

void spi release bus(struct spi slave *slave);

/7 EHEEE
int spi xfer(struct spi slave *slave, unsigned int bitlen, const void *dout,
void *din, unsigned long flags);
int spi write then read(struct spi slave *slave, const u8 *opcode,
size t n opcode, const u8 *txbuf, u8 *rxbuf,

size_t n_buf);

5233DTS it &

&spil {
u-boot,dm-pre-reloc;

status = "okay":;


af://n2747
af://n2748
af://n2755
af://n2758

5.23.4 i 7= 11
HWS drivers/power/power_spi.c
5.23.5 il i &
4§ ] emd_spi AHIS AT 4
sspi 3:0.0 24 AAA # bus3:cs0:mode0 fEHIKIEN24bits RN "anar
5.23.6 i L i) /3 At

Ql: WHES?
Al: AEMAINST N fomux Al clock F2& 75 Hc B & H .,
Q2: RK3399 cmd_spi 7% ?

A2: cmd FrBYERIAE Fkernel dtb, ERIA kernel tk3399.dtsi aliases #& 75 H AN spi 6 7T

5.24 Storage

TR IR AE AR AE A ESE, ViR O3] BLK EHA T3 X R%. H iM% %
eMMC. Nand flash. SPI Nand flash. SPI Nor flash, " flash A5 FIHEZE MR
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=
=

rknand J7

rkflash J7

ES

rkflash J5
% (SPI
Nor %)

SLC Nand
VAR

SPI Nand
VAR WAES

SPI Nor F

i B :

FEFF
INETEES
i)

MLC
TLC
Nand

SLC
Nand.
SPI Nand

SPI Nor

SLC

Nand

SPI Nand

SPI Nor

EX oLt

drivers/rkand

drivers/rkflash

drivers/rkflash

drivers/mtd/nand/raw

drivers/spi/rockchip_sfc.c

drivers/spi/rockchip_sfc.c

flash £ 42

drivers/rkand

drivers/rkflash

drivers/rkflash

drivers/mtd/nand/raw

drivers/mtd/nand/raw

drivers/mtd/spi

T M
B
KA

block
g

block
e

block
%
mtd
W
mtd
W

mtd
Wk

mtd
8l
mtd
block
W

E:S 5
ARG

FAT.
EXT.
SquashFS

FAT.
EXT.
SquashFS

SquashFS.
JFFS2

UBI

UBI

SquashFS.
JFFS2

1. rkflash 5 PR 77 % 9T Nand flash )32 FFF B X HIFE T rkflash Z2 1% rk ftl (Flash Transfer
Layer) {EAFAEIRSNH, TR JT 5 ftl 3550 WK T SO 240 3 9 1 flash &R, 4140 UBI

A RGPV B, B #7553 & Nand flash f 30 R Gkt -

5.24.1 fEZE S FF

rknand

rknand 2 X K & Nand flash W& FTTFRIAZAETXE), 183 Nandc host 55 Nand flash device 1815,

R F FiRiE B 2% (RKNandFlashSupportList) , 3&F BL T ik .

e SLC. MLC. TLC Nand flash

BC & :

CONFIG_ RKNAND

GBS

./drivers/rknand/

rkflash

/i
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rkflash &4 5F % F /NE B RO & TR T 2665830, HrP Nand flash #9372
Nand flash device 15 5E %, SPI flash [J57 £f/& 8L SFC host 5 SPI flash devices 15
FiiE 2% (RK SpiNor and SLC Nand SupportList) , & PL T BikE:

i# it Nandc host 5
SER,  BAAE

e 128MB. 256MB #1 512MB #] SLC Nand flash
e #[4> SPI Nand flash
e #[4y SPI Nor flash ik

LW

CONFIG RKFLASH

CONFIG RKNANDC NAND /* /NE&EJfF[Nand flash */

CONFIG_RKSFC_NOR /* SPI Nor flash */

CONFIG RKSFC NAND /* SPI Nand flash */
YRS S

./drivers/rkflash/

1. SFC (serial flash controller) #& Rockchip A i {# 57 #F spi flash AT i 11 & FA R,
2. BT rknand 3x3)) 5 rkflash 3%} Nand fRASH fil 350 A2, FriA

e CONFIG_RKNAND 5 CONFIG_ RKNANDC NAND AR [ fic &
e CONFIG_RKNAND 5 CONFIG_RKSFC_NAND A~ gt [Flf] Fic &

MMC & SD

MMCHZ AR, il eMMC; SDAE—FidE T2 SRR AAZ 8 18— R0 12 & % - #Erockehip
&, EAFEH—A dw_mme #Hl# (Bk T71k3399, 1k3399pro) -

W&

CONFIG_MMC_ DW=y
CONFIG_MMC_ DW_ROCKCHIP=y
CONFIG_CMD MMC=y

XSS A -
./drivers/mmc/

SLC Nand & SPI Nand & SPI Nor JF il /5 &

BT IR X AT 7835 A2 UBI XU RGEHI AT AT, RK 583 flash &5 &L ITHIEARS )77 %, HIFIA
J7 S ERINIER] pre loader Jy SPL 1RSI %, BT LUKE 2B B #2455 SPL AR EOR S M

W&

1. SPL . MTD. JFEfEAEIEEN A2 MTD block Bt & : %% CH10-SPL 4.2 &7
2. £F% rkflash ZHECHE :

CONFIG RKFLASH=n

WA LA



./drivers/mtd/nand/raw //SLC

./drivers/mtd/nand/spi //SPI

./drivers/spi/rockchip sfc.c //SPI

./drivers/mtd/spi //SPI
5.24.2 tHHE L

Nand FHEIRZ) K Pl
Nand W)z

Flash F#EIKZ)

Nor HhiMJZE

A X 7 R 2 AR BIBLK R, it AJE 1 (T A i 08 3 40 7 45 1 0 )«

/) REAFAE A

struct blk desc *rockchip_get_bootdev(void)

// Vil

unsigned long blk dread(struct blk desc *block dev,

lbaint t start,

lbaint t blkcnt, void *buffer)

unsigned long blk dwrite(struct blk desc *block dev,

lbaint t blkent,

unsigned long blk derase(struct blk desc *block dev,

lbaint_t blkent)

5243DTS il &

eMMCH & :

// rkxxxx.dtsifitE
dwnmc@££390000 {
compatible =
<0x0 0xff390000 0x0 0x4000>;
<150000000>;

emmc :
"rockchip,px30-dw-mshc",
reg =
max-frequency =
clocks = <&cru HCLK EMMC>,
<gcru SCLK EMMC DRV>,

lbaint t start,
const void *buffer)

lbaint t start,

"rockchip, rk3288-dw-mshc";
// ¥EH#R T base address KK E
// eMMCE BRI By 50MazZ , 2C E eMMC
// HS200#E R, Zmax-frequencyiK

<&cru SCLK EMMC>,
<&cru SCLK EMMC SAMPLE>;

/7 Pl R b

clock-names = "biu", "ciu", "ciu-drv", "ciu-sample"; // ZElEE N4
fifo-depth = <0x100>; // £ifolRBE, BRAALE
interrupts = <GIC SPI 53 IRQ TYPE LEVEL HIGH>; // TWRE
status = "disabled";
}i
// rkxxxx-u-boot.dtsi
sgemmc {
u-boot,dm-pre-reloc;
status = "okay";
}
// rkxxxx.dts
&emmc {
bus-width = <8>; VA & 3=%- A AH
cap-mmc-highspeed; // FRRERME S FFhighspeed mmc
mmc-hs200-1_8v; // SCHFHS200
supports-emmc; // FRIRIGEE NeMMCc TR, AN, W TEVENIGE
ks
disable-wp; [/ T RYBEweER, FERE
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non-removable; [/ BIUR R ZIER A A # 8k & . BRI AU N
T

num-slots = <1>; [/ AR EE LA
status = "okay";
bi
Nandc it & :
&nandc |

u-boot,dm-pre-reloc;
status = "okay";

i
SFC Bt & :

&sfc {

u-boot,dm-pre-reloc;

status = "okay";

spi nand: flash@O {
u-boot,dm-spl;
compatible = "spi-nand";
reg = <0>;
spi-tx-bus-width = <1>;
spi-rx-bus-width = <4>;
spi-max-frequency = <96000000>;

}i

spi nor: flash@l {
u-boot,dm-spl;
compatible = "jedec, spi-nor";
reg = <0>;
spi-tx-bus-width = <1>;
spi-rx-bus-width = <4>;
spi-max-frequency = <96000000>;

1. BB BRI 2, u-boot NN HF spi-tx-bus-width = <1> ffj—%k SPI flash 1% %i;

5.25 Thermal

5.25.1 HEZE 37 #r

Thermal FEHH T3k Hltsade R R L, BRINSRIUK & CPUIR L -
HEZR ARG «

./drivers/thermal/thermal-uclass.c

LI IMTE
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./drivers/thermal/rockchip thermal.c

e .

CONFIG DM THERMAL=y
CONFIG ROCKCHIP THERMAL=y

5.25.2 FHR %

// Qtemp: PRAFIRHEE]HIIEE

int thermal get temp(struct udevice *dev, int *temp)

5253 DTSHL &

PAZ IR dts— IBEER AR AT Se BE e BN e

5.26 Uart

serial {1 ] serial-uclass.c HEZEFIARERE T, H AT EZZUART debug e .
e -
// fHRERCE

CONFIG DEBUG UART
CONFIG SYS NS16550

/] SHEE

CONFIG DEBUG_UART BASE
CONFIG DEBUG UART CLOCK
CONFIG BAUDRATE

HEZE AR :
./drivers/serial/serial-uclass.c
IXBH AR

./drivers/serial/ns16550.c

5.26.1 F M B H

FAMEE 3 U-Boot M BEATUART debug Jf2 41~ (uart2 AFD -

¢ CONFIG ROCKCHIP PRELOADER SERIAL %@ H

e board debug uart init () HELH vartiomux (JERE: LT EHMO. ml BN ERE D ;
* board debug uart init() H AL E uart clock , RIER 22 24Mhz
defconfig B #1 CONFIG_BAUDRATE ;


af://n2902
af://n2904
af://n2906
af://n2914

e defconfig B8 #7 CONFIG DEBUG UART BASE ;
e U-Boot uart 17 s H 40 2 > 22 @ v If HATRE

sguart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;
status = "okay";

i

e U-Boot chosen 7 s 145 € stdout-path:

chosen {
stdout-path = &uart2;
}i

5.26.2 4 5 5 #r

Pre-loader serial J& SZHL AT 2% 8 /4 Ht FEUART debug fit B FIMLHI, XLEFE 4 H%: ddr. miniloader. bl31.
op-teen U-Boot. Jii#H: HIfH BB ddr bin Bl E 4FUART debug JF Hidik ATAGS £ SHLHE g AL H T
%, ZEFIREL UART debug BCE#HA T CAAELHE kernel)

F P a] BB &P ddr bin B ) 5 O C B SEHLUART debugft 45 & e, 3%

DDR bin it &

rkbin G B4 T THRAHPEREAFRMSE, 55 .
tools/ddrbin tool

tools/ddrbin_param.txt
tools/ddrbin_ tool user guide.txt

U-Boot fit. &

1 [ RERC & -
CONFIG ROCKCHIP PRELOADER SERIAL // CL&BRiIMfiifE

2 rkxx-u-boot.dtsi HH A H B vart 71 500 & M “u-boot,dm-pre-reloc;”;
3 aliases 2237, serial 44, K AU-Boots&iEiTaliaestk 2 B AR S I HIHIL E .

4 /arch/arm/dts/rk1808-u-boot.dtsi BN T 78, NATE uvart L H 4

aliases {
mmcQO = &emmc;

mmcl = &sdmmc;

/] AN 4

serial0 = &uartO;
seriall = &uartl;
serial2 = &uart2;
serial3 = &uart3;
seriald = &uartd;

serialb5 = &uarth5;
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serial6 = &uarté6;

serial7 = &uart7;

// Wi ilu-boot, dm-pre-reloc)®
suart0 {
u-boot,dm-pre-reloc;
}i
s&uartl |
u-boot,dm-pre-reloc;
bi
&uart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;
status = "okay";
bi
suart3 {
u-boot,dm-pre-reloc;
}i
s&uartd |
u-boot,dm-pre-reloc;
bi

5.26.3 K PAIFTED

CONFIG DISABLE CONSOLE=y

5.26.4 4% 1

// UART debug#%l

void putc(const char c);

void puts(const char *s);

int printf (const char *fmt, ...);

void flushc(void);

// BRAMEIEAE T RE I A B UARTH

int serial dev _getc(struct udevice *dev);

int serial dev_ tstc(struct udevice *dev);

void serial dev putc(struct udevice *dev, char ch);

void serial dev puts(struct udevice *dev, const char *str);
void serial dev_ setbrg(struct udevice *dev, int baudrate);

void serial dev clear(struct udevice *dev);

5.27 USB

U-Boot USBE EflffDevcie. Host. PHYFIUSBANMEUKE JLEB 7, A= TR &880 FIHE LR Y
B W B A IS A A i &
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5.27.1 HEZE 7 7

Device

DeviceZt T-GadgetfEZ2 (AMEADM_USB) , — &L E Arockusblifastbootts =, T [l {FTH4%. [l {AL
555 . rockusbfh BIETUMSHIY, HARZSHLZ DLHOOK [ 7 sk N BJUMSHEZE 1, HAKAT ZFrockusbiik
B SEI o

HHI, USB DevicetZ il #8 B DWC2HIDWC3FFl, 0 —20E5 RSBl —MOTGHE %5, Frik
CONFIGH R 75 R — Pz il 25 AH S e B BRI AT, HAAR IR 3% 1) 2% 75 222 ) ts iy TRM B R ockchip USBF
KIEH .

B

CONFIG USB=y

// gadgetBt &

CONFIG_USB_GADGET=y

CONFIG_USB_GADGET MANUFACTURER="Rockchip"
CONFIG_USB_GADGET VENDOR NUM=0x2207
CONFIG_USB_GADGET PRODUCT NUM=0x330a // MRt TDit &
CONFIG_USB_GADGET VBUS DRAW=2

CONFIG_USB_GADGET DUALSPEED=y

// rockusbli B

#define CONFIG USB FUNCTION MASS STORAGE // fi7Tinclude/configs/rkxxx common.h
CONFIG USB_GADGET DOWNLOAD=y

CONFIG_CMD ROCKUSB=y

// DWC3#E | #eiic B
CONFIG_USB_DWC3=y
CONFIG USB_DWC3 GADGET=y

// DWC2#%E | #eiic B
CONFIG_USB_GADGET DWC2_ OTG=y

HEZR ARG «

// gadgetHE4
drivers/usb/gadget/g dnl.c
drivers/usb/gadget/g dnl.c
drivers/usb/gadget/config.c
drivers/usb/gadget/epautoconf.c
drivers/usb/gadget/usbstring.c

drivers/usb/gadget/f mass_ storage.c
KB -

// rockusb
cmd/rockusb.c

drivers/usb/gadget/f rockusb.c

// controller
drivers/usb/gadget/dwc2 udc otg* // dwc2 OTGHEH#s
drivers/usb/dwc3 // dwc3 OTGIEHi#%
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Host

Host$% | 28 F5OHCI, EHCIAIxHCI, HAxHCIW] SZFFUSB3 ¥4, (HFHA R FTA 18 7 # A 42 iixHCI
Pt as, EARSERRE I ES 0 A TRME Rockehip USBITF A 6 . Hostf% il 4 B 545 &
UPSTREAMACHE 37 DM _USBEC &, Al Host T & 3= B2 2 il 28 6 N DTS [ 38 it TAF

He & -

CONFIG_USB=y
CONFIG DM USB=y

// xHCI

CONFIG USB HOST=y

CONFIG _USB_XHCI HCD=y
CONFIG USB XHCI DWC3=y
CONFIG USB DWC3_ GENERIC=y

// EHCI
CONFIG_USB_EHCI HCD=y
CONFIG_USB_EHCI_ GENERIC=y

// OHCI
#define CONFIG _USB OHCI NEW // fiTinclude/configs/rkxxx_common.hH
#define CONFIG_SYS USB_OHCI MAX ROOT PORTS 1

CONFIG_USB_OHCI HCD=y
CONFIG USB_OHCI GENERIC=y

HEZRACAD:

// HEZRARHD
cmd/usb.c

drivers/usb/host/usb-uclass.c

// EHCI
drivers/usb/host/ehci-generic.c
drivers/usb/host/ehci-hcd.c

// OHCI
drivers/usb/host/ohci-generic.c
drivers/usb/host/ohci-hcd.c

// xHCI
drivers/usb/host/xhci.c
drivers/usb/host/xhci-dwc3.c
drivers/usb/host/xhci-mem.c

drivers/usb/host/xhci-ring.c

PHY

U-Boot USB PHY &= E A F5USB2FIUSB3 PHY¥X)), {#FIDM_USBALE, A LinuxN#ZDTB. EAAPHY
TP () 8 B A 100 75 2 2[5 ot Fr TRME R ockchip USB PHY T K 457 .

B



CONFIG_PHY=y

// INNO USB2

CONFIG PHY ROCKCHIP INNO USB2=y

// INNO USB3

CONFIG_PHY ROCKCHIP INNO USB3=y

// NANENG USB2

CONFIG PHY ROCKCHIP NANENG USB2=y

// NANENG COMBOPHY
CONFIG_PHY ROCKCHIP NANENG COMBOPHY=y
// RK3399 USBDP PHY

CONFIG_PHY ROCKCHIP TYPEC=y

HEZR AR :

drivers/phy/phy-uclass.c

WA

// INNO USB2
drivers/phy/phy-rockchip-inno-usb2.c

// INNO USB3
drivers/phy/phy-rockchip-inno-usb3.c

// NANENG USB2
drivers/phy/phy-rockchip-naneng-usb2.c

// NANENG COMBOPHY
drivers/phy/phy-rockchip-naneng-combphy.c
// RK3399 USBDP PHY
drivers/phy/phy-rockchip-typec.c

HE sk
U-Boot USB 4} % 37 £ E 2 HUSB HUB. USBHE#FIUMS 4% .
[

// USBHESE

CONFIG_USB_KEYBOARD=y
CONFIG_USB_KEYBOARD FN KEYS=y // (HFF1-F12, INS, HOMESSHRIEMHE.

// USBAFMifi % %
CONFIG USB_STORAGE=y

HEZRARHS «

// HEZLAXHY
common/usb.c

drivers/usb/host/usb-uclass.c

// UsBEEH:
drivers/input/usb_kbd.c

drivers/input/keyboard-uclass.c

// USBAEA%BEA

common/usb/usb_storage.c



5272 R &

Device

[A’NUSB Device M# FHDM_USB/5 3K, Fit A 75 ZL7E Board SC A HH I B X 37 35 1ll #% () Properties, L ATUSBE
g AOHEE, TX FIFOM K /N,

// DWC3FEHH|ZH I &
// board/rockchip/evb rk3399/evb rk3399.c
#ifdef CONFIG USB_DWC3
static struct dwc3 device dwc3 device data = {
.maximum_speed = USB_SPEED_HIGH,
.base = 0xfe800000, // MIEAFLFTUSB OTGIE s Z b REAT 1224
.dr mode = USB_DR MODE PERIPHERAL,
.index = 0,
.dis u2 susphy quirk = 1,
.usb2 phyif utmi width = 16,
bi

int usb_gadget handle interrupts(void)
{
dwc3_uboot_handle_interrupt(O);

return 0;

int board usb init(int index, enum usb init type init)
{

return dwc3 uboot init (&dwc3 device data);

}
fendif

// DWC2ZH| M & B fE rockchipil Hboard. c AFSEHL, —MBATESZK .

// arch/arm/mach-rockchip/board.c

USBi# 4%
T RAE FHUSBE RSN U-Boot frifEfi N %, 75 EAEstdin? 5548 &8 H 8 flusbkbd, SHEARALWIT .

/[ INEEAR R B AT T S R Sk S
// include/configs/evb rk3568.h

#define ROCKCHIP DEVICE SETTINGS \
"stdin=serial, usbkbd\0" \

5273 DTS it &

TR SCHTIR, USB Device MEHDM_USB A, FTUAAFTEEMKDT I M IECE; USB HostfTUSB PHY
IRFF A Linux A% DTB, Kk, 0 PAE M A Linux N#%DTB, R E i B /# F1U-Boot DTBH] £ Linux
PIAZAE 15 1 A S o
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5.27.4 =14

rockusb

rockusb - Use the rockusb Protocol

Usage:

rockusb <USB controller> <devtype> <dev[:part]> e.g. rockusb O mmc 0

BN = J7EHE ANU-Boot loader T+ 2R 28 :

o il ilreset + revovery& i 7 2k ;
o FHAU-Bootir 417, AT _LiRArLF JErockusb, HEAFRB ;
o ARG, WAITIAT “reboot loader” i H 5 #E AT

usb

usb - USB sub-system

Usage:

usb start - start (scan) USB controller

usb reset - reset (rescan) USB controller

usb stop [f] - stop USB [f]=force stop

usb tree - show USB device tree

usb info [dev] - show available USB devices

usb test [dev] [port] [mode] - set USB 2.0 test mode
(specify port 0 to indicate the device's upstream port)
Available modes: J, K, S[E0 NAK], P[acket], F[orce Enable]

usb storage - show details of USB storage devices
usb dev [dev] - show or set current USB storage device
usb part [dev] - print partition table of one or all USB storage devices

usb read addr blk# cnt - read “cnt' blocks starting at block "blk#'
to memory address “addr'
usb write addr blk# cnt - write “cnt' blocks starting at block “blk#'

from memory address “addr'

U-Boot USBANSCRFBE & i, PRI 7R AT USB T & M 2 M T ¥4

o BT “usb start” B “usb reset” a4, MEHTIESI T SRR PTG port L E AN B
o I “usb stop” AT W FTAT B, M a i g Bt

o “usb info” F “usb tree” #iy2 1] LA FH 1% 355 A U ATIER 1% &5 B

o “usb storage” X L N HIFIA 4 A TUMSITIRE, BMAMEH F%ESHEGLSU .

fastboot

fastbootfit B & i 115 2% CHO4- R Gi A5t Fastboot® 4.

5.28 Vendor Storage

Vendor Storage H T2/ SN. MAC AT Z N 1/ . BHEAFIHE NVM (e MMC. NAND %5) [
REGX, HE2A&N, SRR EEEA LR, TR,

FEHI BERL S5 3CRY (appnote rk vendor storage) o
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5.28.1 J& FR IR

—JL4 vendor MG 1% 4 A~47 X, vendorO. vendorl. vendor2. vendor3. % vendorX (X=0. 1.
2. 3) 1 hdr BAERA — AN BB IE ) version B TR B vendorX # B H BT ZI| fi o R RIRAE H L
58T vendorX (R version fx KD , B HEAEMII (52 B % version H H A JF G5 BEACH (5 B
F| vendorX+1 73X B o FIUT4HT N vendor2 L RIE E, £ B/EHEE, HESAKZ vendor3. X
PR 2N T B — AN B ) 2 2B

5.28.2 HEZE 37 7

U-Boot HEZ2 7% 32 FF Vendor Storage HfE, Rockchip H CL3ZH! T —% Vendor Storage JXz)).

PCH -
CONFIG_ROCKCHIP_VENDOR_PARTITION
B

./arch/arm/mach-rockchip/vendor.c

./arch/arm/include/asm/arch-rockchip/vendor.h

5.28.3 4L

int vendor storage read(ul6 id, void *pbuf, ul6 size)

int vendor storage write(ul6 id, void *pbuf, ul6 size)

KT id e XAE, 1#52% (appnote rk vendor storage) ©
5.28.4 TjjRE Bl

U-Boot i D417 T4 H "rktest vendor" iy 4 1] LLiE4T Vendor Storage ZhiE H Ml .

5.29 Watchdog

5.29.1 HEZE 37 7

watchdog JREI{# ] wdt-uclass.c HEZLAFR7ERZ I,

fic & -

CONFIG_WDT
CONFIG_ROCKCHIP WATCHDOG

HEZRARHS -
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./drivers/watchdog/wdt-uclass.c
XEH A :

./drivers/watchdog/rockchip wdt.c

5.29.2 R O

// WCEMRSE I I A B S siwdt (@flagsERIAIHO)

int wdt start(struct udevice *dev, u64 timeout ms, ulong flags);
// KHwdt

int wdt stop(struct udevice *dev);

/7 R

int wdt reset(struct udevice *dev);

// B, HECREZ B Eh L

int wdt expire now(struct udevice *dev, ulong flags)

H i U-Boot MBRIAAE AV S AT AVEH] wdt Dhfg, FI7 Al B O /& SR 7 H .
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6. Chapter-6 i3t [ 7 2

6.1 kernel-DTB
6.1.1 it &

U-Boot A= ZEF B SK — Bt 1 2 2563 —47 U-Boot dts, Jf H.U-Boot dtsZE il B dtb 2 T 1. 5]U-Boot H C.
FE R . XFMSEESoCT-4 L, NHUR T 7 BN U-Boot 1% «

FAIAHERIL, L —ASoCF B AR IR T2 [ FERAM I ZE R, SoCR L7 2 — B . RKF &
N T EH—ASoCF BT E—frU-BootBi &, FILHIIN 1 kernel DTB AL A5 8l 2 AL B (B Be )
Flkernel DTB, HI'E ML B IE B WIS

Fr LA RK F- 6 1853 3CKF kernel DTB 7] LAA B84 1% 7, W1 display. pmic/regulator. pinctrl. clk

faray
STo

kernel DTB )8 F 75 Z4K#5 OF _LIVE (live device tree, fAi#%: live-dt) .

config USING KERNEL DTB
bool "Using dtb from Kernel/resource for U-Boot"
depends on RKIMG BOOTLOADER && OF LIVE
default vy
help
This enable support to read dtb from resource and use it for U-Boot,
the uvart and emmc will still using U-Boot dtb, but other devices like

regulator/pmic, display, usb will use dts node from kernel.

6.1.2 Live device tree

T 5

5] Nkernel DTB/i5 U-Bootft BAEE A DTB, H 76k, & . CryptoZfib 5U-Boot DTBHIZE, HA
T Skernel DTBAHIE. B4 FEU-BootFi B 7] BETEAS [ I 22 75 B A X vy [m] BIIX PR S (P, TpAsidle S m]
A H CDTB A5 R

W, XPEBEHRFE T AFMDTB, 1 gd->fdt blob X A et AT —4 A RS )k, X%
EB4Ip? Bl Nkernel 1) dts fx 2 E AL 25 kernel fEH, FrAHAGEIE U-Boot dts 1 HELET s H #overlay
#l kernel dts & J—17 .

Live dt A DA HX AN AL Tive dt R EE: WI4AIEH BCU-Boot E 8 NDTB, {EFTIDTBY mif%
#r A struct device node 77 L EERR, FHHABAATIdevice-driverdf € . LLJG device-driver 21 [ DTBTY s B
HH#Vj M H 2 device node B, AFEZEHE VA JEA DTB.

AL, #24FU-Bootflkernel IDTBERLEE T 4% H Hidevice-driverff4, H AT F B HEZEV5 MIDTBX 4.
X T U5 i P DTB 5] A 5
e =5

./doc/driver-model/livetree.txt
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fdt fl live dt #% #: .

ofnode 287 (include/dm/ofnode.h) AP Fl dt HBSZEFHT—Fhdt 2455, {HH live dt B device node SK1ji
] dt &5 5, AL fdt I P offset 5 i) dt 35 fio =4 7 2L [A) I SCRE P D 282 1 R S I 185 15 1 ofnode 287

ofnode Z5 14

/*
* @np: Pointer to device node, used for live tree
* @of offset: Pointer into flat device tree, used for flat tree. Note that this
& is not a really a pointer to a node: it is an offset value. See above.
*/
typedef union ofnode union {
const struct device node *np; /* will be used for future live tree */
long of offset;

} ofnode;

e "dev_". "ofnode "JF3kMIERECHSCREFIFN dt Ui Ty =
o "of "JFL KR A SCHF live dt (4
o "fdtdec "\ "fdt "FFk@)eRER R SCHF fdt R

6.1.3 W11 S 30

kernel dtb V]2 7E ./arch/arm/mach-rockchip/board.c HjJ init kernel dtb() HSrPiry. e U-
Boot [ dts EL 2 F1H#5¢ &, mme/nand/nor Z5A7-fif BREH T 1EH TAE.

BEE ANEF 32 kernel dtb, S8 J53EAT live dt 58T bind BT device-driver, )5 8T gd->fdt_blob
Fa%r 481 kernel dtb B[,

6.1.4 U-Boot

o U-Boot % ¥ 78 il Jm £ 7E./dts/ H 33 T AL M4 dtb:

o dtdtb: i defconfig B CONFIG DEFAULT DEVICE TREE T8 7EH dts 4 A3 2If;

o dt-spl.dtb: 8 dt.dtb 1 u-boot, dm-pre-reloc BT S EEEMEHE K, FH L3 defconfig
CONFIG_OF SPI, REMOVE PROPS 8 3E [ property 3], — MBI H 1. DDR. fAE%50K5)
AR £ : DMCy UART. MMC. NAND. GRF. CRU%.

o AJAH! CONFIG_USING KERNEL DTB Mt RZi{#H] dt.dtb; /M CONFIG_USING_KERNEL_DTB I %
i8] dt-spl.dtb.

o dt.dtbE{# dt-spl.dtb7EU-Bootdm 45 W & # 4 i 44 Hu-boot.dtb, #AJ51E M Eu-boot.binflIKE. H
AJ DL fdtdump i 2K B u-boot.dtb T P 45

6.2 WiZft

W

R % A5/ B U-Boot Wi [alkernel /& i 2 5.
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6.2.1 cmdline

U-Bootitlkernel DTBH ] /chosen/bootargs BEUH K, BevEN EHNEEENES
[f] /chosen/bootargs 1 &, EFIfEi#cmdlinef] H K.

6.2.2 WL &=

U-Bootf&ttkernel DTB!H] /memory T si, JEATHMNFEREEBHG L. THHUE A MRITE:

## Chapter-6 Booting Android Image at 0x0027£800 ...
Kernel load addr 0x00280000 size 23387 KiB
RAM disk load addr 0x0a200000 size 782 KiB
## Chapter-6 Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
XIP Kernel Image ... OK
'reserved-memory' ramoops@110000: addr=110000 size=£0000
Using Device Tree in place at 0000000008300000, end 0000000008314648

// kerneln] F )N A7 25 [H]
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)

Total: 473.217 ms

Starting kernel ...

6.2.3 He =

HEHIE ST AR AL A {2 kernel DTB. U1F:

RED=V) R A 1EH

/serial-number g FF o

/memory B kernel 7] I A 77
/display-subsystem/route/route-edp/ bEWII TR Z E (edp )
/chosen/linux,initrd-start ellfE ramdisk FRiGHhHE
/chosen/linux,initrd-end elfzs ramdisk &5 S hE
/bootargs LB kernel 7] i, cmdline
GMAC 17 i N ] mac-address X local-mac-address (L5 mac il

arch/arm/mach-rockchip/board.c: board fdt fixup() LB MR 2 ) fdt fixup
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6.3 ABZR 4:

6.3.1 AB 5 =\,

A/BIIBAR AL T misc 2 X m#% 2KB 78 .

/* Magic for the A/B struct when serialized. */

#define
#define

/* Versioning for the on-disk A/B metadata - keep in sync with avbtool.

#define
#define

/* Size

#define

AVB AB MAGIC "\OABO"
AVB AB MAGIC_LEN 4

AVB_AB_MAJOR_VERSION 1

AVB AB_MINOR_VERSION 0

of AvbABData struct. */
AVB_AB DATA SIZE 32

/* Maximum values for slot data */

#define
#define

typedef

AVB_AB_MAX PRIORITY 15
AVB AB_MAX TRIES REMAINING 7

struct AvbABSlotData {

/* Slot priority. Valid values range from 0 to AVB AB MAX PRIORITY,
* both inclusive with 1 being the lowest and AVB AB MAX PRIORITY

* being the highest. The special value 0 is used to indicate the

* slot is unbootable.

*/

uint8 t priority;

/* Number of times left attempting to boot this slot ranging from 0

¥ €O
=

AVB AB MAX TRIES REMAINING.

uint8 t tries remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */

uint8_t successful boot;

/* Reserved for future use. */

uint8 t reserved[l];
} AVB ATTR PACKED AvbABSlotData;

/* Struct used for recording A/B metadata.

*

* When serialized, data is stored in network byte-order.

*/

typedef struct AvbABData {
/* Magic number used for identification - see AVB_AB MAGIC. */
uint8 t magic[AVB AB MAGIC LEN];

/* Version of on-disk struct - see AVB AB {MAJOR,MINOR} VERSION. */

uint8 t version major;

uint8 t version minor;

/* Padding to ensure |slots| field start eight bytes in. */

uint8_t reservedl[2];

*/


af://n3138
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/* Per-slot metadata. */
AvbABSlotData slots([2];

/* Reserved for future use. */

uint8 t reserved2[12];

/* CRC32 of all 28 bytes preceding this field. */
uint32 t crc32;
} AVB ATTR PACKED AvbABData;

XFF N EARA, A mise 23 XA vendor 471X, A LAEEAEE F] vendor.

FEBEEER 3900 lastboot, ARG — M RIA BN F. E BT RO A AT retry AL
A58, TIEBAREANRGTMA boot_ctrl fk55. ZHEUIT:

typedef struct AvbABData {
/* Magic number used for identification - see AVB_AB MAGIC. */
uint8 t magic[AVB_AB MAGIC LEN];

/* Version of on-disk struct - see AVB AB {MAJOR,MINOR} VERSION. */
uint8 t version major;

uint8 t version minor;

/* Padding to ensure |slots| field start eight bytes in. */

uint8 t reservedl[2];

/* Per-slot metadata. */
AvbABSlotData slots[2];

/* mark last boot slot */
uint8_t last_boot;
/* Reserved for future use. */

uint8 t reserved2([11];

/* CRC32 of all 28 bytes preceding this field. */
uint32 t crc32;
} AVB ATTR PACKED AvbABData;

[E]I £ AvbABSlotData F11#8 1l is_update brEAL, Fr& RGETHRIPIRA, Hikdn R -

typedef struct AvbABSlotData {
/* Slot priority. Valid values range from 0 to AVB AB MAX PRIORITY,
* both inclusive with 1 being the lowest and AVB AB MAX PRIORITY
* being the highest. The special value 0 is used to indicate the
* slot is unbootable.
=/

uint8 t priority;

/* Number of times left attempting to boot this slot ranging from 0
* to AVB_AB MAX TRIES REMAINING.
=/

uint8 t tries remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */

uint8 t successful boot;



/* Mark update state, mark 1 if the slot is in update state, 0 otherwise. */
uint8_ t is_update : 1;
/* Reserved for future use. */
uint8 t reserved : 7;
} AVB ATTR PACKED AvbABSlotData;

BJFRIR U S AN SHE L

AvbABData:
ZH EP
priority bRk slot e, 0 RATEZN, 15 NEmiiad

FZWEBE, BWENTIK

tries_remaining

successful_boot

is_update

AvbABSlotData:

ZH

magic
version_major
version_minor
slots

last_boot

crc32

ARG F 2B EZSHL 12 Zslot KRB, 0: 1% slot RKIIA B

FriciZ slot FIFHZOIRZS, 1: 1% slot IEAEFHZR, 0: % slot A TR a2 L)

P
MR LIRIE R \0ABO

ERRAEE

slot 53| F{ &, £ AvbABData
=R B SN slot, 0: slot A FIRATNESN, 1: slot B _EXEINES)

6.3.2 AB J5 Fh R

H /1 system bootctrl Wit P EZEHIHE, bootloader Y X BRI /E 5 .

6.3.2.1 successful-boot

IEHBFENRS G, boot ctrl 44 androidboot.slot_suffix, 13 H 2471 slot fI4E &

successful boot = 1;
priority = 15;
tries remaining = 0;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

HHZRGHF, boot ctrl FE:
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FFHIslot R E :
successful boot = 0;
priority = 14;
tries remaining = 7;
is update = 1;

lastboot = 0 or 1; :refer to androidboot.slot suffix

YHislot W E:
successful boot = 1;
priority = 15;

tries remaining = 0;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

T+ R85, boot ctrl W& :

FHis1ot B E :
successful boot = 0;
priority = 15;
tries remaining = 7;
is update = 0;

lastboot = 0 or 1; :refer to androidboot.slot suffix

Mifslot i & :
successful boot = 1;
priority = 14;

tries remaining = 0;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

6.3.2.2 reset-retry

IEHBENRS G, boot ctrl 44 androidboot.slot_suffix, 13 H 2471 slot 4 &

successful boot = 0;

priority = 15;

tries remaining = 7;

is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

HHK RS+, boot ctrl % H:
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FFHIslot R E :
successful boot = 0;
priority = 14;
tries remaining = 7;
is update = 1;

lastboot = 0 or 1; :refer to androidboot.slot suffix

YHislot W E:
successful boot = 0;
priority = 15;

tries remaining = 7;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix
T+ R G568, boot_ctrl W E :

ﬁ?)]&ﬂ‘]slotﬁ%ﬁ:
successful boot = 0;
priority = 15;
tries remaining = 7;
is update = 0;

lastboot = 0 or 1; :refer to androidboot.slot suffix

Mifslot i & :
successful boot = 0;
priority = 14;

tries remaining = 7;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

6.3.2.3 B NS B

* successful_boot Fz{

o firi: REIEWREINALG, ABERB|IHMAE M, BRIF system bootetrl At
o Bl WAKMIEILIEG, WIRAMIELERR Y, 2FBA%E HER
e reset retry B
o MRri: URZALREF retry HLA, T AR A7 fiff 57t 1)l
o fai: SR I ARA [E

6.3.3 5L
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Maskrom

m&: BEhpre-loader

B misc ab#¥ 18

Hal BEIRslot ?

ML A EislotHluboot +
trust

B3l uboot




pame S o EEIHIslot?

tries_remainingig—

ik L fboot. img

RELE
androidboot._slot_suffixin
275 Slsystem




Yes

Eh:n:rt_n:trlﬂ?ﬁ

AB successful_boot #& = % #7 i f2 :



NIRRT

Slot A

successful_boot =0;

priorty = 15;
tries_remaining = 7;
is_update = 0;

Last_boot=0

H.slot ABEN

Slot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = 0;

l Slot A

successful_boot =0;
priorty = 15;

Slot B

successful_boot = O;
priority = 14;

Bootloader . e . S
tries_remaining = tries_remaining = 7
is_update = O; last boot=0 is_update = 0;
H.slot ABTH
l Slot A Slot B
successful_boot = 1; successful_boot = O
riority = 15; riority = 14;
system | PEORENE =2 PRBRENE S
tries_remaining = O b N tries_remaining = 7;
is_update = ; Last_boot =0 is_update = ;
S5
l Slot A Slot B
successful_boot = 1; successful_boot = O
stem priorty = 15; ﬂi,;ﬁglgt B EIZI priorty = 14;
=Y tries_remaining = O L b -0 tries_remaining = 7;
is_update = 0; ast_boot = is_update = 1;
I8
Slot B
successful_boot = 1; iﬁ,slct seagsy,  successful boot = 0
t priorty = 14; priorty = 15;
system tries_remaining = O Lagt_bc: ot=0 tries_remaining = 7;
is_update = 0; is_update = 0;
Slot A Slot B
successful_boot = 1; successful_boot = 0
bootloader priority = 14; priority = 15;

tries_remaining = O

is_update = 0;

Last_boot =0

—
¥

tries_remaining = 7,

is_update = 0;



I - o

Slot A S5lot B

successful_boot = 1;

successful_boot = 1;

= 14;
tries_remaining = O

prior
tries_remaining = 0;

system Last_boot=1

is_update = 0;

is_update = 0;

AB reset retry 15 2085 Ui -



IRARZS

Slot A

successful_boot =0;
priority = 15;

tries_remaining = 7;
is_update = 0;

Last_boot=0

Mslot ABTH

S5lot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = O;

Bootloader

l Slot A

successful_boot =0;
priorty = 15;

tries_remaining = g
is_update = 0;

Last boot=10

Mslot ABTH

Slot B

successful_boot = O;
priorty = 14
tries_remaining = 7;
is_update = 0;

system

l Slot A

successful_boot =0;
priorty = 15;

tries_remaining = 7;
is_update = 0;

Last_boot=0

Slot B

successful_boot = O;
priorty = 14
tries_remaining = 7;
is_update = 0;

System

lSIuth

successful_boot =0;
prionty = 15;

tries_remaining = 7;
is_update = O;

H & slot B

Last_ boot=0

S5lot B

successful_boot =0;
pricrity = 14,

tries_remaining = 7;
is_update = 1;

System

successful_boot =0;
priority = 14;

tries_remaining = 7;
is_update = 0;

Last_boot=0

reboot

T slot BSERY

Slot B

successful_boot = O;
priority = 15;
tries_remaining = 7;
is_update = 0;

bootloader

Slot A

successful_boot =0;

priorty = 14;
tries_remaining = 7;
is_update = 0;

Last_boot=0

Slot B

successful_boot = O;

priorty = 15;
tries_remaining = 7;
is_update = 0;




I < -

Slot A Slot B
b

successful_boot =0; successful_boot = 0

system priority = 14; Last boot=1 priority = 15;

tries_remaining =7;
is_update = 0;

tries_remaining = 7;

x

is_update = 0;

6.3.4 F+ 25 FN 7 5

o R4 . % (Rockchip Linux F+2% 5 R K FaFE )
e recovery 7+Z¢: AB system /% &3 #F recovery F+Zk

6.3.5 I IF 15k

6.3.5.1 successful-boot

1. He5 slot A, RGiMslot A JAzh. WEMslot B A3, RGN slot A JFAzh. M5ER, IEZ misc
431X

2. 525 slot A 5 slot B, EFNARS, BT RFE N slotA. HERGM slot B JH5, reboot RGt, Hil &R
4ty slot Bo MIATER, 157 mise 43X

3. 85 slot A 5 slot B, H# reset &4t 14 I /i, retry counter F5E, MEAEM last_boot FEEHI RG R
5, BIREIEH M slot A 3. MERFERK, 52 misc 77X

4. 125 slot A 5 slot B, JEB1 &S, HH ARG AN slot A. WERGM slot B JE5], reboot K&, TR
iy slot B. WHERGM slot A JHE), reboot R4, T RGN slot Ao MWHXTERL, 1% misc 471X

6.3.5.2 reset-retry

1. A5 slot A, RGiMslot A JB5h. REMslot B B8, RGM slot A JEzh. MR, 12 misc
73X

2. 525 slot A 5slot B, B3RS, JRRFE N slotA. BHERGM slot B J55, reboot RGL, Hil &
44 slot Bo MIATER, 154 mise 43X

3. 85 slot A 5 slot B, i reset &4 14 IRJi, retry counter F5E, MEHEM last_boot FEEHI RG R
3l1, BPREIEH M slot A JA 5. MHRTER, 157 misc 43X

4. 1525 slot A 5 slot B, i slot B ff] boot.img 3K, JHEI RS, Ui RGN slot A. WE RS slot
B JHZ, reboot R4, RALER 7TXK)G, Mslot A IEW B RSG. MIRTEM, % misc 471X

5. 585 slot A 5 slot B, BE1A%, HUATRG N slot A. WERGM slot B 55, reboot R4E, 4l &R
i slot Be WHERGM slot A JHE), reboot R4, T RGN slot Ao WHATERL, 172 misc 471X
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6.3.6 5| =%

{Rockchip-Secure-Boot2.0.md )
{Rockchip-Secure-Boot-Application-Note.md )

{ Android Verified Boot 2.0)

6.4 AVB% 4= J5 5]

6.4.1 5| =%

{Rockchip-Secure-Boot-Application-Note.md )
{Android Verified Boot 2.0)

{Rockchip_Developer Guide Linux4.4 SecureBoot CN.pdf)
6.4.2 Rifi

AVB : Android Verified Boot

OTP & efuse : One Time Programmable

Product RootKey (PRK): AVB ] root key H12544 loader, uboot & trust ] root key 156
Productntermediate Key (PIK): H[f] key, 1 /{EH

ProductSigning Key (PSK): -T2 [ 411 key

ProductUnlock Key (PUK): F T8tk %

X Phkeysr 85, BRI BAHG, AT DA (K key i it £2 A XU
6.4.3 fai /-

A4 Rockehip 24 IAIE S SHAE . FHBH 2 2WUES| SRAE D A 2RI S e B 2 at
RIS N2 AR, A N A7 (OTP & efuse) LA hash, 5115 (149 hash Xt

b, BE 8, R AP TR E 1 hashe SEREVERIONVRIG B 1F A 72 B0, IR0 A7 Gk B I [
i, TSR hash 5 @5 ORI hash X HGA2 75— EL.

6.4.4 IN% 7=

WA ) 2 42 IR IR SRR 5 15 P A I E R AR R SR A, %A AT AR avb IR IAURE (2
fift. RUNILAE Alice 4] Bob A8 THE R, v 7 IRIE(S BALIERIIRE ML, HSLk. SEBMENIA T A
P, HEXHEIERE BT B s M4, HALIEE RN

1.Alice & IF EALXETFER (S0
2. Alice X HU75 B ATIS A IS5, B3 —MEEME;

3.Alice M B CHIRPINE B ZHEAT I AT 2 Alice BT84, IR MESTEE b,


af://n3255
af://n3259
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4.Alice BEHL A —MINE T, JF I E R0 BUAOR IS BHEAT INE, TR S

5.Alice i Bob FIAEAXS I A BENLZ A FI D025 2 ST N, 0% 5 1) DES % 402 Rl % 3 — ki 4
Bob;

6.Bob W3 Alice %1%k 25 SCAINES L 1) DES 2547, S5 B SRS i) DES ZHET e, 15
2| Alice BEALF=2E F N 2541 5

7.Bob SR 5 FHBEHL S P e 38 185 SCEAT i, A BIWSCHIECAE B, RS R BELE P 5

8.Bob i Alice [RIAHART Alice B2 A AT A, 15265 B 2L

9.Bob FHAH [F] e A S X WA 81 ) W SCREHEAT — IR A IS 5, A8 — AT A5 S 2

10.Bob KIS B (#)15 B ZEFIH ™ AL M5 B 2T EUBG, R —3, BB s B A sesod .

TE$R % ) DES Syka] DR e A B L, a0 AES N SYE, ARVEASE AT DR A RSA 5k, AR
T

Bobfd
ShalGE Alice #4485 S0 0
Alica : s Bf Sr+hash EA 3+ Ehach+ 2440 = )
ShalSe Alice 48
Bob: Ef3C -« Ef F+hash -«

6.4.5 AVB

AVB 4 Android Verified Boot, 8 TF 1 —E B RIRGE, FEH TR boot system 5 [H £
Rockchip Secure Boot 2% 1B 15 FF IR /7 % AVB, SZEL—Z 52 %K) Secure Boot /246 7 & .

6.4.5.1 AVB £

o A

o SERERES

o BRI

e persistent partition 37 ¥F

e chained partitions 2%, A LL5 boot, system ZZZAEH—E, WA LLH oem H SR FALH, HUA
F PRK %4

6.4.5.2 key+%: 4 +HiE 4
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#!/bin/sh

touch temp.bin

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey prk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey psk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey pik.pem

python avbtool make atx certificate --output=pik certificate.bin --
subject=temp.bin --subject key=testkey pik.pem --

subject is intermediate authority --subject key version 42 --

authority key=testkey prk.pem

python avbtool make atx certificate --output=psk certificate.bin --
subject=product id.bin --subject key=testkey psk.pem --subject key version 42 --
authority key=testkey pik.pem

python avbtool make atx metadata --output=metadata.bin --

intermediate key certificate=pik certificate.bin --

product key certificate=psk certificate.bin

permanent_attributes.bin 4= i

python avbtool make atx permanent attributes --output=permanent attributes.bin --

product id=product id.bin --root authority key=testkey prk.pem

HorAr product_id.bin FEH CE X, & 16 47, AENFE 5 ID & L.

boot.img %44 7~ 17 :

avbtool add hash footer --image boot.img --partition size 33554432 --
partition name boot --key testkey psk.pem --algorithm SHA256 RSA4096

VERL: partition size % % /> LR [H £F K 64K, K/NIEE 4K 655, HA KT parameter.txt & 1) 5
NG

sytem.img 2 4 7~ -

avbtool add hashtree footer --partition size 536870912 --partition name system --

image system.img --algorithm SHA256 RSA4096 --key testkey psk.pem

A2 i vbmeta % metadata.bin, R BIAIT

python avbtool make vbmeta image --public key metadata metadata.bin --
include descriptors from image boot.img --include descriptors from image
system.img --generate dm verity cmdline from hashtree system.img —--algorithm
SHA256 RSA4096 --key testkey psk.pem --output vbmeta.img

B AEAE AN vbmeta.img K85 BIXF LA 43X, W1 vbmeta 731X o

BT SecureBootTool “E i PrivateKey.pem F1 PublicKey.pem.



EA cecureBootTool v1.0 ﬁ

Basic Function hdvanced Function

[ Generate Key Pairs ] (11024 () 2048 @) 2048 pem [ Sign Loader ]

[ Load Key | [ Sign File ]

[ Sign Firmware ] [Clear Info] [ sign IR Rile ]
[ ]

S1gn:Hard SHA:little P55:disable Checlr Sign File

INFD:Start to sign file (uboot. img).
(THFO: S1gn file succeed, Blapsed 412 IS

b

%t permanent_attributes.bin 472544

openssl dgst -sha256 -out permanent attributes cer.bin -sign PrivateKey.pem

permanent attributes.bin

permanent_attributes.bin s& 84 R4 1) 22 NIEEHRE, B 7 ZHSS T hash 3 efuse 5 OTP, BE HIEHE
HI AT )22 4 AE (pre-load) o H1T rockehip “F- & HIXI efuse A&, FrlL permanent_attributes.bin )5
WE EH AT 22 i permanent_attributes.bin FJIEH AT INIE. MIXTTHOTPI &, 2R <A 2%,
2= B BB S permanent_attributes.bin [ hash ] OTP.

BT Gefuse SOTPSCRFIF L :

F & efuse OTP
k3399 v

k3368 v

rk3328 v
k3326 v
k3308 v
rk3288 v

k3229 v

k3126 v

k3128 v

efuse P& pub_key 5



fastboot stage permanent attributes.bin
fastboot oem fuse at-perm-attr
fastboot stage permanent attributes cer.bin

fastboot oem fuse at-rsa-perm-attr

OTP “*& pub_key 52’5

fastboot stage permanent attributes.bin

fastboot oem fuse at-perm-attr

BN

4 Publickey.pem

SecureBootTool

avbtool

permanent_attri
Product ID butes_cer.bin

permanent_attri
butes. bin

ik_certificate. bi
P EEEEIESEE S avbtool

metadata bin

n

boot_s.img vbmeta.img

6.4.5.3 AVB lock

fastboot oem at-lock-vboot

a3k N fastboot W, fastboot iy 4 S FF &5,
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6.4.5.4 AVB unlock

H AT Rockehip SR A% 22 40y, i BEAEXS B defconfig N s N
CONFIG_RK_AVB LIBAVB ENABLE ATH UNLOCK=y

M4\ fastboot oem at-unlock-vboot it 1] A#EH 1 %, JE 315 vbmeta.img, boot.img It 23 BT A
R E N

B, WEAMK PUK:

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey puk.pem

unlock_credential.bin 47 2 N E R A MBIE T, HARSED T

python avbtool make atx certificate --output=puk certificate.bin --
subject=product id.bin --subject key=testkey puk.pem --
usage=com.google.android.things.vboot.unlock —--subject key version 42 --

authority key=testkey pik.pem

M4 FREL unlock _credential.bin, {#i/f] avb-challenge-verify.py I3 HX unlock credential.bin, $4T K%
T4 3KHL unlock _credential.bin:

python avbtool make atx unlock credential --output=unlock credential.bin --
intermediate key certificate=pik certificate.bin --
unlock key certificate=puk certificate.bin --challenge=unlock challenge.bin --

unlock key=testkey puk.pem
2T DAEIE P18 fastboot #r 2 NE B &, IS E, fastboot iy U1 :

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

o OTP W& RS :
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FREL

unlock_credenti

icat

puk_certifica
tefif 2 & IE

Felt
challenge

- -~ B
signaturese

£ 1F 7 2

RESHREZH

Trust OS

M RPMBEE security
SrXmE

permanent_attribut

Generate data with avbtool

avbtool
sha256

avbtool

permanent_attribut

avh

unlock_credential.bi

NO

)5 efuse B4 MRBHLTE :

raw_unlock_challen
ge.bin

Operation on PC

fastboot oem at-
get-vboot-unlock-
challenge

fastboot get_staged

34
unlock_credential.bi
n

oot oem at-
nlock-vboot

R SRR




U-Boot Trust O5 Generate data with avbtool Operation on PC

M RPMBEE security
SRy

= permanent_attribut

Bl pe € es.bin

perman entTattr ibut ¢ avbtool
es.bin
fastboot oem at-
get-vboot-unlock-
challenge

rsa2048

avbtool
MRPM Biﬁsecurity
SEm
permanent
es_

permanent_attribut
.bin

fastboot get_staged

raw_unlock_challen
ge.bin

34
unlock_credential.bi
n

fastboot stage
unlock_credential.bi
n

raw_unlock_challen %
: <
ge.bin

fastboot oem at-
______________________________________________ unlock-vboot

puk_certifica
tefif 2 & IE

R 4Rk

el

challenge

NO
signature &

£ 1F 7 2

BRI T
1. ¥ £3EN fastboot Bz, HELismHI

fastboot oem at-get-vboot-unlock-challenge

fastboot get staged raw unlock challenge.bin

PAFRRA . Product Id 5 16 5 IBANT A d,  HUHHBEHLEAE A unlock_challenge.bins
1. f#FH avbtool ZE & unlock credential.bin, Z*$make unlock.sh.
2. F S AN

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

R B ERARE —HA TR RN fastboot BCIRAS, FEULHIRIAGERT AL Kbl HH. FoD
BIMoCE, WREEESRMBENLE, RN, XHL. HE, SRREENREE, Bk
challenge signature 235 4 BEATLECAN UL L 2

LUESIDEE



CONFIG MISC=y
CONFIG ROCKCHIP EFUSE=y
CONFIG_ROCKCHIP OTP=y

B2 H CPUID £ A challenge number, 1fii CPUID s& SHLEFULECH, Fda A E AN ER, AT
unlock credential.bin A] AEE Z i . 4 % H & 4 siunlock challenge.bin, fill{Funlock credential.binf?]F
B HIRBRBUP RN

fastboot oem at-get-vboot-unlock-challenge
fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

L B HEAMBEURE, TR

make_unlock.sh 5%

#!/bin/sh

python avb-challenge-verify.py raw unlock challenge.bin product id.bin

python avbtool make unlock credential --output=unlock credential.bin --
intermediate key certificate=pik certificate.bin --

unlock key certificate=puk certificate.bin --challenge=unlock challenge.bin --

unlock key=testkey puk.pem
avb-challenge-verify.py Jii%

#/user/bin/env python

"This is a test module for getting unlock challenge.bin"
import sys

import os

from hashlib import sha256

def challenge verify():
if (len(sys.argv) != 3)
print "Usage: rkpublickey.py [challenge file] [product id file]"
return
if ((sys.argv[l] == "-h") or (sys.argv[l] == "--h")):
print "Usage: rkpublickey.py [challenge file] [product id file]"
return
try:
challenge_file = open(sys.argv[l], 'rb'")
product id file = open(sys.argv([2], 'rb')
challenge random file = open('unlock challenge.bin', 'wb')
challenge data = challenge file.read(52)
product id data = product id file.read(16)
product id hash = sha256 (product id data) .digest ()
print ("The challege version is %d" %ord(challenge data[0]))
if (product id hash != challenge data[4:36])
print ("Product id verify error!")
return
challenge random file.write(challenge data[36:52])

print ("Success!")

finally:
if challenge file:

challenge file.close()



if product id file:
product id file.close()
if challenge random file:

challenge random file.close()

if name == ' main ':

challenge verify ()

4.5.5 U-boot f#ifit

FFJE avb 752 trust CHF, 5% U-Boot /£ defconfig S H1 AL E -

CONFIG OPTEE CLIENT=y
CONFIG_OPTEE Vl=y
CONFIG_OPTEE ALWAYS USE SECURITY PARTITION=y // Z&#HI{ifEFsecurity/rX

CONFIG_OPTEE V1: &HF&F 312x,322x,3288,3228H,3368,3399,

CONFIG_OPTEE_V2: &M ¥ 3326,3308.

CONFIG_OPTEE_ALWAYS USE_SECURITY PARTITION: 34 emmc ] rpmb AEEF, A HFXA%, B
WATF.

avb 15 75 21 defconfig SCAFHCE -

CONFIG_AVB LIBAVB=y
CONFIG_AVB_LIBAVB AB=y

CONFIG_AVB LIBAVB ATX=y

CONFIG_AVB LIBAVB USER=y

CONFIG RK_AVB LIBAVB USER=y

// BN NREE, FHEEFANSE ave 5 A/B Rk, PIAMEEEAT L TR
CONFIG ANDROID AB=y //X/HF A/B

CONFIG_ANDROID AVB=y //IXALFF AVB

// FHZERNUE efuse WFEMHH

CONFIG_ROCKCHIP PRELOADER PUB KEY=y

// P E™Hunlock I FET IF
CONFIG_RK_AVB LIBAVB ENABLE ATH UNLOCK=y

/] ZERKITR

CONFIG_AVB VBMETA PUBLIC KEY VALIDATE=y

// MR FHEEcpuidff Achallenge number, HJALLFZE

CONFIG_MISC=y

CONFIG_ROCKCHIP EFUSE=y

CONFIG_ROCKCHIP OTP=y

6.4.5.5 kernel fit. &

system, vendor, oem %543 [X (R4 H kernel ) dm-verify SEHUINEREL S, B DA T B fE %A B,

{fife AVB FELT kernel dts FHCE S ¥ avb, ZEWIF:

&firmware android {

compatible = "android, firmware";
boot devices = "fe330000.sdhci";
vbmeta {

compatible = "android, vbmeta";

parts = "vbmeta,boot,system, vendor,dtbo";

}i
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fstab {

compatible = "android, fstab";
vendor {
compatible = "android, vendor";
dev = "/dev/block/by-name/vendor";
type = "ext4d";
mnt flags = "ro,barrier=1,inode readahead blks=8";
fsmgr flags = "wait,avb";

R A/B system 75 B AL E slotselect Z8, ZHMWF:

firmware {

android {

compatible = "android, firmware";
fstab {
compatible = "android, fstab";
system {
compatible = "android, system";
dev = "/dev/block/by-name/system";
type = "ext4";
mnt flags = "ro,barrier=1,inode readahead blks=8";
fsmgr flags = "wait,verify,slotselect";
}i
vendor {
compatible = "android, vendor";
dev = "/dev/block/by-name/vendor";
type = "ext4";
mnt flags = "ro,barrier=1,inode readahead blks=8";
fsmgr flags = "wait,verify,slotselect";

}i

6.4.5.6 Android SDK

W F A48 Android SDK _I [ — St B 3 B .

AVB Enable

ffif BOARD AVB ENABLE

A/B system

XA A =2
o A/B RGNIE LB &

o}

AB OTA UPDATER := true
AB_OTA_PARTITIONS := boot system vendor
BOARD BUILD SYSTEM ROOT IMAGE := true
TARGET NO RECOVERY := true

BOARD USES_RECOVERY AS BOOT := true

PRODUCT PACKAGES += update engine update verifier
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* A/B RGAIUEE XA R

© PRODUCT_ PACKAGES DEBUG += update_ engine_ client
* A/B RGARETE IR

© BOARD RECOVERYIMAGE PARTITION SIZE
© BOARD CACHEIMAGE PARTITION SIZE
o BOARD CACHEIMAGE FILE SYSTEM TYPE

6.4.5.7 Cmdline 1 N %

Kernel command line: androidboot.verifiedbootstate=green

androidboot.slot suffix= a dm="1 vroot none ro 1,0 1031864 verity 1
PARTUUID=b2110000-0000-455a-8000-44780000706f PARTUUID=b2110000-0000-455a-8000-
44780000706f 4096 4096 128983 128983 shal
90d1d406caac04b7e3fbf48b%a4dcd6992cc628e 4172683£0d6b6085c09f6cel65cf152fe3523¢89
10 restart on corruption ignore zero blocks use fec from device
PARTUUID=b2110000-0000-455a-8000-44780000706f fec roots 2 fec blocks 130000
fec_start 130000" root=/dev/dm-0 androidboot.vbmeta.device=PARTUUID=f24£0000-
0000-4e1b-8000-791700006a98 androidboot.vbmeta.avb version=1.1
androidboot.vbmeta.device state=unlocked androidboot.vbmeta.hash alg=sha512
androidboot.vbmeta.size=6528
androidboot.vbmeta.digest=41991c02c82eall191545c645e2ac9cc7cal8b3dala?2e3115af£479d
2df6lfeaccdd35b6360cfa936£6£4381e4557e£18e381£4b236000eb6ecc9adadlledadcae

androidboot.vbmeta.invalidate on error=yes androidboot.veritymode=enforcing

KHEBHLAN S

1. N4 4%i% vbmeta (1) PARTUUID? KA OR 5 2248 A vbmeta hash-tree (575N, 752 kernel FFAR
48— vbmeta, digest *A androidboot.vbmeta.digest.

2. skip_initramfs: boot ramdisk £ L3793 boot.img [, £ A/B system H', ramdisk 72 A F1 2]
boot.img, cmdlineii ZALHIX NS4 .

3. root=/dev/dm-0 JJ&i dm-verify, fi&Esystem.

4. androidboot.vbmeta.device state: android verify JIRZ

5. androidboot.verifiedbootstate: 1525 45 H o

green: Ifin LOCKED state and an the key used for verification was not set by the end user.
yellow: Ifin LOCKED state and an the key used for verification was set by the end user.
orange: Ifin the UNLOCKED state,

X B 5368 — F dm="1 vroot none ro......"Z ¥4 il

avbtool make vbmeta image --include descriptors from image boot.img --
include descriptors from image system.img --

generate dm verity cmdline from hashtree system.img --

include descriptors from image vendor.img --algorithm SHA512 RSA4096 --key
testkey psk.pem --public key metadata metadata.bin --output vbmeta.img

avbtool £ i vbmeta i}, X system [&44-J1--generate_ dm_verity cmdline from hashtree Bl 7. dm="1 vroot
none ro......"IXEF B RAFH] vbmeta. X2 HELH, RS X AR F] bootimg, ToFFIMNIZES

Android SDK J 2 BOARD AVB ENABLE £{ix t6{% H %] vbmeta 1
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6.4.6 77X =%

FrH N vbmeta 73 X 5 security 471X, vbmeta 73 X AEAifi BRI AE ., security 75 XA 035 e 1Y) 22 44
i o

FIRMWARE VER:8.0

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK_MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT
CMDLINE:mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot) ,0x00002000@0x00006000 (tr
ust),0x00002000@0x00008000 (misc), 0x00008000@0x0000a000 (resource), 0x00010000@0x000
12000 (kernel) , 0x00002000@0x00022000 (dtb) ,0x00002000@0x00024000 (dtbo) ,0x00000800R0
x00026000 (vbmeta) ,0x00010000@0x00026800 (boot),0x00020000@0x00036800 (recovery), 0x0
0038000@0x00056800 (backup),0x00002000@0x0008e800 (security), 0x000c0000@0x00090800 (
cache), 0x00514000@0x00150800 (system), 0x00008000@0x00664800 (metadata), 0x000c0000@0
x0066c800 (vendor) , 0x00040000@0x0072¢c800 (oem) ,0x00000400@0x0076c800 (frp) , -
@0x0076cc00 (userdata:grow)

uuid:system=af01642c-9b84-11e8-9b2a-234eb5e198a0

A/B System 77 X & X 5%

FIRMWARE VER:8.1

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK MASK: 0x80

PWR_HLD: 0,0,2,0,1

TYPE: GPT

CMDLINE:
mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot a),0x00002000@0x00006000 (uboot b)
,0x00002000@0x00008000 (trust_a),0x00002000@0x0000a000 (trust b),0x00001000@0x0000c
000 (misc),0x00001000@0x00004000 (vbmeta a), 0x00001000€0x0000e000 (vbmeta b), 0x00020
000€@0x0000e000 (boot _a),0x00020000@0x0002e000 (boot b),0x00100000@0x0004e000 (system
~a),0x00300000@0x0032e000 (system b),0x00100000@0x0062e000 (vendor_a), 0x00100000@0x
0072e000 (vendor_b),0x00002000@0x0082e000 (oem_a), 0x00002000@0x00830000 (cem _b) ,0x00
10000@0x00832000 (factory), 0x00008000@0x842000 (factory bootloader),0x00080000@0x00
8cal00 (oem) ,-@0x0094a000 (userdata)

6.4.7 fastboot iy 2

U-Boot FA] LB #r A3 fastboot:

fastboot usb 0
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fastboot flash < partition [ < filename > ]
fastboot erase < partition
fastboot getvar < variable | all
fastboot set active < slot
fastboot reboot

fastboot reboot-bootloader
fastboot flashing unlock
fastboot flashing lock
fastboot stage [ < filename > ]

fastboot get staged [ < filename > ]
fastboot oem fuse at-perm-attr-data
fastboot oem fuse at-perm-attr

fastboot oem fuse at-rsa-perm-attr
fastboot oem at-get-ca-request

fastboot oem at-set-ca-response

fastboot oem at-lock-vboot

fastboot oem at-unlock-vboot

fastboot oem at-disable-unlock-vboot
fastboot oem fuse at-bootloader-vboot-key
fastboot oem format

fastboot oem at-get-vboot-unlock-challenge

fastboot oem at-reset-rollback-index

6.4.7.2 fir & i

1. fastboot flash < partition > [ < filename > ]
Diag: xRS
:  fastboot flash boot boot.img
1. fastboot erase < partition >
Thg: HERPIX.
24451 :  fastboot erase boot
1. fastboot getvar < variable > | all
Die: FMKAFEL
Z44: fastboot getvar all (FREUKA&ATHEE)

variable 3& 7] DL IS4

version /* fastboot KA */
version-bootloader /* U-Boot HA */
version-baseband

product /* FPEEER x/

serialno /* JFES */

secure /* RBFRRERE */
max-download-size /* fastboot 3THFHIKAEHIR AT HL
logical-block-size /x BEHE </

erase-block-size /* BERREEL

partition-type : < partition > /* GrXIE xy

*

/
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partition-size
unlocked
off-mode-charge
battery-voltage
variant
battery-soc-ok
slot-count
has-slot: < partition >
current-slot

slot-suffixes

< partition >

slot-successful: < a | b >
slot-unbootable: < a | b >
slot-retry-count: < a | b

at-attest-dh

at-attest-uuid

at-vboot-state

fastboot getvar all 25451 :

XK */
W LockiRE *

/*
/*

slot #H */
BEslotWEBTHEZF XA */

MU A slot */

LT A A A M slot, FTEIH Hname */
BEHXESIEHRS RN */
BEFXEEH W E Nunbootable */
BEN X P retry-countiRE */

/*
/~k
/*
/*
/*
/*
/*

PS E:\U-Boot-AVB\adb> .\fastboot.exe getvar all

version-bootloader:U-Boot 2017.09-gc277677

bootloader a:U-Boot
bootloader b:U-Boot

vbmeta a:U-Boot

oem_bootloader a:U-Boot

oem_bootloader b:U-Boot

factory bootloader:U-Boot

bootloader a:0x400000
bootloader b:0x400000

boot a:0x2000000

(bootloader) version:0.4

(bootloader)

(bootloader) version-baseband:N/A
(bootloader) product:rk3229

(bootloader) serialno:7b2239270042£8b8
(bootloader) secure:yes

(bootloader) max-download-size:0x04000000
(bootloader) logical-block-size:0x512
(bootloader) erase-block-size:0x80000
(bootloader) partition-type:

(bootloader) partition-type:

(bootloader) partition-type:tos a:U-Boot
(bootloader) partition-type:tos b:U-Boot
(bootloader) partition-type:boot a:U-Boot
(bootloader) partition-type:boot b:U-Boot
(bootloader) partition-type:system a:extd
(bootloader) partition-type:system b:ext4
(bootloader) partition-type:

(bootloader) partition-type:vbmeta b:U-Boot
(bootloader) partition-type:misc:U-Boot
(bootloader) partition-type:vendor a:extd
(bootloader) partition-type:vendor b:extd
(bootloader) partition-type:

(bootloader) partition-type:

(bootloader) partition-type:factory:U-Boot
(bootloader) partition-type:

(bootloader) partition-type:oem a:extd
(bootloader) partition-type:oem b:extd
(bootloader) partition-type:userdata:ext4
(bootloader) partition-size:

(bootloader) partition-size:

(bootloader) partition-size:tos a:0x400000
(bootloader) partition-size:tos b:0x400000
(bootloader) partition-size:

(bootloader) partition-size:

boot b:0x2000000



bootloader) partition-size:system a:0x20000000
bootloader) partition-size:system b:0x20000000
bootloader) partition-size:vbmeta a:0x10000
bootloader) partition-size:vbmeta b:0x10000
bootloader) partition-size:misc:0x100000

bootloader) partition-size:vendor a:0x4000000
bootloader) partition-size:vendor b:0x4000000
bootloader) partition-size:oem bootloader a:0x400000
bootloader) partition-size:oem bootloader b:0x400000
bootloader) partition-size:factory:0x2000000
bootloader) partition-size:factory bootloader:0x1000000
bootloader) partition-size:ocem a:0x10000000
bootloader) partition-size:oem b:0x10000000
bootloader) partition-size:userdata:0x7ad80000
bootloader) unlocked:no

bootloader) off-mode-charge:0

bootloader) battery-voltage:0Omv

bootloader) variant:rk3229 evb

bootloader) battery-soc-ok:no

bootloader) slot-count:2

( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
(bootloader) has-slot:bootloader:yes
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )

bootloader) has-slot:tos:yes
bootloader) has-slot:boot:yes
bootloader) has-slot:system:yes
bootloader) has-slot:vbmeta:yes
bootloader) has-slot:misc:no
bootloader) has-slot:vendor:yes
bootloader) has-slot:oem bootloader:yes
bootloader) has-slot:factory:no
bootloader) has-slot:factory bootloader:no
bootloader) has-slot:oem:yes
bootloader) has-slot:userdata:no
bootloader) current-slot:a
bootloader) slot-suffixes:a,b
bootloader) slot-successful:a:yes
bootloader) slot-successful:b:no
bootloader) slot-unbootable:a:no
bootloader) slot-unbootable:b:yes
bootloader) slot-retry-count:a:0
bootloader) slot-retry-count:b:0
bootloader) at-attest-dh:1:P256
bootloader) at-attest-uuid:

all: Done!
finished. total time: 0.636s

1. fastboot set_active < slot >
Thg: WEEF slot.
Z&49]: fastboot set_active _a

1. fastboot reboot
Thag: ERB, IEWES)

264: fastboot reboot



1. fastboot reboot-bootloader
Uifig: BB, @A fastboot iz
2445 : fastboot reboot-bootloader
1. fastboot flashing unlock
Theg: BB, SUVERESE [
Z449]: fastboot flashing unlock
1. fastboot flashing lock
Diag: BlEik®, ks
2445 : fastboot flashing lock
1. fastboot stage [ < filename > |
fg: FEEEERI &N AE, AR GHEE A CONFIG_FASTBOOT BUF _ADDR
Z449]: fastboot stage permanent_attributes.bin
1. fastboot get staged [ < filename > |
I ARN & SR E A E
Z4f5: fastboot get staged raw_unlock challenge.bin
1. fastboot oem fuse at-perm-attr
ThEE: %25 permanent attributes.bin & hash
24651 :  fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr
1. fastboot oem fuse at-perm-attr-data
Thit: HHEE permanent attributes.bin % (74X 5k (RPMB)
Z445: fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr-data

1. fastboot oem at-get-ca-request
2. fastboot oem at-set-ca-response

3. fastboot oem at-lock-vboot
Difg: BiE W%
244 :  fastboot oem at-lock-vboot
1. fastboot oem at-unlock-vboot
Uife: AP, ILSCHF authenticated unlock

Z445]: fastboot oem at-get-vboot-unlock-challenge

fastboot get staged raw_unlock challenge.bin

/make_unlock.sh (), make unlock.sh %)
fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

1. fastboot oem fuse at-bootloader-vboot-key



ThRe
41

: }%F bootloader key hash

fastboot stage bootloader-pub-key.bin

fastboot oem fuse at-bootloader-vboot-key

1. fastboot oem format
Ige:
2541«

fastboot oem format

HFkg XA X, 4 X A5 B AT $partitions

1. fastboot oem at-get-vboot-unlock-challenge

Thig:

2451«

authenticated unlock, 75 B 3k1F

2, 16. fastboot oem at-unlock-

unlock challenge (¥

vboot

1. fastboot oem at-reset-rollback-index

DhRg: B rollback £

24

fastboot oem at-reset-rollback-index

1. fastboot oem at-disable-unlock-vboot

Thig:
2451«

{§ fastboot oem at-unlock-vboot i

6.4.8 [H 142

T R windows[FH S T A

DR

i<

fastboot oem at-disable-unlock-vboot

v EosROT AT R v2.58

THER | FEEE | SHhR

Illlllllllllllllllllllllllllllllllllllllll

z Ox00000000 Farameter | E:AEENPEZOSREIZZE \Image ' Imagehparam. .

3 F 000004000 Thoot T heodeu-boot—baclmp'iuboot. img

4 ||+ | D:x00008000 trust T heodeu-boot—baclmp'itrust. img

5 [ | 000008000 Mize E: WREAPEI0&REA326 Imagzeh Inage \misc. img

B [ | ox0000ES00 Boot E:\EENPHI0SREIZ26 Y Image Image boot. img

T [ | ox0001ES00 Becovery E:\RENPHI0SREIZEE \Image ' Inage \recow. .

g [ | ox000ESE00 Sxstem E:“\RENPHI0&FRE3IZ26 Y Image Inage  syste. |

9 ([ | oxo03c0800 vendor E: WRENPEI0&EEIIZ6  Image ' Image iwendo. .

10 [ | 000430500 aem E: “RENPEI0&REI3Z6  Image Image oem. img

11 ||| 0x0000C000 dtbo E: WREAPXI0&RES326 ImagzehImage dtho. imz

12 |[ | 0x=0000EQ00 vbmeta E: WREAPEI0&REAIZ6 \ Inage ' Inage ivbmet. .
b

i

Loader Ver:1.07

A=

i} ][ i

|| seszx || &=

BH R E
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A/B System }E5

, BEEFETE 258 B EE

THESR | ASEE | SEmE

# it BT HiE -
(0x00000000  Loader  E:\RK\PY304RK3326\rk3326-ablfirmwar...

2 F Oz00000000 Parameter E: AREAPEI0&RKIZZ8 v r 3326 —ab ir k3320 —. . .

3 F 0x00004000 bootloader a I:hcodehu-bootiuboot. img

4 |[v | 0x00008000 | bootloader b I:'code'u-bootiuboot. img

g ||+  0x00008000 tos_a T heodehu-boothtrust. img

£ |[w | 0x00008000 toz_hb T heodeu-boothtrust. img

T F Oz=0000n000 boot_a T hwrk3326-androi dhrocldevh Inaze—rld. ..

g F 000020000 boot_b Z:\rl332R-andr ol dhrockdevi Image—rl3. | .

9 I_ 0=z=0004E000 system_a I \rl3328-andr oi dhrockdev i Image—rl3. . .

10 |[ | ox0032EQ00 system_b T wk3326-andr ol dhroclkdevh Imaze—rld. | .

11 |[ | 0x006ZEQOO wendor_a T wk3326-andr ol dhroclkdevh Imaze—rkd. | .

1z |[T | 0x007ZE000 wvendor_b T wkA326-androidhrockdevh Image—rk3. .

13 |[v | 0x008CAO00 aem | Z:'wrk3328-androidirockdevhImage- rl-;3325 evbioem.

Losder Ver:r.0s | 847 | [t | [ #mamE | [ &=

THER &

6.4.9 Pre-loader verified

I {Rockchip-Secure-Boot-Application-Note.md)

W

MASKROM

.

Get Public Key

HASH(SHA256) of public
key

HASH in OTP Boot failed

Get raw binary of first Get digital Signature
loader
HASH(SEJ:;EYG} of raw —l RSA2048 encryption e

MATCH?

(Lnadlngrrstloader> \N/ »| Bootfailed |
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6.4.10 U-boot verified

OTP W &R I AR :
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perm_attr
hash

FREL

vbmeta.img

(iivbmetasL B2 &
i

perm-attr2 &5 IEFA ?

FREL
prk_pub

SVbmeta.imgfz fi& A1
psk_pubXttt

Vbmeta.imgh§&

Trust Zone

permanent_attribute
s.bin




& boot.imgH
Tt E Hhash

=) i 25 S AT hash&TE

MEEEN

efuse B A 1 L6 AR «



Public key

FRER

vbmetaimg

<hrvbmetaZL A 2 &
iR

perm-attr 2 & IEFE 7

FEER
prk_pub

m_. Feipik_cer & psk_cer

Vbmeta. imgTEiE
psk_pubZtEE

Vbmeta. imghEis

Trust Zone

permanent_attribu

tes cer.bin

permanent_attribute

=.bin




6.4.11 RS A 5l

B -
System

— =
Kernel

cmdline: androidboot. verifiedbootstate=green
uboot

androidboot slot_suffiv=_a " root=/dev/dm-0 ====-

R4 5513 kernel, kernel & SGHRHT U-Boot /%1% ) cmdline 41, il R4t/E 32 B dm-verify. 78
S N#EJA A system B fs mgr k%5, fs mgr {KHE fsmgr flags KIS R INEE 4F, [E 14 hash & hash
tree 71T vbmeta.img. EEA U FSHL:

avb: f# avb 177 sUINBAL R 7 [X

slotselect: %43 [X 4> A/B, Jn#kiS <1 ] £ cmdline #)"androidboot.slot_suffix=_ a"iX M2,

6.4.12 Linux AVB

W1 A 45 T linux ML) AVB #4F B0 IETRAE .
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6.4.12.1 #AE IR 2

1. AR R [
2. {# | SecureBootConsole £ % PrivateKey.pem 5 PublicKey.pem, L H°A 1k sign tool, &l F:

rk sign tool cc --chip 3399
rk sign tool kk --out

3. load key

rk _sign tool 1k --key privateKey.pem --pubkey publicKey.pem

4. %542 loader

rk sign tool sl --loader loader.bin

5. 254 uboot.img & trust.img

rk sign tool si --img uboot.img

rk sign tool si --img trust.img

6. avb A [E 1FHES . MHE 2SI temp.bin, 16 T product id.bin, #2544 boot.img, i&1T R
i

#!/bin/bash

touch temp.bin

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey prk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey psk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey pik.pem

python avbtool make atx certificate --output=pik certificate.bin --
subject=temp.bin --subject key=testkey pik.pem --

subject is intermediate authority --subject key version 42 --

authority key=testkey prk.pem

python avbtool make atx certificate --output=psk certificate.bin --
subject=product id.bin --subject key=testkey psk.pem --subject key version 42 --
authority key=testkey pik.pem

python avbtool make atx metadata --output=metadata.bin --

intermediate key certificate=pik certificate.bin --

product key certificate=psk certificate.bin

python avbtool make atx permanent attributes --output=permanent attributes.bin --
product id=product id.bin --root authority key=testkey prk.pem

python avbtool add hash footer --image boot.img --partition size 33554432 --
partition name boot --key testkey psk.pem --algorithm SHA256 RSA4096

python avbtool make vbmeta image --public key metadata metadata.bin --

include descriptors from image boot.img --algorithm SHA256 RSA4096 --key
testkey psk.pem --output vbmeta.img

openssl dgst -sha256 -out permanent attributes cer.bin -sign PrivateKey.pem

permanent attributes.bin

£ i vbmeta.img, permanent attributes cer.bin, permanent_attributes.bin.
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R4 T boot.img.. ...

7. B S

rkdeveloptool db loader.bin
rkdeveloptool ul loader.bin
rkdeveloptool gpt parameter.txt
rkdeveloptool wlx uboot uboot.img
rkdeveloptool wlx trust trust.img
rkdeveloptool wlx boot boot.img

rkdeveloptool wlx system system.img

rkdeveloptool ] BAZF https://github.com/rockchip-linux/rkdeveloptool

1. %85 permanent_attributes_cer.bin, permanent_attributes.bin

HOTPFH:

fastboot stage permanent attributes.bin

fastboot oem fuse at-perm-attr

f efuse 5

fastboot stage permanent attributes.bin
fastboot oem fuse at-perm-attr
fastboot stage permanent attributes cer.bin

fastboot oem fuse at-rsa-perm-attr

1. efuse %25 (efuse L E H AT RA windows iltA) , EFAFE N loader, HFEXTM W4, SRl
HE.

B EfuseTE v138 ==

@ B @ = |Mi§§iﬁ3§‘ o |

Eik: (- \code'\u-boot \rk3399 loader v1.16. 115. bir Bl A -
LoaderhfR#:1.15

i {5 B :RE330C

o BEFIE i) ID FHREE
= 8 maEE
=-5% RootHub20

& Portl]

& Port[2]

& Port[3]

& Port[4]

& Port(5]

& Port(6]

-+ Port[7]

+@ Port[8]

£ RootHub20 m

B4 Portl] Hub 4

L& Port[l]

& Port[2]

-+ Port[3]
]
1

»

m

@ Port[4
& Port(5
aGy Port{6]
b -+ Port[2] - -

s T
LB KRR, FHUSER O SR, TR TR RIED. O FEUSEHO. Hih: 00000
2 EAREAS, BEHIATRAREEEAT 4.

3 FBITIE G, TS, AR, LTS, FEBIGLE.

1 HRER, FIUGEERRT, AMUIERERT. g, 00000
5 I AA R RSEENERRET, AL S NS,

£ 00000
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1. OTP “F- 5 loader public keyke 5

%% (Rockchip-Secure-Boot-Application-Note.md)
6.4.12.2 I UE T

[TODO]

6.5 SD 2 ) f1 F+ 2%
6.5.1 &/

Rockehip BURE SD &I N H L SD +, SD J+4i+, SD Az, SDEEF. WLl fn A ) d Tt 2
WiAE THAS update.img "F#E] SD RPN, HIMEARK R,

\w]

R Uy fiE

R SD & HIE A7 it B

SD JHZ B M SD RN B)F] recovery, Hi recovery 5T sd P B4 5857 3 5% A
SD Hal BB SD RJH 3D

SD &5 M pre-loader JF 4545 UL SD - A (14 [ 4 21 ¥ 4 A7 it

6.5.2 73K

6.5.2.1 H M

5@ SD K5 PC {54 —#FF, A LATE U-Boot 1 Kernel RGN B2 ML, ToH THX
SD RAHAEATERAE

6522 JH % &

SD F+ &R it RK ()L EHIE, S8l SD KX A A% (41 eMMC, nand flash) & £F (2% . SD K7+
P2 LA PC HLE 28 1 —Fh 4 -0 732 B 2% SD KA 2RI S5 ) SD RIIREE X, A%
[ 45 DUF] SD KAWL X, EFM SD RJashit, SD K shfCH AT A4 [l 1 be 5 B A 3247
fitih o [EIS SD JH26 32+ PCBA A Demo ST (194 Ul SD Fh 2R+ (193X L Ty w] LA [l 44T+ 22 g 21
25 PC HLIEAT, $mA 3.

CEHIEF A SD =, S R FHEETE R E A demo SCAFRT, W] LAE N TP IR 56 AL

1. ¥ UUE 43 SD R %, - H A 49 sdupdate.img
2. # 1 demo CAFF] SD RAR H 3% T Demo HH

SD 5| S 2R % (E GPT)
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T 7% ¥ B
X 0 MBR
X 64-4M IDBLOCK(J3 25 & & 0)
4M-8M Parameter
12M-16M uboot
16M-20M trust
...... misc
...... resource
...... kernel
...... recovery
Pl T =28 Fat32 7#Ji update.img
SD 5| & H- R 1% :U(GPT)
i 12 Kt B
FX 0 MBR
BX 1-34 GPT /3 IX &
FIX 64-4M IDBLOCK(JA hbr & & 0)
4M-8M Parameter
...... uboot
...... trust
...... misc
...... resource
...... kernel
...... recovery
P T A% (] Fat32 77/ update.img

6.5.23 i

SD jagh /gt RK 1) T EEIE, SEI BB SD RIE3h, KI5 5837 S sl 4 1 A FH 2557
B B RGN . BARSCHU K R S 2 SD Erb, 8 SD K 244E EAEM#E . M SD £
BEF, R CA R B SO ERAEEE SD R~ b, A A AP E AT DUER TAE. HREZEHTRE&ER
i)\ SD K5, BH T PCBA Mk, VEZE: PCBA M H 42 recovery NI i —NThAEIH, & T FH4%
K5EshF.

SD 5| % /a8 F#% X (3E GPT)
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T #
FAIX 0
B X 64-4M
4M-8M
8M-12M

12M-16M

SD 5] %5 81+ #% X (GPT)

1 7
BHIX 0
FIX 1-34

B X 64-4M

B 33 BIX

Hodh B
MBR
IDBLOCK(J3 ZhinEE 1)
Parameter
uboot
trust
misc
resource
boot
kernel
recovery
system

user

K B
MBR
GPT 7y X3
IDBLOCK(JG3itrEE 1)
uboot
Boot
trust
resource
kernel
recovery
system
vendor
oem
user

%1 GPT



6524 15H F

SD EE RKMLT SD RIFKIhAE, (HME T2 TAF H miniloader5e . %% TR H SIS S %] SD
IR X, REREE 2] SD Rl WAy X E, E#EM SD RESIN, SD RIH AL £ 71 2% 2
A EAFAE . EE T BB A, SD Rl LMER % .

SD & ~#(3E GPT)
i % Kt B
X 0 MBR
X 64-4M IDBLOCK(JA #lfr & & 2)
4M-8M Parameter
8M-12M uboot
12M-16M trust
...... misc
...... resource
...... boot
...... kernel
...... recovery
...... system

...... user

SD &5 ~H#U(GPT)
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T #% Hd B
a4 1X 0 MBR
X 1-34 GPT 73X %
B3 [X 64-4M IDBLOCK(JA Zhitr & E 2)
...... uboot
...... Boot
...... trust
...... resource
...... kernel
...... recovery
...... system
...... vendor
...... oem

...... user

5 33 HIX #A41 GPT

6.5.3 [l 1Fbr &

SD RAEABFAFRIIRER R, 2AE sd FAM—LEhRE.

7E SD KI5 64 X AL, #iBkrES A (magic number) SN 0xFCDCSC3B, NIA—eksikFR, <M SD
RANEEEE AR, BahRS. WERAR, WEAEE SD REFR. £5 (64 FHIX +616bytes) HiJ7, F7i
SR REARE . BHETA SRR

i FIM

0 THH R B PCBA WA R
1 RS

5 B
6.5.4 |2 Eh AL

SD £ boot JiLFE I 43N pre-loader J& BhiiFE 5 uboot B ZNRAE, XHARFEHS T NN SD + A SD
<N IDB Block I Startup Flag #x#%, I H e KIEX bR EHAT A FE R DIEE. FAELT:
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SIHE TR

A0 ITR Block
Startup Flag

E T =i
Find uszahle
) maskrom
pre—loader

Scan 5D Lo Timd ) A

. § L pre—loader +

the vpdate [lag

[ ] Ly e TR 5

Find boot CHD o H“__h”_ . I.'_{ iE AR
. - the update flag
[rom misc ) N ] kst %
L and update
partition
cmd] ine
¥ ¥

Judge ewrdline
lpdate 50 including ) § o
. g ., o+ TECOVETY kerne
[ irmware Storagemedia-s

g
6.5.4.1 pre-loader )& 5)
maskrom
pre-loader
EEHEAT Al
T R B

¥

¥

CEAREE 4
Glehyies) Fohh

S IEIERE!
BlEbyvies) bRk

(68 4
BlAbytes) fiEd

1 I 2
Y ' '
FE - al PCRAM o s

v

v

v

MEDE BT
T

MED R EL R
LEESINITNA Y

Londer T B9 6 £
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maskrom B 56 563R 2 —43 0] F i) miniloader [&E4F (7] LLA TRM #i%2 Maskrom 2 1 J8 shA7 A BRI
JelfifY, maskrom 2R R ARG L) 2R85Bk 2 miniloader. miniloader B £ 4% 17 14
%, WHRKME] SD R, &l SD KEEAE IDB AFE M. ke, HAW-RFE. wH SD R HH
FREALN 0B <17, WA SD RN E2EL U-Boot [E 4, HN#EZN U-Boot. WIRbRE N2, M ABE KRR
T2, 7F loader FHUBIEM:. IFH G shimfE AR HALAA %, NS 30 F 4K loader.

6.5.4.2 U-Boot J5 5}

‘ Start »

Uboot

A 4

ERIFERE

B4REX
et
—EA

0xFCDCB8C3B

A 4
A 4

64EIX + EE Rl
616bytestrit: SiR=rediy
%07 ’E
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yes

cmdlineiZsin
storagemedia=sd

FEMsd-RIEEVENS

HRNRE
RENSDR

A 4

A 4

cmdlineiZsiN RaEN Efikernel
sdfwupdatetrd EEFiEeE

A 4

MISCH X
RSN
recovery

A 4

fn#recovery ,
# A\ recoveryt&z(,

End

FH2iF: U-Boot HHI AR AFAE 14, WFATME] SD K, £ SD K2 IDB #EfF. Wiz,
BHAW R EIREZB N0, LH#H% kernel 1) cmdline 8 l'sdfwupdate's /51528 SD K11 misc X, 152HL
R, 5 9 recovery B, IN#JE 3 recovery.

Jazl: U-Boot EF AN, WRANME] SD &, M SD K2HEE IDB #U M4, wkiE,
AW ERLEN 1. BJFERI SD K/ misc 771X, ZIFFEEN, WHRA recovery, INEJH B
recovery. UNHZ normal #2:, NIIN#%L /3 3h kernel,



6.5.4.3 Recoveryf1 PCBA

HAKAT 2% (Rockchip Recovery F J#/EHE B V1.03.pdf) -

6.5.5 7 F = HI

o HfEIEGPT k& =ULE fFHf, U-Boot 5 ML & CONFIG_RKPARM_PARTITION.

o fillfE SD FF KT, update.img 247 MiniloaderAllbin, parameter.txt, uboot.img, trust.img,
misc.img, resource.img, recovery.img iXLE[E{f, FHNHES update.img £ IS AN MBR R[4
TRo
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7. Chapter-7 it & ¥ 57

TODO
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8. Chapter-8 i F X
A B AR IEU-Booth B IR T L, AR e WA, MEEATL. JEHLIT %%,

8.1 DEBUG

ThE: ib4 R debug () FTEIAERL

AJTE TG 1 rkxxx_common.h FH8 N % & SCHHAT(H fE «

#define DEBUG

8.2 Initcall

Thg: ITENRShifE.

U-Boot f)Ja 8525 j& — & Flinitcal I, & initcall run list() BN debug () B
printf () o i

U-Boot 2017.09-01725-g03b8d3b-dirty (Jul 06 2018 - 10:08:27 +0800)

initcall: 0000000000214388

initcall: 0000000000214724

Model: Rockchip RK3399 Evaluation Board

initcall: 0000000000214300

DRAM: initcall: 0000000000203£68

initcall: 0000000000214410 // 56 i 4gnFk H Hutk 6 B i b7 L
initcall: 00000000002140dc

3.8 GiB
initcall: 00000000002143b8

Relocation Offset is: £5c03000
initcall: 00000000f5el76bc

initcall: 00000000002146a4 (relocated to 00000000f5el76a4)
initcall: 0000000000214668 (relocated to 00000000f5e17668)

8.3 iofii &

heg: BENF.
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/] AR

md - memory display

Usage: md

/] GEAE

[.b, .w,

mw - memory write (

Usage: mw

FEERE, YO IR 0x76000000 Hib-FFEE I S: 0x10 MR,

[.b, .w,

=> md.1l 0x76000000

76000000:
76000010:
76000020:
76000030:

fffffffe
fEffffdf
fEffFEEff
fEEfFEff

.1, .g] address [# of objects]

fill)

.1, .g] address value [count]

0x10

i e i R s R o i i
fEEEffff feffffff fEfFfFfFfff
e e e s e O o e e e
i i s i R s i e s o R o i s i i o

B#/E, a6l X 0x76000000 Hibl AR A 0x1234;

=> mw.l 0x76000000
=> md.1l 0x76000000

76000000:
76000010:
76000020:
76000030:

8.4 iomemn

f£££f1234
fEffffdf
fEffFE£~f
fEEfFEFf

I A
4

Oxffff1234 // milefifimask
0x10 // BB

TEEEFEFf FEEEEFEf fEFEFLEE
fEEFffff feffffff fEEfFfff
FEEEFEff FEFFFFEff fEFEFEFF
TEEEFEFf FEEEFFEf fEFEFLEE

Thag: BENAF. Hmddr & RE, @i @ a@DTS Y G HEE IS B

=> iomem

iomem - Show iomem data by device compatible

Usage:

// @<compatible>: Tigifcompatibleiis; s i UL AL

iomem <compatible> <start offset>

eg: iomem -grf 0x0 0x200

JEf5): RK3228 12EL GRF H 0x00 ~ 0x20 IR

<end offset>

// EHEAT M "rockchip, rk3288-pmugrf" XoH, FrUAH"-grf"{E A

=> iomem -grf O0x0 0x20

rockchip, rk3228-grf:

11000000:
11000010:
11000020:

00000000 00000000 00004000 00002000
00000000 00005028 0000a5a5 0000aaaa

00009955
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8.5 i2¢fi e

Difg: R2eWREG.,

=> i2c

i2c - I2C sub-system

Usage:

i2c dev [dev] - show or set current I2C bus

i2c md chip address[.0, .1, .2] [# of objects] - read from I2C device

i2c mw chip address[.0, .1, .2] value [count] - write to I2C device (£fill)

BERAE.

=> i2c dev 0 // PIEi2c0 (Fgre—IKBITAT)
Setting bus to 0

=> i2c md Oxlb 0x2e 0x20 // iz AAHbk N1 (742l ) . SR Ox2e AR HIESE0x 204
A7 E

002e: 11 Of 00 00 11 Of 00 00 01 00 00 00 09 00 00 0C  +vuvrrneenneennn

003e: 00 O0a 0a Oc Oc Oc 00 07 07 Oa 00 Oc Oc 00 00 00  tuueruneennennnn

HHAE. Juhl:

=> i2c dev 0 // PIEli2c0o (F§E—REIAT)
Setting bus to 0

=> i2c mw Oxlb 0x2e 0x10 // i2cBEAA M 1L (7TAi bk ), X ox2e B AFRRIRAE N 0x10
=> i2c md Oxlb 0x2e 0x20 // lalgE

002e: 10 Of 00 00 11 Of 00 00 01 00 00 00 09 00 00 0C  eeuerernennennn.

003e: 00 Oa Oa Oc Oc Oc 00 07 07 Oa 00 Oc Oc 00 00 00 +euerernennennn.

8.6 gpiofiT &

TheE: pinff Nt RS

=> gpio

gpio - query and control gpio pins

Usage:
gpio <input|set|clear|toggle> <pin>
- input/set/clear/toggle the specified pin
gpio status [-a] [<bank> | <pin>] - show [all/claimed] GPIOs

EEpinfiIRA: WIRV1126

=> gpio status -a
Bank A:

AQO: input: 0 [ ]
Al: output: 1 [ ]
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A2: input: 1 [ ]

A29: unused: 1 [ ]
A30: unknown
A31: unused: 0 [ ]

D6: input: 0 [ ]
D7: output: 1 [x] vccl8-lcd-n.gpio

D31: input: 0 [ ]

Bank E:
EO: input: 0 [ ]
El: input: 0 [ ]

pinfii A\ :
=> gpio input A7
pin#i tHINACTIVE:
=> gpio clear A7
pinfii H ACTIVE:
=> gpio set A7
pinRASYIHe: A7 input: 0 N A7: output: 1

=> gpio toggle A7

8.7 fdtfy %

hEE: FTENDTBHN A

=> fdt

fdt - flattened device tree utility commands

Usage:

fdt addr [-c] <addr> [<length>] - Set the [control] fdt location to <addr>
fdt print <path> [<prop>] - Recursive print starting at <path>

fdt list <path> [<prop>] - Print one level starting at <path>

NOTE: Dereference aliases by omitting the leading '/', e.g. fdt print ethernetO.

Hpn I WA A4 M A, BTLAE device-tree 563 dump K-

=> fdt addr $fdt addr r // fREfdthbik
=> fdt print // EEAL NI ENH K
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8.8 mmciy 2

Difg: MMC & &5, Pt

MMC K& B

=> mmc info

Device: dwmmc@f£0£0000 // WA R
Manufacturer ID: 15

OEM: 100

Name: 8GME4

Timing Interface: High Speed // TR
Tran Speed: 52000000 // AEEE

Rd Block Len: 512
MMC version 5.1

High Capacity: Yes

Capacity: 7.3 GiB /] FEERE
Bus Width: 8-bit /] AR

Erase Group Size: 512 KiB

HC WP Group Size: 8 MiB

User Capacity: 7.3 GiB WRREL
Boot Capacity: 4 MiB ENH
RPMB Capacity: 512 KiB ENH

MMC &2 V).
=> mmc dev 0 // Vi#eFlemmc
=> mmc dev 1 // UI#R|sdF

MMC % &35!

mmc read addr blk# cnt
mmc write addr blk# cnt

mmc erase blk# cnt

1&“:

=> mmc read 0x70000000 0 1 // BEMMCIE &S — Nblock, K/INHN1 sectorfI#iiREFI N7
0x70000000

=> mmc write 0x70000000 0 1  // #EAAF0x70000000/#81 sectorfI¥EE B fF % — 1 block
[t DA

=> mmc erase 0 1 /] BEBRAHEE — Mblockill sectoridf

SR MMC ¥ i35 e, Al LU DA fij 50 DR R 52 £ir -

8 drivers/mmc/dw_mmc.c W debug () BUN printf() EEFHRFRES. BH MMC &I EIE

o e

o WHRHJEMFTEIN Sending CMDO, G EREFAEEE . B IR KA IOMUX & 7 # H At 1P
YiiE;

o R HJEFTEIN Sending CMDS, %A/ EELE MMC ¥ % S0 VF V) 10 %2 2 A7-if;

o WRMIME A E EIEE, H&JSTTEA Sending CMDI8, iH#E MMC -t . 52 MMC ftH
U AR SRS (PTRAEH R ) o AT DARRARE B4R . D)4 MMC ¥ 2% (133 B AR K
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8.9 If [A] &K

ThE: %5U-Boot T EE S HE A [H 8 CHIXSISTED

CONFIG BOOTSTAGE PRINTF TIMESTAMP

a4 :
[ 0.259266] U-Boot 2017.09-01739-g856£373-dirty (Jul 10 2018 - 20:26:05 +0800)
[ 0.260596] Model: Rockchip RK3399 Evaluation Board
[ 0.261332] DRAM: 3.8 GiB

Relocation Offset is: f5bfd000

Using default environment

.354038] dwmmc@fe320000: 1, sdhci@fe330000: O

.521125] Card did not respond to voltage select!
.521188] mmc_init: -95, time 9
.671500] mmcO (part 0) is current device

.675507
.683738
.706940

boot mode: None
DTB: rk-kernel.dtb
Using kernel dtb

O O O O O O o o

]
]
]
.671451] switch to partitions #0, OK
]
]
]
]

I TA) BRI AE A 24 HI AR S timer (RN TRIFT B ER, 1 ASIE OFFARTHIN o BT AR (B BBRT B A S A2 AR I 1]
T AN A& 48 % I 1] o

8.10 dm tree

ifk: BAEFTH device-driver Z[H/IZFE . probelkZ.

=> dm tree

Class Probed Driver Name

root [ + 1] root driver root driver

syscon [ ] rk322x syscon |-— syscon@11000000

serial [ ] nsl6550 serial |-- serial@11030000 *

clk [ ] clk rk322x |--— clock-controller@110e0000
sysreset [ ] rockchip_sysreset | |-- sysreset

reset [ ] rockchip reset | ‘—-— reset

mmc [ ] rockchip rk3288 dw mshc | == dwmmc@30020000 *

blk [+ ] mmc_blk | "—— dwmmc@30020000.blk *
ram [ ] rockchip rk322x dmc | == dmc@11200000

serial [ ] nsl6550 serial |-— serial@11020000

i2c [ ] i2c_rockchip |-= 12c@11050000

FTERE X

o FIHFTH B4 5 bindf device-driver
o HIH A uclass-device-driver 2 [A]HI 8 % &
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o [+]3RIRMHT driver L& 5ERK probe
o * FIRMHdevice-driverk H T U-Bootf)DTB, 5 M|K7Ekernel DTB

8.11 dm uclass

Thie: BHEFHuclass FHIFTA &

=> dm uclass

uclass 0: root

- * root driver @ 7be54c88, seq 0, (req -1)

uclass 11: adc
- * saradc@ffl100000 @ 7be56220, seq 0, (reqg -1)

uclass 40: backlight
- * backlight @ 7be81178, seq 0, (reqg -1)

uclass 77: key
= rockchip-key @ 7be811£f0

8.12 stacktrace.sh

I FH AR B AL #] 2 Hrabort. dump_stack()FIENIZ . 1S HRKEEM A .

8.13 24t Kb

Thig: ATENHETCPUMBLA AR, &M T RGERIUREH . & 1 25ERE 5 dump Hi Alabortif EALLK)

CONFIG ROCKCHIP DEBUGGER

SRICEN I FA R A5 S5 Pl stacktrace AN G 4 . 1 S B RKEEM F 1T .

8.14 CRC &5

ThRE: MSIORIHS 28 A [ 44 52 2k

RK ¥R B4 05 T BN ESFICRC32, FTHUIT % 7] PLHCRC3246E [F] £ 1) 78 B4 .
CONFIGfROCKCHIP7CRC

Bk E

=Booting Rockchip format image=

kernel image CRC32 verify... okay. // kernel RIGRTN CAnRRIUATEINfail! )
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boot image CRC32 verify... okay. // boot KEEERLI CHIRKMATEI N fail! 7D
kernel @ 0x02080000 (0x01249808)
ramdisk @ 0x0a200000 (0x001e6650)
## Chapter-8 Flattened Device Tree blob at 01£f00000
Booting using the fdt blob at 0x1£00000
'reserved-memory' secure-memory@20000000: addr=20000000 size=10000000
Loading Ramdisk to 08019000, end 081f£650 ... OK
Loading Device Tree to 0000000008003000, end 0000000008018c97 ... OK
Adding bank: start=0x00200000, size=0x08200000
Adding bank: start=0x0a200000, size=0xede00000

Starting kernel

8.15 HASHE: %3

g KR Android gz ] {1 76 # 4k .
ANDROID BOOT TMAGE_HASH

JEZBCE S, I Androidi 3 [E 1 f 21556 [ 1 1 52 B
BRIy — 28y s B, 2R R e B ek IR AR SR [, 1 R TO iE B ik

HASH ROCKCHIP LEGACY

8.16 15X DDRZ% =

FEHLE DDRYJAAHAR IS 4 DDR A & AL 45 U-Boot, U-Boot£x 2 b —46 72 4 Y A7 J5 AL 345 A% FH

F] LAEU-Bootlr BLE et i 45 A% I DDR 7 £

(ESURIERIE

/] ABBENIZITT AR (CEBRZENATD .

Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x40000000 (size: 0x35e00000)
Total: 895.411 ms

Starting kernel
[ 0.000000] Booting Linux on physical CPU 0x0

(A CIVA-¥

./arch/arm/mach-rockchip/param.c

(CEEVA-§

struct memblock *param parse ddr mem(int *out count)
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// XHER R AdrfE#B LS U-Boot A RIEE .
// AT REH BRAELL bk, Py BLos o HuAsas, 2348 W) &S A A7 B B A M AR /)
// PS: —HRIGHL T HGZIES N, AaEESY.
for (i = 0, n = 0; i < count; i++, n++) {
// Wa2eBEE CGESHMAE) , W: count=1, base = 0, size = 0x80000000,
// F P AT DL X AL f i el
base = t->u.ddr mem.bank[i];

size = t->u.ddr mem.bank[i + count];

/* 0~4GB */
if (base < SZ 4GB) {
mem[n] .base = base;
mem[n].size = ddr mem get usable size (base, size);
if (base + size > SZ 4GB) {
arr g

mem[n] .base u64 = SZ 4GB;

mem[n] .size u64 = base + size - SZ 4GB;
}
} else {
/* 4GB+ */
mem[n] .base u64 = base;
mem[n].size u64 = size;

assert (n < count + MEM RESV COUNT) ;

8.17 k¥ {5 &

DiRe: BAE AR . LB, FEYLE B nr LA B P e A — 2L R in)
1. trust {158 J5 8t =L

trust B 58S AL RACHT AT RENE : RICF T RBFH T R, SE trust R4 2IE5R A U-Boot Ji adtbhi. 1k
I 7 AT B R trust TPHLET ENET U-Boot /A Btk KA A

64 F 5 U-Boot ja sl — %2 WFs 0x200000 (DRAM gl 2 0x0) -
NOTICE: BL31: vl.3(debug) :d98dlee

NOTICE: BL31: Built : 15:03:07, May 10 2018
NOTICE: BL31l: Rockchip release version: vl.1l

INFO: GICv3 with legacy support detected. ARM GICV3 driver initialized in EL3
INFO: Using opteed sec cpu context!

INFO: boot cpu mask: 0

INFO: plat rockchip pmu init (1151): pd status 3e

INFO: BL31: Initializing runtime services

INFO: BL31: Initializing BL32

INFO: BL31: Preparing for EL3 exit to normal world

INFO: Entry point address = 0x200000 // U-BootHbll

INFO: SPSR = 0x3c9

32 fii*F 4 U-Boot Ja bt —f% 2% 0x0 (DRAM #45HbE 0x60000000) :
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INF [0x0] TEE-CORE:init primary helper:378: Release version: 1.9

INF [0x0] TEE-CORE:init primary helper:379: Next entry point address: 0x60000000
// U-BootHii:

INF [0x0] TEE-CORE:init teecore:83: teecore inits done

2. U-Boot fii 4[R]3 -
iBiT U-Boot JFHLE B AT IR PR AS . 30 R 5 MRS 2 commit: b34f08b.

U-Boot 2017.09-01730-gb34£08b (Jul 06 2018 - 17:47:52 +0800)
TN A B dirty™, WG BN A A B AT SRACHE G, i R AT

U-Boot 2017.09-01730-gb34£f08b-dirty (Jul 06 2018 - 17:35:04 +0800)

8.18 53N fE &

P I8 U-Boot LG 2 AT 3R A0 24 T U-Boot (AL AN 2 SMBL AR, T PRI e for 7

H HTU-Boot 32 £ =Fh [E 44257 5] 5. Androidk z > RK#& 20 > DISTROA% 2. RK A A SDK 3= 2 §i
FhEERE 0, DISTRO—ME TR A P 28

Y QR RS ANGE T, ATEATEIRTREE AR, X AW X T U-BootHFHLE B AR 1 fiF

17.1 Android [ {4

// U—Bootfﬁ*ﬁ?flfﬂ A E T commi thiRA . g R B 465 2

[/ EE: XHERRU-Boot"MX BB —ATIERATED, 1A RU-Boot REfM i & T E
// T HdebugfE S, 7] LLE B E F 4T EN

U-Boot 2017.09-03033-g81b79f7-dirty (Jul 04 2019 - 15:04:00 +0800)

// U-Boot dtsH“model"FEMNE, EEX/MEER LLEIERAEH T U-BootMifrdts
Model: Rockchip RK3399 Evaluation Board

// JBH Tpreloader-seriallfg, HIWTAHATH loaderH ORCE, MuTf HUART2/ENITEIO
PreSerial: 2

/] BT HR NAE AR 26

DRAM: 2 GiB

[/ EHTRASRE T sysmemN 77+ 4 EALH

Sysmem: init

// U-Boot= il H CLIARILIEAT HIREE, M UHTddeiEni A B BI5E G A E (FERU-Boot FF R LR JE 3
i)

// AW S RS A Hh b 0% 7dbe2000, IR AME BAE RIS A i 7T B 2

Relocation Offset is: 7dbe2000

// ENVERINRAFIEddr B W R REFHRAFEeMMC. NandB 6N RE, MASHXATE

Using default environment

[/ EATIAEAEN R mmc0, BleMMc (W EsdF, W Ammcl)
dwmmc@£fe320000: 1, sdhci@fe330000: O

/] FEEN R RETatags, HATHminiloaderfs 545 HU-Boot
Bootdev (atags): mmc 0

// R eMMCf TAEAERS 4004, I 4 Hii % 150M

MMCO: HS400, 150Mhz

// BEERAGPTAX K (MRERK parameterfr[X&K, WITEI: RKPARM)
PartType: EFI
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// Ml &recoveryiii

// kernel BPATHI"reboot xxx"frd, AT HIXAFTEIRIADL
boot mode: recovery

// Kernel DTBHKH T recovery.img, H IEH#IN%E

Load FDT from recovery part

DTB: rk-kernel.dtb

HASH: OK(c)

/) ==> {FE: BltZJG, U-BootBZ& V) Flkernel dtb, JGLEFTH MK A Fkernel dtbHIfE
B

// DTBOIAT T
ANDROID: fdt overlay OK
// T2CHIEIE, XA RU-Boot TTHLEE MR 22—, JLHX T DeDCcMLDOER £ i pMIC, HIRI2CH
g,
/] BARTIHVEER — M. R R OITHLEE, ™ BLRERAME R
I2c speed: 400000Hz
// HHTPMIC/ARKS18
// onfHXfBON_SOURCEFF fF#%, KM J HliXxemIc b e i 5 K]
// of f{HXBIOFF_SOURCEZ fFd%, HRWIHT— RIS L F) J5 A
// onMlof {58, XT RS I B8 SOHLER LN, KRN EMEREE
PMIC: RK818 (on=0x20 off=0x40)
// B Erequlator 24/ R, —M&AEDCeDC BN A ARK T G farm. logic. center®5H [k
/) FEHBRG R TSR BN, XRNMEMER(EEvdd_center 900000 uv
vdd cpu_ 1 900000 uv
vdd _log 900000 uv
// Kernel dtsH“model"FEIAZ, @idX/NMEERLLANERAMEH T Kerne IR dts
Model: Rockchip RK3399 Excavator Board edp avb (Android)
enter Recovery mode!
// SEoRREEA R AE B
Rockchip UBOOT DRM driver version: v1.0.1
Using display timing dts
Detailed mode clock 200000 kHz, flags[al
H: 1536 1548 1564 1612
V: 2048 2056 2060 2068
bus format: 100e
// clk-treefdld, BARE NS HU-Boot JI R AL CLKE F
CLK: (uboot. arml: enter 816000 KHz, init 816000 KHz, kernel ON/A)
CLK: (uboot. armb: enter 24000 KHz, init 24000 KHz, kernel ON/A)
aplll 816000 KHz
apllb 24000 KHz
dpll 800000 KHz
cpll 200000 KHz
gpll 800000 KHz
npll 600000 KHz
vpll 24000 KHz
aclk perihp 133333 KHz
hclk perihp 66666 KHz
pclk perihp 33333 KHz
aclk perilp0 266666 KHz
hclk perilpO 88888 KHz
pclk perilpO 44444 KHz
hclk perilpl 100000 KHz
pclk perilpl 50000 KHz
// GMACHRZ) i fie
Net: ethO: ethernet@fe300000
// TH K ctrlve, AFEMTTEIZ JG#EAU-Boot fr 24T
Hit key to stop autoboot ('CTRL+C'): 0



// B RHNIE ST R recovery s

ANDROID: reboot reason: "recovery"

// vboot=0K/RKH & Hsecureboot; HRIZAVBEIM:, B bLEAVBIH AL I e

Vboot=0, AVB images, AVB verify

// W EBunlock

read is device unlocked() ops returned that device is UNLOCKED

// JRAERU-Boot BRIAZ T Nboot . img/recovery. imghN##E R, AR5 Hiramdisk. fdt. kernel
FFREAT

/] —U%F% (R ANrelocation) , #REHFHUE MMM b, A2 LLEFEN 1, JEH YramdiskIEH K
A B A%

// REFEM TR, —XEEENGE L randisk. fdt. kernel 2 TE 19 P 77 bk o

// AT ATEVW B R X A — R VRS B, B4 I TE

Fdt Ramdisk skip relocation

// M#Androidt N E M, Hkernel M F|0x00280000, £dtfN#F0x8300000

/) AR LZAEA N, X IR RETEN:

// Booting LZ4 kernel at 0x00680000 (Uncompress to 0x00280000) with fdt at
0x8300000. ..

Booting IMAGE kernel at 0x00280000 with fdt at 0x8300000...

[/ W, AR
### Booting Android Image at 0x0027£800
// kernelflramdiskHIIN# M hHE LK KN
Kernel load addr 0x00280000 size 19081 KiB
RAM disk load addr 0x0a200000 size 9627 KiB
// £AtHmE ik
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
/] B, AR
XIP Kernel Image ... OK
// EBAUNZITHlkernel dtsfiEHIreserved-memory, HI{ENH AZJE 3N H B K F—A 005 S
'reserved-memory' secure-memory@20000000: addr=20000000 size=10000000
// EAtHIERIRAN G AR bk
Using Device Tree in place at 0000000008300000, end 000000000831c6f7
/) ARBE N, EFAZATEH A FT B (AT, optee®& 7 (A DA 2)
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)
// U-BootMr BT HLAER
Total: 367.128 ms

// HU-BootfTEl, EANHTENZ )G, U-Boots e/l —LeARMAMAHIE (HLaN: JEcache. KA.
// cpwREVIHEED FU-Boot M dm &V EHEHEE LAE, Hinl @R MAC.

// SERL IR TARE ik Bl kernel, KU AELARSy, HILXAHTENRZ 2] T AAZF B
Starting kernel

// kernelfr BtIIFTEI(E B

0.000000] Booting Linux on physical CPU 0xO0
0.000000] Initializing cgroup subsys cpuset
0.000000] Initializing cgroup subsys cpu
0.000000] Initializing cgroup subsys cpuacct
0.000000] Initializing cgroup subsys schedtune

[
[
[
[
[
[ 0.000000] Linux version 4.4.167 (hgc@ubuntu) (gcc version 6.3.1 20170404
(

Linaro

GCC 6.3-2017.05) ) #83 SMP PREEMPT Thu Mar 21 09:31:08 CST 2019

[ 0.000000] Boot CPU: AArch64 Processor [410fd034]

[ 0.000000] earlycon: Early serial console at MMIO32 O0xff1a0000 (options '')
[ 0.000000] bootconsole [uart0] enabled

[ 0.000000] Reserved memory: failed to reserve memory for node 'stb-



devinfo@R00000000': base 0x0000000000000000, size O MiB
[ 0.000000] cma: Reserved 16 MiB at 0x000000007£000000

8.18.1 RK [ 14

U-Boot 2017.09-03352-gbl265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

Hit key to stop autoboot ('CTRL+C'): O

ANDROID: reboot reason: "recovery"

// BRONRERRAR A E AR, B LA AT 2 AVBHS 30

Not AVB images, AVB skip

// B RRAG AR A, B B B4 on N #andr o1 ag 2l 4 2% K
// PURHBESIME S Z: androidif= > RrMEHR > distroffs
** Invalid Android Image header **

Android image load failed

Android boot failed, error -1.

// HiltrecoveryB

boot mode: recovery

// JAFIRRAG I, ¥ ramdis. kernel. fdt

=Booting Rockchip format image=

fdt @ 0x08300000 (0x00012dd0)

kernel @ 0x00280000 (0x0119e008)

ramdisk @ 0x0a200000 (0x00754540)

// AR androidt = b LF 1 E 315 B
Fdt Ramdisk skip relocation
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
Using Device Tree in place at 0000000008300000, end 0000000008315dcft
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)
Total: 508.11 ms

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0xO0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu
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8.18.2 Didstrol# 14

U-Boot 2017.09-03352-gbl265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

// FHFImmc0, BleMMCswitch to partitions #0, OK

mmcO (part 0) is current device

// BiReMucAEiE LA 6N KB (GPT/r XL, 6XF MK fEboot . img7r X, GPTHHI"-
bootable" B M)

Scanning mmc 0:6...

// RE|THLE X fFextlinux.conf

Found /extlinux/extlinux.conf

Retrieving file: /extlinux/extlinux.conf

// JN#kernel

205 bytes read in 82 ms (2 KiB/s)

13 rockchip-kernel-4.4

Retrieving file: /Image

13484040 bytes read in 1833 ms (7 MiB/s)

// FTHEREE R cmdlinef5 B
append: earlycon=uart8250,mmio32,0xf£f1a0000 console=ttyS2,1500000n8 rw
root=/dev/mmcblkOp7 rootwait rootfstype=ext4 init=/sbin/init

// In#fde
Retrieving file: /rk3399.dtb
61714 bytes read in 54 ms (1.1 MiB/s)

[/ ==> WRITEIR & randisk, MASH ramdisk{d BITH; & MK B4 FTED

### Flattened Device Tree blob at 01£00000
Booting using the fdt blob at 0x1£00000
Loading Device Tree to 000000007df14000, end 000000007df26111 ... OK

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0x0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu
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8.18.3 Jo A A [l

U-Boot 2017.09-03352-gbl265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

// #FHFElmmco, Hlemmc

HABIE A HIFHLE B

switch to partitions #0, OK

mmcO (part 0) is current device

/] BIemmctifg L 6N XM (cPTHXRE, 64 R &boot.imgsr X, GPTHH"-
bootable"EMEHI)

Scanning mmc 0:6...

// HETHE X fFextlinux.conf

Found /extlinux/extlinux.conf

Retrieving file: /extlinux/extlinux.conf

// MM#kernel

205 bytes read in 82 ms (2 KiB/s)

1: rockchip-kernel-4.4

Retrieving file: /Image

13484040 bytes read in 1833 ms (7 MiB/s)

// FTEIEE M cndlinefs B
append: earlycon=uart8250,mmio32,0xff1a0000 console=ttyS2,1500000n8 rw
root=/dev/mmcblkOp7 rootwait rootfstype=extd4d init=/sbin/init

// IM#Efdt
Retrieving file: /rk3399.dtb
61714 bytes read in 54 ms (1.1 MiB/s)

// ==> WIRITEON %A ramdisk, A ramdisk(EBITEH; 750X B AT
### Flattened Device Tree blob at 01£f00000
Booting using the fdt blob at 0x1£00000

Loading Device Tree to 000000007d£f14000, end 000000007df26111 ... OK

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0xO0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu

U-Boot 2017.09-03352-gbl265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2
DRAM: 2 GiB

Sysmem: init
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Relocation Offset is: 7dbe2000

Using default environment

Net: ethO: ethernet@fe300000

Hit key to stop autoboot ('CTRL+C'): 0 ANDROID: reboot reason: "recovery"
// AiEandroidfk 4

Not AVB images, AVB skip

** Invalid Android Image header **

Android image load failed

Android boot failed, error -1.

boot mode: recovery

/] ARRRAG X [ A
=Booting Rockchip format image=
kernel: invalid image tag(0x45435352)

boot rockchip image kernel part read error

// ARDISTROMIE M. JGTH A MITENEREdistroi# a4, FAdistrofrd & ik B Mmme.
nand. net.

// usbERTE BATIS G X # % (¥ W rockchip-common. hH1 %5 X : BOOT TARGET DEVICES) H
%3

// #distrolEff, HIZE—HHMETEL

switch to partitions #0, OK

mmcO (part 0) is current device

Failed to mount ext2 filesystem...

** Unrecognized filesystem type **

starting USB...

USBO: Register 2000140 NbrPorts 2

Starting the controller

USB XHCI 1.10

USB1: Register 2000140 NbrPorts 2

Starting the controller

USB XHCI 1.10

USB2: USB EHCI 1.00
USB3: USB OHCI 1.0
USB4: USB EHCI 1.00
USB5: USB OHCI 1.0
scanning bus 0 for devices... 1 USB Device(s) found
scanning bus 1 for devices... 1 USB Device(s) found
scanning bus 2 for devices... 1 USB Device(s) found
scanning bus 3 for devices... 1 USB Device(s) found
scanning bus 4 for devices... 1 USB Device(s) found
scanning bus 5 for devices... 1 USB Device(s) found
scanning usb for storage devices... 0 Storage Device(s) found
Device 0: unknown device
ethernet@fe300000 Waiting for PHY auto negotiation to complete......... TIMEOUT !

Could not initialize PHY ethernet@fe300000

missing environment variable: pxeuuid

missing environment variable: bootfile

Retrieving file: pxelinux.cfg/01-7a-1d-33-50-3d-al
ethernet@fe300000 Waiting for PHY auto negotiation to complete..

// F#distrofir X P A Al REHIAE i AR e AR AN B E 1, wFfEU-Boot fy AT






9. Chapter-9 Il iz H %
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10. Chapter-10 SPL

10.1 [&{F 5] &

SPL (#1124 B miniloader5g /i, trust.img A1 ubootimg K N# A5 S T/E. SPL HRT S # 5] 5 Hifh
i

o FIT [EF: BRINERE;
o RKFW [flf: BRINCH], 755 A spoph e B A4l g

10.1.1 FIT [ 1

FIT (flattened image tree) #%3Xs& SPL SCHFII—Fh LLECH AU [ ARk 20, SCREZ ) image FTHL RIS o
FIT ffi F DTS (72X 4T B image HHATHIIA, IR SCHEN u-boot.its, T AR FIT [FEfFH u-
boot.itb.

FITHIME 2. B dts FIEVER G PR, Do RS, [E4FfET o] LB #E4E A libfdt FE.
u-boot.its 14 :

o /images : AME N T HTA BRI BHIEICE (RERTH. AIAHD , 25 dtsi I A 6
e /configurations: A config T iR T —E BEIMEE, F—" MR dts.
o ffiff] default = F&E YATEHMBIARE

k(TP
/dts-v1/;
/|

description = "Configuration to load ATF before U-Boot";

#address-cells = <1>;

images {
uboot@1 {

description = "U-Boot (64-bit)";
data = /incbin/ ("u-boot-nodtb.bin") ;
type = "standalone";
os = "U-Boot";
arch = "arm64";
compression = "none";

load = <0x00200000>;
}i

atf@l {
description = "ARM Trusted Firmware";
data = /incbin/ ("b131 0x00010000.bin");
type = "firmware";
arch = "armo4d";
os = "arm-trusted-firmware";
compression = "none";

load = <0x00010000>;
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entry = <0x00010000>;
}i

atf@2 {
description = "ARM Trusted Firmware";
data = /incbin/ ("b131 0xf£f091000.bin");

type = "firmware";

arch = "arm64";

os = "arm-trusted-firmware";
compression = "none";

load = <0xff091000>;
}i

optee@l {
description = "OP-TEE";
data = /incbin/ ("bl32.bin");
type = "firmware";
arch = "arm64";
os = "op-tee";
compression = "none";

load = <0x08400000>;
}i

fdtel {
description = "rk3328-evb.dtb";
data = /incbin/ ("arch/arm/dts/rk3328-evb.dtb") ;
type = "flat dt";
compression = "none";
bi
b7

configurations {

default = "config@l";
config@l {
description = "rk3328-evb.dtb";
firmware = "atf@l";
loadables = "uboot@l", "atf@2", "optee@l" ;
fdt = "fdt@l";

}i

¥
u-boot.itb L4 :

mkimage + dtc
[u-boot.its] + [images] ==> [u-boot.itb]

R Rt AR A G R . FIT B4R A AR N —FPRe kI DTB S0, RO E RN A2 image. FH P AT
CLH fdtdump iy & B F itb XA

cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump u-boot.itb | less

/dts-v1/;
// magic: 0xd00dfeed
// totalsize: 0x497 (1175)

// off dt struct: 0x38



//
//
//
//
//
//
//

off dt strings: 0x414
off mem rsvmap: 0x28
version: 17
last comp version: 16
boot cpuid phys: 0x0
size dt strings: 0x83
size dt struct: 0x3dc

timestamp = <0x5d099c85>;

description = "Configuration to load ATF before U-Boot";

#address-cells = <0x00000001>;
images {
uboot@1l {
data-size = <0x0009f8a8>;
data-offset = <0x00000000>;

description = "U-Boot (64-bit)";

type = "standalone";
os = "U-Boot";
arch = "arm64";
compression = "none";
load = <0x00600000>;
}i
atf@l {
data-size = <0x0000c048>;
data-offset = <0x0009f8a8>;

/7 G AR T SRR,
/) R E RN T %,

description = "ARM Trusted Firmware";

type = "firmware";
arch = "arm64";
os = "arm-trusted-firmware";
compression = "none";
load = <0x00010000>;
entry = <0x00010000>;
}i
atf@2 {
data-size = <0x00002000>;
data-offset = <0x000ab8f0>;

description = "ARM Trusted Firmware";

type = "firmware";
arch = "arm64";
os = "arm-trusted-firmware";
compression = "none";
load = <0xf£f£82000>;
}i
fdt@l {
data-size = <0x00005793>;
data-offset = <0x000ad8f0>;

description = "rk3308-evb.dtb";

type = "flat dt";

FLZFITERES%:

ik at @1 [ R/
flikat el [



./doc/ulmage.FIT/

10.1.2 RKFW [ £

N T BE S B Hufs miniloader HA B SUS 173 X FTEME . BILRK &80 7 RKFW #5540
CRIST A X A & 22 trust.img A1 uboot.img) 5] F.

Hic & -
CONFIG_SPL_LOAD RKFW // FERETT R
CONFIG_RKFW_TRUST SECTOR // trust.imgZrXHidlk, #FEMDXERAE RS
CONFIG RKFW U BOOT SECTOR // uboot.imgZ;XHitk, FaERIT X RN E LORFE— I
IAMCE

./include/spl_rkfw.h
./common/spl/spl rkfw.c

10.1.3 760 S 2%

U-Boot dts Hil T u-boot, spl-boot-order T8 EA-MEW B8 L HE R

/A
aliases {
mmc0 = &emmc;
mmcl = &sdmmc;
}i
chosen {

u-boot, spl-boot-order = &sdmmc, &nandc, &emmc;

stdout-path = &uart2;

10.2 4w FFT A
10.2.1 XD g 35

U-Boot HR#5 AN [A] 1) 4 1 2% 1% % [ — 4 U-Boot{ R4 16 3R SPLIE 4, 44w 1% SPL <> 1 24 ik
CONFIG SPL BUILD %, U-BootZx7E#iP5E u-boot.bin X J&4k&Egm ik SPL, FHGIE M 14T H
X ./spl/ o

// YwiFu-boot
DTC arch/arm/dts/rk3399-puma-ddr1866.dtb
DTC arch/arm/dts/rv1108-evb.dtb
make[2]: “arch/arm/dts/rk3328-evb.dtb' is up to date.


af://n4154
af://n4160
af://n4163
af://n4164

SHIPPED dts/dt.dtb
FDTGREP dts/dt-spl.dtb
CAT u-boot-dtb.bin
MKIMAGE u-boot.img
COPY u-boot.dtb
MKIMAGE u-boot-dtb.img
COPY u-boot.bin

// TiFspl, AMIHspl/HZFE

LD spl/arch/arm/cpu/built-in.o
cc spl/board/rockchip/evb rk3328/evb-rk3328.0
LD spl/dts/built-in.o
cc spl/common/init/board init.o
COPY tpl/u-boot-tpl.dtb
ccC spl/cmd/nvedit.o
cc spl/env/common. o
cc spl/env/env.o
LD spl/drivers/block/built-in.o
RN AP LG EIE

./spl/u-boot-spl.bin

10.2.2 [EH 44T 8

10.3 R4 i

10.3.1 GPT

SPL {# FIGPT/r X % .
fi

CONFIG_SPL_LIBDISK SUPPORT=y
CONFIG SPL_EFI_PARTITION=y
CONFIG_PARTITION TYPE GUID=y

Liezip

./disk/part.c
./disk/part efi.c

0O

int part get info(struct blk desc *dev desc, int part, disk partition t *info);
int part get info by name(struct blk desc *dev desc,

const char *name, disk partition t *info);


af://n4169
af://n4170
af://n4171

10.3.2 A/B system

SPL X HA/B R4 55
fic &

CONFIG_SPL_AB=y
LTI
./common/spl/spl_ab.c

0.

int spl get current slot(struct blk desc *dev desc, char *partition, char *slot);
int spl get partitions sector(struct blk desc *dev desc, char *partition,u32

*sectors) ;

10.3.3 J5 1L 26 2k

e SPL f#H u-boot, spl-boot-order & XHIEBIIF, A Frkxxxx-u-boot.dtsi:

chosen {
stdout-path = &uart2;
u-boot, spl-boot-order = &sdmmc, &sfc, &nandc, &emmc;

bi
o Maskrom {3 sl 564 :
spi nor > spi nand > emmc > sd
e Pre-loader(SPL) A8 WL 562«
sd > spi nor > spi nand > emmc

1 sd REPLSEFIR R IR LT RGN sd RIA 3N,

10.3.4 ATAGS

SPL 5 U-Boo iiid ATAGS HUH|SEHUES . LEREEA: RElFEB% . TEIH D5,
Be & -

CONFIG ROCKCHIP PRELOADER ATAGS=y

9z
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./arch/arm/include/asm/arch-rockchip/rk atags.h

./arch/arm/mach-rockchip/rk _atags.c
i Jup

int atags_set tag(u32 magic, void *tagdata):;
struct tag *atags get tag(u32 magic);

10.3.5 kernel boot

JHF kernel,;& HHU-Boot i # A1 5| 5, SPL tHAJ LA FIN#K kernel.
boot.img, SCHF RKA% 2L .

JA Bl «

Maskrom -> ddr -> SPL -> Trust -> Kernel

10.3.6 pinctrl

B

CONFIG SPL_ PINCTRL GENERIC=y
CONFIG SPL PINCTRL=y

X%

./drivers/pinctrl/pinctrl-uclass.c
./drivers/pinctrl/pinctrl-generic.c

./drivers/pinctrl/pinctrl-rockchip.c

DTS Bt & :

PA sdmme A :

&pinctrl {
u-boot,dm-spl;
i

&pcfg pull none 4ma {
u-boot, dm-spl;
yi

&pcfg pull up 4ma {
u-boot,dm-spl;
}i

&sdmmec  {
u-boot,dm-spl;

}i

&sdmmc_pin |

H i S 7 in%% android head version 2
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u-boot,dm-spl;
i

&sdmmc_clk {
u-boot,dm-spl;

i

&sdmmc_cmd {
u-boot,dm-spl;

i

&sdmmc_busé |
u-boot,dm-spl;

bi

&sdmmc_pwren {

u-boot,dm-spl;
bi

TE R

SPL Ji3 Hpinctrlff E A& defconfig BLI¥) CONFIG OF SPL, REMOVE PROPS & X, MHBRILAH) pinctri-o
pinctrl-names %ZEQO

10.3.7 secure boot

[TODO]

10.4 XA H
10.4.1 MMC

B

CONFIG_SPL_MMC SUPPORT=y // ERILCLfHAE
Cieip

./common/spl/spl mmc.c
0.

int spl mmc load image (struct spl image info *spl image,

struct spl boot device *bootdev);
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10.4.2 MTD block

SPL 4t— nand. spinand. spinor %% block 2.

HeE -

// MTD HXah37 5
CONFIG_MTD=y
CONFIG CMD MTD BLK=y
CONFIG SPL _MTD SUPPORT=y
CONFIG_MTD BLK=y
CONFIG_MTD DEVICE=y

// spi nand YXZ)FF
CONFIG_MTD SPI_ NAND=y
CONFIG_ROCKCHIP SFC=y
CONFIG_SPL_SPI_FLASH SUPPORT=y
CONFIG_SPL_SPI_SUPPORT=y

// nand WXB)HF

CONFIG NAND=y

CONFIG_CMD_NAND=y

CONFIG NAND ROCKCHIP=y

CONFIG_SPL_NAND SUPPORT=y

CONFIG_SYS_NAND U BOOT LOCATIONS=y

CONFIG_SYS_NAND U BOOT OFFS=0x8000

CONFIG_SYS NAND U BOOT OFFS REDUND=0x10000

// nand page sizefBEIZIEILA/NE N, WMEFHAEKRNTET512MBIINAND, — MR F BB E 4096
#define CONFIG SYS NAND PAGE SIZE 2048

// spi nor IKFSCHF
CONFIG CMD SF=y

CONFIG_CMD SPI=y
CONFIG_SPI_FLASH=y

CONFIG SF_DEFAULT MODE=0x1
CONFIG SF DEFAULT SPEED=50000000
CONFIG SPI FLASH GIGADEVICE=y
CONFIG SPI_FLASH MACRONIX=y
CONFIG SPI FLASH WINBOND=y
CONFIG_SPI_FLASH MTD=y
CONFIG_ROCKCHIP SFC=y

CONFIG SPL_SPI_SUPPORT=y
CONFIG SPL MTD SUPPORT=y
CONFIG SPL SPI_FLASH SUPPORT=y

IKZh

./common/spl/spl mtd blk.c

i up

int spl mtd load image(struct spl image info *spl image,

struct spl boot device *bootdev);
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10.4.3 OTP

T A 283, secure boot 71 F).
fi -

CONFIG_SPL_MISC=y
CONFIG SPL_ROCKCHIP SECURE OTP=y

IRB

./drivers/misc/misc-uclass.c

./drivers/misc/rockchip-secure-otp.S
.

int misc_read(struct udevice *dev, int offset, void *buf, int size);

int misc write(struct udevice *dev, int offset, void *buf, int size);

10.4.4 Crypto

Secure-boot 214 Fcrypto ¢ fichash. rasff 115,

He &

CONFIG_SPL DM CRYPTO=y

// crypto vl FFFH: rk3399/rk3368/rk3328/rk3229/rk3288/rk3128
CONFIG SPL ROCKCHIP CRYPTO Vl=y

// crypto v2 XHfFFH: px30/rk3326/rkl1808/rk3308
CONFIG SPL ROCKCHIP CRYPTO V2=y

9z

./drivers/crypto/crypto-uclass.c
./drivers/crypto/rockchip/crypto vl.c
./drivers/crypto/rockchip/crypto v2.c
./drivers/crypto/rockchip/crypto v2 pka.c
./drivers/crypto/rockchip/crypto v2 util.c

O

u32 crypto _algo nbits(u32 algo);
struct udevice *crypto get device(u32 capability):;
int crypto sha init(struct udevice *dev, sha context *ctx);
int crypto sha update(struct udevice *dev, u32 *input, u32 len);
int crypto sha final (struct udevice *dev, sha context *ctx, u8 *output);
int crypto sha csum(struct udevice *dev, sha context *ctx,
char *input, u32 input len, u8 *output);

int crypto rsa verify(struct udevice *dev, rsa key *ctx, u8 *sign, u8 *output);
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10.4.5 Uart

SPL H [1i#id rkxxxx-u-boot.dtsi [ chosen ¥ A 1R

chosen {
stdout-path = &uart2;
}i

guart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;

status = "okay";

1

JE o

P k3308 9
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11. Chapter-11 TPL

TPLZ L U-Boot B B W BX [/ Loader, TPLizATZESRAMAY, FHAF /S E ddr binf 57 58 DRAMIK W] 464k
TAE. TPLAMILFFIRAIRAS, ddr bingfCHS YR A o

11.1 g efT

11.1.1 fic &

o UARTICE
CONFIG_DEBUG UART BASE: UARTZ:HbIL.
CONFIG_ROCKCHIP UART MUX SEL M: UART IOMUX GROUP.
Example:
RV1126/¢ HUART2 M2 14T HIDEBUG LOG.
FHR1D) B BESv1126 defconfig A

CONFIG_DEBUG_UART BASE=0xff£570000
CONFIG ROCKCHIP UART MUX SEL M=2

77302) i#iFmake menuconfig

Device Drivers ---> Serial drivers ---> (0xff570000) Base address of UART

ARM architecture ---> (2) UART mux select

e DRAM TYPERLE

i CONFIG ROCKCHIP TPL INIT DRAM TYPEWN: & TPLY ##{JDRAM TYPE.

DDR TYPE Bic & 18
DDR2 2
DDR3 3
DDR4 0
LPDDR2 5
LPDDR3 6
LPDDR4 7
Example:

RV1126/2 B TPL DRAM TYPE N #DDR3.,

R B BESrv1126_defconfig LA
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CONFIG ROCKCHIP TPL INIT DRAM TYPE=3

77:2) i# it make menuconfig, 75 B R AS G BRI W R make.shfG A7 Fo8 7 5 /1, makelf &F
—/“make xxxdefconfigl)z{E, 278 Fmenuconfighitiiz. A ZH A Tmake.shgmPF, RBH1E
menuconfig ) U3 1% 78 75 o

Device Drivers ---> (3) TPL select DRAM type

Example:
make rv1126_defconfigl# ./make.sh rv1126 -> make menuconfigfZ SiAH < fit & -> ./make.sh.
o PRHIFHLICE
R B B AR SR tplbin, AT LLIEIT T HFCONFIG_SPL_KERNEL BOOT K% A4 i
AT FFRVII26/RVII09T- & .
o TEIRAISCRE
T S 5 T 1R A SRR B R (1 tpLbin, AT LUEI 4T I
CONFIG_ROCKCHIP DRAM EXTENDED TEMP SUPPORT ¥ %% ..
AT FFRVII26/RVII0TF- &
o HAhZH1EM

ddr¥J 44 U5 57 T drivers/ram/rockchip H 3%, HAddrd S S Eunsingg, WRahssfE, ODTH A 5545 i 2
TEPFRG P AE . X TRVI126/RV11093K 15 A # ddrid R S £ 4k vh 117 H 5 F [“sdram_inc/rv1126/sdram-
rv1126-loader params.inc”™', 7] LAELFELE1Z A BT N IS4, HART & S 38 0T BT M
sdram_xxx.cH &

11.1.2 %5 1%

U-Boot AR AN 7] (1 4 1 2% 12X [7] — 9 U-Bootf Ui 4 B3R AF TPLIE {4, 44w 1% TPL i <> F 84 i
CONFIG TPL BUTLD %%, U-BootZx{E4miF5E u-boot.bin 2 JG4k&:4m % TPL, I % H H
X ./tpl/ .

// %iiFu-boot

DTC arch/arm/dts/rv1108-evb.dtb
DTC arch/arm/dts/rk3399-puma-ddr1866.dtb
DTC arch/arm/dts/rv1126-evb.dtb

FDTGREP dts/dt.dtb
FDTGREP dts/dt-spl.dtb
FDTGREP dts/dt-tpl.dtb
CAT u-boot-dtb.bin
MKIMAGE u-boot.img
COPY u-boot.dtb
MKIMAGE u-boot-dtb.img
COPY u-boot.bin
ALIGN u-boot.bin

// Hiktpl, AMSLHItpl/ B3

€E tpl/common/init/board init.o
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cc tpl/disk/part.o
LD tpl/common/init/built-in.o
LD tpl/u-boot-tpl

OBJCOPY tpl/u-boot-tpl-nodtb.bin
COPY tpl/u-boot-tpl.bin

TS AT YRR CECIE
./tpl/u-boot-tpl.bin

Example:
4% RV1126 uboot.

./make.sh rv1126

11.1.3 T4

1. 2 R4 B P u-boot-tpl.bin i 44 k44 byte & 4 BAH B F & tagf5 A4 & — Ak 1 ddr bin. 41
RV1126/RV1109°F- & Ztag“110B”. {15 R 7 Bddr binff)i5 7 5 H & T30 58 K% Btag ) B 5
£, ZNE RS F scripts/spl.shHl A .

Example: ##tRV1126 u-boot-tpl.binHtag.

dd bs=4 skip=1 if=tpl/u-boot-tpl.bin of=tpl/u-boot-tpl-tag.bin && sed -1
'1s/7/110B&/" tpl/u-boot-tpl-tag.bin

2. WS B RS EE R AT e 5 AR 1 () Loader SCEFY 1, W I T [ i 4 H 3)) 58 lu-boot-tpl.bin tag[1)
Br ) 1 LS A splbind T AL — > 78 B Loader LA B

./make.sh tpl
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12. Chapter-12 FIT

AR BT FITRS MBS T FITH U %2 /AR 2 2 JR 8 77 SRATT o AT TT N, 2 FED
boot.img Jy Ut BHMIERAEXS R, {HZ [F#EEH T recovery.img.

12.2 f# 4t
12.2.1 A4

FIT (flattened image tree) EU-Boot3Z Fr— M E 4R 5 7%, TR £ MNimagef] AR
36 . FIT f#H its (image source file) XA HfiiAimagef5 5, & /f5iHidmkimage T E A A itb (flattened image
tree blob) Hif% . itsCAFAE] DTS MITERERIN, AR RiE, 7T LLE AT libfdt AR R T A .

FIT s2U-Boot¥k I\ SCHF H A HEM[E 445 30, SPLAIU-Booth Bl S REXTFITAR A [ 151 5. 30 245 Bk
5%

./doc/ulmage.FIT/

DKR B 77 BOFIT X 6 JE2 0 2 S b= i 755K, BT ARKCSF S W FITREAT TI&ERCAIRAL . i LAFTT )7 58 o b 20
# FIRK U-BootZW 1% 4= fimkimage T. &, AEE(HFIPC H 7 I mkimage »

12.2.2 Ju o444

U1 Blu-boot.itsfllu-boot.itb/E VG Fl 4T/

e /images : BIASENXTIAMBE, 4T —A dtsisgfF;
e /configurations: F config 15 pi# A | — B HENKIECE, AT —MiZdisSCF.
e default = : FREIERIAE FHconfig:

/dts-v1/;

/A
description = "Simple image with OP-TEE support";

#address-cells = <1>;

images {
uboot {
description = "U-Boot";
data = /incbin/ ("./u-boot-nodtb.bin") ;

type = "standalone";
os = "U-Boot";
arch = "arm";
compression = "none";

load = <0x00400000>;
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hash {

algo = "sha256";
}i
}i
optee {
description = "OP-TEE";
data = /incbin/("./tee.bin");
type = "firmware";
arch = "arm";
os = "op-tee";
compression = "none";

load = <0x8400000>;
entry = <0x8400000>;

hash {
algo = "sha256";
}i
}i
fdt {
description = "U-Boot dtb";
data = /incbin/ ("./u-boot.dtb") ;
type = "flat dt";
compression = "none";
hash {
algo = "sha256";

}i
}i
// configurations i FAJLLE XAEEZ NAFE M cont i &, HEBRM TR LEBIMAFTE A

confHIHA],

configurations {

default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x0>;
firmware = "optee";
loadables = "uboot";
fdt = "fdt";
signature {
algo = "sha256,rsa2048";
padding = "pss";
key-name-hint = "dev";
sign-images = "fdt", "firmware", "loadables";

{5 Fdmkimage T- 2 Fllits SO AT PAAE iith 044

mkimage + dtc
[u-boot.its] + [images] =========> [u-boot.itb]

fdtdump iy % 7] A E itb U N 75

cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump fit/u-boot.itb | less



/dts-v1/;

// magic: 0xd00dfeed

// totalsize: 0x600 (1536)
// off dt struct: 0x48

// off dt strings: 0x48c

// off mem rsvmap: 0x28

// version: 17

// last comp version: 16

// boot cpuid phys: 0x0

// size dt strings: 0xc3

// size dt struct: 0x444

/memreserve/ 7£34d3411000 600;
/A

<0x00000001>;
<0x000bb600>;
<0x5ecb3553>;

version =
totalsize =

timestamp =

description =
#address-cells = <0x00000001>;
images {
uboot {
data-size = <0x0007ed54>;
data-position = <0x00000a00>;
description = "U-Boot";
type = "standalone";
os = "U-Boot";
arch = "arm";
compression = "none";
load = <0x00400000>;
hash {
// HE AT sha2 5 6/ 5 Al
value =
0x0000009f 0x00000091 0x00000000>;
algo = "sha256";
bi
}i
optee {
<0x0003a058>;
<0x0007£800>;

description = "OP-TEE";

data-size =

data-position =

type = "firmware";
arch = "arm";
os = "op-tee";
compression = "none";
load = <0x08400000>;
entry = <0x08400000>;
hash {
value =
0x00001686 0x000b9%9a00 0x552d426f>;
algo = "sha256";
};
}i
fdt {
data-size = <0x00001686>;
data-position = <0x000b9%9a00>;
description = "U-Boot dtb";

type = "flat dt";

<OxedaB8cd52 0x8£058118 0x00000003

<0xa569p7fc 0x2450ed39 0x00000003

/7 B AR A

//
//

/7 B B A A R
/7 B B A [ A WA

0x35360000

0x35360000

I <7 BU IR A L e SRR
TG 2 I A IS 22 R I ] R

"Simple image with OP-TEE support";

0x6£707465

0x66647400



compression = "none";
hash {
value = <0x0£718794 0x78ece7b2 0x00000003 0x35360000 0x00000001
0x6e730000 0x636f6e66 0x00000000>;
algo = "sha256";
}i
}i
}i
configurations {

default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x00000001>; // [EfFBiENRMRAS, BA T3 ERBRIN N0
firmware = "optee";
loadables = "uboot";
fdt = "fdt";
signature {
algo = "sha256,rsa2048";
padding = "pss";
key-name-hint = "dev";
sign-images = "fdt", "firmware", "loadables";

12.2.3 itb%5 1y

itb A JF /2 fdt_blob + imagesHI LIRS, AU FPIMITEIT, RKV6 75 R 41277 K.

fdt blob

img0 | | imgl | | img2 | | Z5f41: imagefEfdt blobM, Bl:itb =

| fdt blob | img0 | imgl | img2 | %5#2: imagefffdt blob4l, Elitb = fdt blob +

123 FEME
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12.3.1 32571

H 1 L4 4E N IF R Feature X A 7ESDK I F 6 4

THF A
RV1126/RV1109
RK3566/RK3568

RK3588

12.3.2 fRHE B

(T

// FEZRAAD
./common/image.c
./common/image-fit.c

./common/spl/spl fit.c

/) FERTD:
./arch/arm/mack-rockchip/fit.c
./cmd/bootfit.c

// LHEAS
./tools/mkimage.c

./tools/fit image.c

W=

// U-BootMrBIIFFIT
CONFIG ROCKCHIP FIT IMAGE=y

// U-BootMBt: Z4aEal. Bil&R. fliffcrypto
CONFIG FIT SIGNATURE=y

CONFIG FIT ROLLBACK PROTECT=y
CONFIG DM CRYPTO=y

CONFIG_FIT HW_CRYPTO=y

// SPLMBt: Z4ajadl. BilENR. i ffcrypto
CONFIG_SPL FIT SIGNATURE=y
CONFIG_SPL_FIT ROLLBACK PROTECT=y
CONFIG_SPL_ DM CRYPTO=y

CONFIG SPL FIT HW CRYPTO-y

// uboot.imgfE g & JLffiuboot . ith, Hffuboot.itb% K
CONFIG_SPL_FIT IMAGE KB=2048
CONFIG_SPL_FIT IMAGE MULTIPLE=2

// uboot LI ¥ 5 Bl £1t4% 30 uboot . img; EHM LS HIRKME Ruboot . imgfltrust . img.
CONFIG ROCKCHIP_FIT IMAGE PACK=y
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GAMERER, BT ARG HeryptoNF, RSAM—LSH il & BRI

i CONFIG_RSA_N_SIZE CONFIG_RSA_E_SIZE CONFIG_RSA_C_SIZE
RV1126/RV1109 0x100 0x100 0x14
RK3568/RK3566 0x200 0x10 0x20
RK3588 0x200 0x10 0x20

U RFITr S A AF NSDKIE R K Afi i) feature, B2 KFHR /> HEAHIC B CAERE, HI7 7 22 H CRCE LA -

// U-Boot %4 AN ERHLH]
CONFIG_FIT SIGNATURE=y
CONFIG FIT ROLLBACK PROTECT=y

// SPL ‘%4 Ja Bl [H R AL
CONFIG_SPL_FIT SIGNATURE=y
CONFIG_SPL_FIT ROLLBACK PROTECT=y

e CONFIG_FIT_SIGNATUREX i {{ifit: ubootr] LA[RIN SCRF 5] 3 =Flkg X [E 1. android. uimage.
fit CRATIISDK AR & T KL HETF R LA SR .
e CONFIG_FIT_SIGNATUREf{fi£: uboot}d 3 ¢ 5| it fF

12.3.3 G5 0k

FITJ7 & b 25 PIANFITA X B TS, 4 7l2uboot.img (A trust.img) Hlboot.img, A —
ANSPLIC A HIT4T i ililoader .
 uboot.img
uboot.itb = trust + u-boot.bin + mcu.bin(option)

uboot.img = uboot.itb * N3 (N— % &2)
trust Al meu AR Hrkbin THE, i IA 2 H 3 Mrkbin TFEZR 51 IR E AT,

e boot.img W fF
boot.itb = kernel + fdt + resource + ramdisk(optional)
boot.img = boot.itb * My (M—f&2&1)

e MCU &

H BT HE LS 5 mTReAr A MCU R 4F,  ASE ™ i a] DR B8 AH R () TRUST ini Fo &Rk 28 8 . 4l
R

// 3CAF: RKTRUST/RV1126TOS TB.ini, HFHEIFHLZH, J&H TMcU.
[TOS]

TOSTA=bin/rvl11l/rv1126 tee ta tb v1.04.bin

ADDR=0x00040000

// MCURBCEAMN: MR, BaiHill, MR (okayEidisabled)
// WH Ndisabled, Mmcu M &# T E ¥ uboot . imgH.

[MCU]
MCU=bin/rv11/rv1126 mcu v1.02.bin,0x108000, okay

o [E{FE4E
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H AT 3281 5 0] B SCRFuboot.img PN 7 [ A4F B SR 4, SCRFUNTR

S T 46 4% 5K fel fF

RV1126 gzip. none u-boot.bin, trust, mcu(optional)
FI P ] ATE rkbin TREH6 R TRUST ini 3 i@ vEK 8 H . 5iln:

// 3CAF: RKTRUST/RV1126TOS SPI_NOR TINY.ini, HF/NEESPT Norj .
[TOS]

TOS=bin/rv11/rv1126 tee v1.02.bin

ADDR=0x08400000

[MCU]

MCU=bin/rv11l/rv1126 mcu v1.00.bin, 0x208000,disabled

// B4R gzipiinone, ANAFTEMN N AL E T B BRI AE K 45
[COMPRESSION]
COMPRESSION=gzip

e SPL Xff

SPL A48 1) A2 2 13 58 1 5 A2 Y spl /u-boot-spl.bin , ﬁi’%%l%FIT%ﬁE/‘]uboot.imgo PRk
HAEEBHRKT- G EATFEFIminiloader, #2&F] 41 Hloader.

o . /fit H3E
U-Boot¥iF e G STEHR AR . /fit X, G& 7T —&hugtf, FEETSNA.

boot.imgHluboot.img 7} I 7Esdk T FE Muboot T T #e g 1 A B (I SCHF 2242 5 3l i boot.img WA UMK AE U-
Boot LF2 FHEFF B4, ELEENSNH.

12.3.4 its 4

* ubootffJits LA /fit/u-boot.its, Hidefconfigh' CONFIG SPL FIT GENERATOR fi & HIMIA SN A%,
I F 2 1% RC 2 J AT DL o
e bootJits {7 T-SDK T2

device/rockchip/ [platform] /xxx.its // [platform]@&F&HZE

12.3.5 fox T H

[/ OB THE, WEERESENER, U-BootMrkbinfE N#H (U-BootfhJE T /& SLhf 4wk
B

./tools/mkimage

// TEAFAT A
./make.sh

// WA B A A4 A
scripts/fit-resign.sh

/ /T A A A
scripts/fit-unpack.sh
/7 A B A
./scripts/fit-repack.sh
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AT BEEFEREEEETSNE, A E S/ FHmake. shifI S5
AJ % WU AR I8 S b A ok 0 2 T AR 1)

e _spl-new: fEILIMSE, Tl H LR BENIsplISCAEFT Wloader; 75 M4 H rkbin T2 B i spl3C
.

e --version-uboot [n] : Tﬁﬁiuboot.ing@{tl:H&j—‘%a nh 2 gk IE R A

e _version-boot [n]: ?‘éiboot.imgﬁ’\]ﬁ:ﬁ)ﬁﬂi%, n A 3 R

e -version-recovery [n] : 18%Erecovery.imgf[E AT, nhJUe +HEH] IEREL

W TR (E % 4 R 3 s D)

e --rollback-index-uboot [n] : T'éﬁiuboot.img (&4 B TRV WA S, nalh 200 - 2R 1) 1R 24

e --rollback-index-boot [n] : #H7Eboot.img [ ENRRAS, nhBe k) IERHL,

e --rollback-index-recovery [n] : T'éirecovery.img [ 44 B BV RS S, nah 20—+ R 1) 1R 2
e -no-check: FIELZAMEMFMBALM, T B2 A H AT AR 3R

i Bl «

L B BT IER IR A S RATERH T %4 B s RT3 T4 RVFREBOE ], 2R 5 IRAFAE
OTPEH I E L afrftrf . EEAEM: Oy 1 P LR PR R 4 (B3R 5 3EAT R By o

2. [EfFRRA S Wik, ARG N ERAN0. EEMEH: R NE AR, T EH -
X [ AFBEAT R A B

12.4 24 )5 5

12.4.1 uboot.img

Gt P & :

./make.sh rvl126 --spl-new --uboot-version 10 // BJA4EE --spl-newfll--uboot-

version

U PRLE R
cc spl/common/spl/spl.o
cC spl/lib/display options.o
LD spl/common/spl/built-in.o
LD spl/lib/built-in.o
LD spl/u-boot-spl
OBJCOPY spl/u-boot-spl-nodtb.bin
CAT spl/u-boot-spl-dtb.bin
COPY spl/u-boot-spl.bin

CFGCHK wu-boot.cfg

out:rv1l1l26 spl loader v1.00.100.bin

fix opt:rv1126 spl loader v1.00.100.bin

merge success(rv1126_spl_loader_vl.OO.lOO.bin)
/homed/cjh/uboot-nextdev

// AR rv1126 spl loader v1.00.100.bin (Hspl®EHM TRKFEELMminiloader
// loader ini CAFRIE
pack loader (SPL) okay! Input: /homed/cjh/rkbin/RKBOOT/RV1126MINIALL.ini
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// KRHEH --spl-new ZHHIA: P AT LLEEHEAINZEANZH.
pack loader with new: spl/u-boot-spl.bin

// R uboot.img (B&trustfluboot) , AT AL

Image (no-signed, version=10): wuboot.img (FIT with uboot, trust...) is ready
// trust iniXCHFRIE

pack uboot.img okay! Input: /home4/cjh/rkbin/RKTRUST/RV1126TOS.ini

Platform RV1126 is build OK, with exist .config
LY. Eiddefconfight & T 72 uboot.img £ &1/«

CONFIG_SPL_FIT IMAGE KB=2048 /7 BA it RN
CONFIG SPL_FIT IMAGE MULTIPLE=2 // fIHLMI#4%L

SPLARHEIX AN B AR MAN 5| 7 U-Boot Mitrust, = EEHE N ATOTA T RS A 57t 1 v 5 RS F) [l R4 8K, 1T
ToiE A Bl i

12.4.2 boot.img

FIT 7 Z 40 A NSDKIE 2K fii i feature, SDK % ¥ 58 G 2 2E IFITHS 2 ffiboot.img -

AR B 2 4 R B A boot.img, A SDK AR i Tboot.img i £ U-Boot T2 N B FIT 4254, KA
ZAEBMITEMNZAES TH, BE. SHEHORIETU-Boot L.

12.5 #4538l

FIT/i XL 2R, KA feature:

e sha256 + rsa2048 + pkcs-v2.1(pss) padding
o [EFBTER

o [AfFEEAEEER)

o Cryptofii £} finis

12.5.1 J5 ¥
12.5.1.1 & 56 i 72

o Maskrom R4 loader (8% SPL, ddr, usbplug)
e SPL K3 uboot.img (£l trust. U-Boot...)
o U-Bootfi¥iboot.img (fl¥kernel, fdt, ramdisk...)

H 87 BRI\ R 372 FF sha256+rsa2048+pkes-v2.1(pss) padding )22 & S AH 2

12.5.1.2 keyf# it

RSA key#imkimage$] i 7Eu-boot.dtbFlu-boot-spl.dtb™, 2R )5 EA T H#F] B3t u-boot.binFlu-boot-spl.bin.

u-boot.dtb LRSA key &1~ ([F]#Hu-boot-spl.dtb) :
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cjh@ubuntu:~/uboot-nextdev$ fdtdump less

/dts-vl1l/;

u-boot.dtb |

/A

#address-cells = <0x00000001>;
<0x00000001>;
"rockchip,rvl1l26-evb",

#size-cells =
compatible =
model = "Rockchip RV1126 Evaluation Board";

"rockchip,rv1126";

// signature™i miHmkimage TE HEHANER, 7R HEIRTF T RSA-SHARVERAL,
HEFL.

signature {

RSAKZ O T2

key-dev {

0x00000000
0x00000000
Oxc7aeadba
0x3e2d7ca8
0xf37e189c
0x00000000
0x00000000
0x00000004
0x00000010

0x518d54a7
0x124cdc80
0x00000000
0x00000000
0x00000008
0x00000000
0x67726600
0x706d7567
0x726£636b

0x00000000
0x00000000
0xe95771c5
0x30303000
0x00020000
0x£fe020000
0x00000003
0x0000003e
0x40666634

}i
}i

required =
algo =
rsa,np = <
0x00000000
0x00000000
0xb4c79£40
0x6a71762e
0x8cf00963
0x00000000
0x00000000
0x00000004
0x66633630

rsa,c = <0x00000000>;
<0x00000000>;
<0xc25ae693 0xc359f2a4 0xaB866c89d 0xb7b1994f 0xf9f9£690

rsa,r-squa
rsa,modulu
0xdal0b83e8
0xal0c3288a
0x00000000
0x00000000
0x00000003
0x2f64776d
0x00000008
0x00000003
0x706d7500

rsa, exponent-BN =

0x00000000
0x00000000
0x00000800
0x2f64776d
0x00000003
0x00000042
0x00001000
0x00000004
0x00000014

rsa,exponent =

rsa,n0-inverse =

rsa,num-bi

key-name-h

"conf";

0x00000000
0x00000000
0x00000000
0xa82bdf76
0x125f1828
0x00000100
0x00000000
0x00000000
0x00000002

"sha256,rsa2048";

0x00000000
0x00000000
0x1327£633
0xfb2£8387
0x36abladl
0x00000000
0x00000000
0x00000000
0x00000003

0x73797363>;

red =
s =
0x06606el2
0x9265c3ae
0x00000000
0x00000000
0x00000003
0x00000003
0x00000003
0x00001000

Ox6adlcbf9
Ox6acd47a4db
0x00000000
0x00000000
0x00000003
0x6d634066
0x00000004
0x00000003

0x00000008>;

0x00000000
0x00000000
0x64657600
0x00000002
0x00000002
0x0000006d
0x00000002
0x00000004
0x2c727631

ts =

int =

0x00000000
0x00000000
0x616c6961
0x65303030
0x65303230
0x722d6d61l
0x6e74726f
0x00000004

0x00000000
0x00000000
0x00000003
OxaleO6dce
0xb7e9e852
0x00000000
0x00000000
0x00000000
0x69616c40

0x92438edd
0x00000003
0x00000000
0x00000000
0x00000002
0x00000001
0x00000001
0x00000002

0x00000000
0x00000000
0x0000002c
0x0000001b
0x0000001b
0x65303030
0x30000000
0x00000000

0x00000008>;

"dev" ;

<0x00000000 0x00000368>;
<0xe95771c5>;
<0x00000800>;

0200000000
0x00000000
0x00000003
0xd451a706
0x7bd0011a
0x00000000
0x00000000
0x00000377
0x00000003

0x81e039c0
0x00000000
0x00000000
0x00000000
0x73657300
0x30303000
0x30303000
0x6e616765

0x00000000
0x00000003
0x30303030
0x3132362d
0x3132362d
0x0000001b
0x726£636b
0x00000050

SPL ¥ 745 key hash fIZ)#EE, u-boot-spl.dtb ] key-dev &% H burn-key-hash =

0x00000000
0x00000000
0x00000003
0xc7£865e3
0x7279e0b8
0x00000000
0x00000000
0x00000004
0x6d634066

0x5d7322cc
0x00000000
0x00000000
0x00000000
0x2£736572
0x726£636b
0x726£636b
0x30000000

<0x00000000 0x00000000 0x00000000 0x00000000

0x00000000
0x00010001
0x00000034
0x00000003
0x6e000000
0x3132362d
0x706d7563
0x636c6£f63

<0x00000001>; o



12.5.1.3 keyfdi H]

MMaskrom#|kernel Ay 1L %4 5)), Gi— i —HERSAAEHTE L% A1 B«
¢ Maskromf%%iloader.
RSANHATFEHHPCT H rk sign tool 5 Aloaderfl S0k, %4 a5}, Maskrom 5t M
loader[# {3 HIREURSA A FHFAL LG Aidibk s SR 5 FHALE A% A 4R Ko loader 1 [H 1454
rk_sign_tool AJ M rkbin(s R 3REL, U-Boot2: H 8 5¢ it} loader 125 44

o SPL&EU-Bootfltrust.

SPLI"RSA A FA{FAF fEu-boot-spl.dtb1, u-boot-spl.dtb 24 FT il #u-boot-splbin L1 (& J5 T Lk
loader) ; Z4JA B SPLIH SR dtb ST o & H RSA A $A% uboot.imgifF 4T % 415 56

e U-Booti4boot.

U-Booti!RSA A FH IR A #Eu-boot.dtb+, u-boot.dtb2x 4 F1 . #u-boot.bin X1 (HJaH N
uboot.img) ; %4 )3 BN U-Boot\ H 2. [ dtb 3L 1 FERSA A EAX T boot.imgid AT 1E 46

Fr A BT IRSA Key D20 B S FFH— &7, T —Zloaderse i 1 248, MM ARIIE T Key
K24,

12.5.1.4 25 42 1 L

RSAMIREA G5 RABARAFAE DS s #254 NA H hashed-nodes TR7E: W A cont T RKEME.
O E RN LGN e

1 SR u-boot.itb X F ., [FHboot.itb:

cjh@ubuntu:~/uboot-nextdev$ fdtdump uboot.img | less
/dts-v1/;

configurations {

default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";

/7 AT E AR A S
rollback-index = <0x0000001c>;

firmware = "optee";
loadables = "uboot";
fdt = "fdt";

/] WEREANBMBELGER, Hnkimage H3IHA
signature {
hashed-strings = <0x00000000 0x000000da>;
/] TRERRE A N
hashed-nodes = "/", "/configurations", "/configurations/conf",
"/images/fdt", "/images/fdt/hash", "/images/optee", "/images/optee/hash",
"/images/uboot", "/images/uboot/hash";
/] AT AMN A A RA
timestamp = <0x5e9427b4d>;
signer-version = "2017.09-g8bb63db-200413-dirty #cjh";
signer—-name = "mkimage";
/) BRERD 1 CRFsha256+rsa2048)
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0x8901200c
0x5527864f
0200000017
0x6£f6e006¢c
0x7a650074
0x00000000
0x00000000
0x00000000
0x00000000

value
Oxfcbac03a
0xbl3f527e
0x77617265
0x72790064
0x75650073
0x00000000
0x00000000
0x00000000
0x00000000

= <0x78397d5d 0xb9219al0b Oxa7cb9la7 0xelf32867 0x62719d9b

0x1295ccc8
0xddf9eeb62
0x00000002
0x61636b2d
0x69676e65
0x00000000
0x00000000
0x00000000

0x1cff9608
0xea50199d
0x00000009
0x7265006¢C
0x73686564
0x00000000
0x00000000
0x00000000

0x00000000>;

0xdf5£69d2
0x00000003
0x23616464
0x006b6579
0x642d7374
0x00000000
0x00000000
0x00000000

0x21391225
0x35362c72
0x6d616765
0x69676e2d
0x00000000
0x00000000
0x00000000
0x00000000

0x7afl0ca’
0x00000004
0x73006172
0x706£7369
0x00000000
0x00000000
0x00000000
0x00000000

"sha256, rsa2048";

key-name-hint =

algo =
" deV" .

;
"firmware",

sign-images = "fdt", "loadables";

}i

12.5.1.5 [ [21 9%

o AR boot.imgMluboot.img 73 A RE 2 B [ FFRRA T, WA A AFRRA SN T LS
BANRASS, MARVFES.
o B/MNEASHIER: SR E e ARG LIER R aa, $CoEHRl0TPE % A7 il .

12.5.2 Fi H 4%

12.5.2.1 Key

U-Boot L2 NHAT U N = 5% i & AT LA A 44 FHIRSA T A0S ol H A5 N TR ZAE R —K, th/E#8H

RS A ISR [, 1 2R

// 1. MkeyMJHZ: keys
mkdir -p keys

// 2. fﬁHQRKE@"rkisignitool"AL}iéEﬁﬁRSAZO48E@$A%ﬁprivateKey.pem*ﬂpublicKey.penh il
HAAF BN keys/dev.keyflkeys/dev.pubkey. 14 N:
../rkbin/tools/rk_sign tool kk --bits 2048 --out

// 3. FEH-x509MBHER —NEHBELIET: keys/dev.crt (RURAFZERTAH)
openssl req -batch -new -x509 -key keys/dev.key -out keys/dev.crt
W RAREE P H 5 R RCH .md S

Can't load /home4/cjh//.rnd into RNG
140522933268928:error:2406F079:random number generator:RAND load _file:Cannot open
file:../crypto/rand/randfile.c:88:Filename=/home4/cjh//.rnd

i S A
1s keys/ BEZR:

touch ~/.rnd

dev.crt dev.key dev.pubkey


af://n4546
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R LR "keys"s "devkey". "dev.ert" . "dev.pubkey"# FEATI AR . A YIX HE 4 TV A TRits S
B ASE S WRBUR  24T 6 R

12522 L &

U-Bootff]defconfigfT F-in N & :

/] Wik,
CONFIG FIT SIGNATURE=y
CONFIG SPL FIT SIGNATURE=y
// Wk,

CONFIG_FIT ROLLBACK PROTECT=y // boot.imgpiEI&
CONFIG SPL_FIT ROLLBACK PROTECT=y // uboot.imgPjEli&

##1H 1 make menuconfigh 7 UL ECE J5, 58 1T make savedefconfig 5 T )5 A< ) defconfig 3L
o XA AT DI G R Dl s N defeonfige B 1M F BURKIOC R A, 11T -5 804 1 R U A 0L

12.5.2.3 [ £

fESDK T2 T 2E i i boot.img & il — 3 | U-Boothi H 3% T -

12.5.3 Jm 4T 6

(D iy & CRBEE) -

./make.sh rvl1126 --spl-new --boot img boot.img --recovery img recovery.img

/] HEFEERJE, AEREZ A uboot . imgflboot . img.
start to sign rvl1126 spl loader v1.00.100.bin

Image (signed, version=0): uboot.img (FIT with uboot, trust...) is ready

Image (signed, version=0): recovery.img (FIT with kernel, fdt, resource...) 1is
ready

Image (signed, version=0): Dboot.img (FIT with kernel, fdt, resource...) is ready

Image (signed) : 1rv1126 spl loader v1.05.106.bin (with spl, ddr, usbplug) is ready
pack uboot.img okay! Input: /home4/cjh/rkbin/RKTRUST/RV1126TOS.ini

Platform RV1126 is build OK, with new .config(make rvll26-secure defconfig)

(2) yEa41
WMRFFBEBFENR, AT A (1) 8 hirollbackZ#. #1un:


af://n4564
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// F8E uboot.imgHlboot . imgfI/MNA S 45810, 12.
./make.sh rvl1126 --spl-new --boot img boot.img --recovery img recovery.img --

rollback-index-uboot 10 --rollback-index-boot 12 --rollback-index-recovery 12

// mESERR)E, AEREZE4 I uboot . imgflboot . img, H AL EIRRAS .
start to sign rv1126 spl loader v1.00.100.bin

Image (signed, version=0, rollback-index=10): uboot.img (FIT with uboot, trust)
is ready

Image (signed, version=0, rollback-index=12): recovery.img (FIT with kernel, fdt,
resource...) is ready

Image (signed, version=0, rollback-index=12): boot.img (FIT with kernel, f£fdt,
resource...) is ready

Image (signed): rv1126 spl loader v1.00.100.bin (with spl, ddr, usbplug) is ready

(3) yEmA2:

IR EH A 4AhashE 5 FIOTP/eFUSE, W25 Bid (1) 8¢ (2) JBINSH --burn-key-hash . Fill:

// FEREuboot.imgMboot . imglH/MNEAS /35810, 12.

// ERSPLMBAE A $hashbe S #|0TP/eFUSE .

./make.sh rvl1126 --spl-new --boot img boot.img --recovery img recovery.img --
rollback-index-uboot 10 --rollback-index-boot 12 --rollback-index-recovery 12 --

burn-key-hash

// 8¢ burn-key-hash
### spl/u-boot-spl.dtb: burn-key-hash=1

// GiFESERJE, EREZL Muboot . imgMlboot . img, HAE &G FRRA S,
start to sign rvl1126 spl loader v1.00.100.bin

Image (signed, version=0, rollback-index=10): wuboot.img (FIT with uboot, trust)
is ready

Image (signed, version=0, rollback-index=12): recovery.img (FIT with kernel, fdt,
resource...) is ready

Image (signed, version=0, rollback-index=12): boot.img (FIT with kernel, fdt,
resource...) 1is ready

Image (signed): 1rv1126 spl loader v1.00.100.bin (with spl, ddr, usbplug) is ready

[ HIFHLI B8 E BISPLATE: RSA: Write key hash successfully
(4 EEHI:

e _boot img: A[iE. IHEMFESAHboot.img.



e -recovery img: ik, $8EFFZEA Mrecovery.img.

e --rollback-index-uboot « --rollback-index-boot « --rollback-index-recovery : Tl ik ?Eﬁf
B R A5

o —spl-new: WIRGPFEMASAWHSEL B Hrkbin S FIsplUC AT L4 pkloader; 75 W48 FH 24
HI 2 1% i spl XA 4T flloader .

K Au-boot-spl.dtb o 75 Z AT RFHRSANEH CRETH ), ArLARK &AM I SDKA 2= fErkbin 3 FE 4
LR BAMsplCE. Bk, H PGB 248 E 1% S8 H2H P W LHEEE CisplhitA iz
A Frkbin TR, 305 2 B[ 1 I 50T DLAS B4R € IS4, Rl F IX AN FR0E i spl ST A

o JiFJaSE M= 1E: loader. ubootimg. bootimg, HTERSA key V&4 H 4, I VE AN B L
W AT B A

1254 5E11Z B

IR R LA SHIE R

BW=32 Col=10 Bk=8 CS0 Row=15 CS=1 Die BW=16 Size=1024MB

out

U-Boot SPL board init

U-Boot SPL 2017.09-gacb99c5-200408-dirty #cjh (Apr 09 2020 - 20:51:21)
unrecognized JEDEC id bytes: 00, 00, 00

Trying to boot from MMC1

// SPLIEHAEA K5

sha256,rsaz2048:dev+

// BiEERN: HATuboot . imgR A S Z10, AHLIHRAMNRA S 9
rollback index: 10 >= 9, OK

// SPLIEHA T H1E M hashiils

### Checking optee ... sha256+ OK
### Checking uboot ... sha256+ OK
### Checking fdt ... sha256+ OK

Jumping to U-Boot via OP-TEE

I/TC:

E/TC:0 0 plat rockchip pmu_init:2003 0

E/TC:0 0 plat rockchip pmu init:2006 cpu off

E/TC:0 0 plat rockchip pmusram prepare:1945 pmu sram prepare 0x14b10000 0x8400880
Ox1lc

E/TC:0 0 plat rockchip pmu init:2020 pmu sram prepare

E/TC:0 0 plat rockchip pmu init:2056 remap

I/TC: OP-TEE version: 3.6.0-233-g35ecf936 #1 Tue Mar 31 08:46:13 UTC 2020 arm
I/TC: Next entry point address: 0x00400000

I/TC: Initialized

U-Boot 2017.09-gacb99c5-200408-dirty #cjh (Apr 09 2020 - 20:51:21 +0800)

Model: Rockchip RV1126 Evaluation Board
PreSerial: 2

DRAM: 1023.5 MiB

Sysmem: init

Relocation Offset: 00000000, fdt: 3df404e0

Using default environment
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dwmmc@£f£c50000:
Bootdev (atags) :
MMCO: HS200, 200Mhz
EFI

0

mmc 0

PartType:
boot mode: normal

sha256, rsaz2048:dev+
resource: sha256+

DTB: rk-kernel.dtb

IERTRTE

HASH (c) :

conf:

signed,

OK

conf required

I2c0 speed: 400000Hz
PMIC: RK8090 (on=0x10,
vdd logic 800000 uv
vdd _arm 800000 uVv

vdd npu init 800000 uv
vdd vepu init 800000 uv

of£f=0x00)

Hit key to stop autoboot ('CTRL+C'): O
### Booting FIT Image at 0x3d8122c0 with size 0x0052b200
Fdt Ramdisk skip relocation
##4# Loading kernel from FIT Image at 3d8122c0
Using 'conf'

// uboot it MR

configuration

Verifying Hash Integrity

sha256, rsa2048:dev+ OK

// BEERER: Hiboot . imgl AT E22, AHLKIH/NRASZ21
Verifying Rollback-index 22 >= 21, OK
Trying 'kernel' kernel subimage

Description: Kernel for arm

Type: Kernel Image

Compression: uncompressed

Data Start: 0x3d8234c0

Data Size: 5349248 Bytes = 5.1 MiB

Architecture: ARM

@Sk Linux

Load Address: 0x02008000

Entry Point: 0x02008000

Hash algo: sha256

Hash wvalue:

64b4a0333£7862967be052a67ee3858884fcefebfd565db5¢c3828a941al5f34a

Verifying Hash Integrity

sha256+ OK // 5EflikernellflhashiZi

### Loading ramdisk from FIT Image at 3d8122c0

Using 'conf'

Trying 'ramdisk'
Description:
Type:
Compression:
Data Start:
Data Size:
Architecture:
0S:

Load Address:
Entry Point:
Hash algo:

Hash wvalue:

configuration

ramdisk subimage
Ramdisk for arm
RAMDisk Image
uncompressed
0x3dd3d4c0

0 Bytes
ARM

0 Bytes

Linux
0x0a200000
unavailable
sha256

e3b0c44298£fclcl49afbf4c8996£fb92427ae41e4649b934ca495991b7852b855

Verifying Hash Integrity

sha256+ OK // 5EMiramdiskffJhashiZis



Loading ramdisk from 0x3dd3d4cO to 0x0a200000
### Loading fdt from FIT Image at 3d8122c0

Using 'conf' configuration

Trying 'fdt' fdt subimage

Description: Device tree blob for arm

Type: Flat Device Tree
Compression: uncompressed

Data Start: 0x3d812ecO

Data Size: 66974 Bytes = 65.4 KiB

Architecture: ARM
Load Address: 0x08300000
Hash algo: sha256
Hash value:
8fbl1£f170766270ed4£37ccedb082a51614cb346c223f96ddfe3526fafc5729d7
Verifying Hash Integrity ... sha256+ OK // 5S¢/ fdtHIhashiZi
Loading fdt from 0x3d812ecO0 to 0x08300000
Booting using the fdt blob at 0x8300000
Loading Kernel Image from 0x3d8234c0 to 0x02008000 ... OK
Using Device Tree in place at 08300000, end 0831359d
Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
Adding bank: 0x0848a000 - 0x40000000 (size: 0x37b76000)
Total: 236.327 ms

Starting kernel
0.000000] Booting Linux on physical CPU 0xf00
0.000000] Linux version 4.19.111 (cjh@ubuntu) (gcc version 6.3.1 20170404

[

[

(Linaro GCC 6.3-2017.05)) #28 SMP PREEMPT Wed Mar 25 16:03:27 CST 2020

[ 0.000000] CPU: ARMv7 Processor [410fc075] revision 5 (ARMv7), cr=10c5387d

12.6 i FEZE 4

MR ETATCLE Y, H1E 2 AR ZOR A P FEARPC L 5g e, BRI 2R . RSAEE B A1 ]
ko (BIESLPRIA ST, W AR ECE M AR SRR ST 4%, BRSSP ARSARPEMEES, KA
LA L AR FR IS AT o X FXAE DL, RKEFITIS & b 2l s 2 40 Sl

12.6.1 23 8 %

o PUNRABEERIIRS AN, BT LU 56 A s FA B+ 55 4 > BHAEASHIPC X [ R 384T — X 3T 8
B, oA i I R 4% 1R 22 4 T AR A 25 44 K »

NYIE RN T APHT dtdtb S, 7224 R Shi e A s FASTRIE 2 il i 2%
Ho

o M IERRE L TR KBS S5 as IR OARTRREA P, EATEIIRD o5 0 A AL B 1 2 44 %K
AT, RIRIEERIRE G

o JHE TR 0 25 44 B i A A Bl S 2 42 BV R ER A0 T e 5 1) 22 4
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12.6.2 #5244 s

R EAIR B RS LB YR & fdt bloblL B + 4% hashBES .
o fdt blob i AL E
hashed-nodes 185 1 — RFIT 15, XY AN B H S9N 244 B

cjh@ubuntu:~/uboot-nextdev$ fdtdump uboot.img | less
/dts-vl/;

configurations {

default = "conf";

conf {
description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x0000001c>;
firmware = "optee";
loadables = "uboot";
fdt = "fdt";

signature {
hashed-strings = <0x00000000 0x000000da>;
[/ XEETT ST AR NS AL H
hashed-nodes = "/", "/configurations/conf", "/images/fdt",
"/images/fdt/hash", "/images/optee", "/images/optee/hash", "/images/uboot",
"/images/uboot/hash";

o THifRhashIEEF .

mkimage > W& T8 1% H 30 4E ehashfl, FE#khash {5 5. sign-images IR MFTH FHl%
hashB# =AML L H P (K ET hashed-nodes F4TTEE Thash¥i /&) o Hltn:

cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump fit/u-boot.itb | less

/dts-vl1l/;

/A
totalsize = <0x000bb600>;
timestamp = <0x5ecb3553>;

description = "Simple image with OP-TEE support";
#address-cells = <0x00000001>;
images {

uboot {

data-size = <0x0007ed54>;
data-position = <0x00000a00>;

description = "U-Boot";
type = "standalone";

os = "U-Boot";

arch = "arm";
compression = "none";
load = <0x00400000>;
hash {

// ubootfEfghash, Hmkimage T H B3hitHE AR
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value = <0Oxeda8cd52 0x8£058118 0x00000003 0x35360000
0x6f707465 0x0000009f 0x00000091 0x00000000>;
algo = "sha256";

12.6.3 B A0 3%

T2 44 [ FIRSAZE AN & : devkey. dev.pubkeyfldev.crt. dev.keylE NFAEAHIIENRSS2RErA, P
H A dev.pubkeyFldev.crt.

LU

EAMU-Boot LAEF I~ H Ffidev.ertitElkeys Ha N, SRJ5 HHRKIF"rk_sign_tool" T H FEALA il —4
G FAE, v NdevkeyiElkeys HH T o % LIHMET ((HEHFSHEIEM —-no-check ) M
£ [Fl ffuboot.imgMboot.img (SEPRf G AL AT, HF FERZ RS .

HE: ka4 24 E S —-no-check , 75 M| 2K Adev.keyfldev.crtANTLHAL S E0F A H AL 56 5 ML
tean:

./make.sh rv1126 --spl-new --boot img boot.img --rollback-index-uboot 10 --
rollback-index-boot 12 --no-check

Bk T AE B2 4 [ fuboot.img fllboot.img, FH P IE AT DATE £it/ H 3 F 453 8] S

/] WEZNE (data2sign® N: data to sign)
fit/uboot.data2sign
fit/boot.data2sign

// CBLico3XHF (AR FRHE) » BATH ing 3 HENTRMT 2 &0 53R .
fit/uboot.itb
fit/boot.itb

WIE2:

J P Cuboot.data2sign KIX LT AL R 55 a5 - B BLZAE AR 5525 1A AL YT udevkey, AT i 42544 I 4l
AR uboot.sig

openssl dgst -sha256 -sign dev.key -sigopt rsa padding mode:pss -out uboot.sig
uboot.data2sign

A5 #3044 45 B S Fuboot.sigiR [FI25 F P, F P FHuboot.sig # #tuboot.itb HH I B 25 44 «

./scripts/fit-resign.sh -f fit/uboot.itb -s uboot.sig // &AEWHHuboot.img, T
ks

[ ¥ boot.itb . HILHH P 3R1S T S 2 2% 4 8 Fuboot.img Flboot.img .

HEy= e U

o fit-resign.shiif-f 5 MitbSCAF, A i&img . BHIAR S Xtitb 825 4 J5 A limg SO
o PUATfit-resign.shisf FH Iitb SCAF 2R A0 R 1 4 PR AE T, B it ST A data2sign S A& — % — X B2,
[A N data2signfd B LS T A Bt KRBT [EER, Bl /timestamp = <...> o FrUARIE Y E&A
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FEATAIS s, HHm RS — B fuboot.itb, {Euboot.sig# 1T Ajuboot.itb 1t 3 51 2 %2 42 5
R
o MTHAMY, loaderd B H M A IE B IR 55 A5 i AT 254

12.6.4 &%

BrT"EZL"TN, &E A UEE LA EM (bootimg, uboot.img) B4 378i% (u-boot.bin, fdt,
ramdisk, kernel ...) Z5R55 2547847

BETFITHIBOHF B ANSEI,  How 7y R e LU R A o 0 R b T U0
o iR AL 4 fiboot.img, uboot.img#s fIf 45 %% FH 1T A4+55 4
) s I R B AR A U-Bootd BRI N I BC B (S B u-boot-spl.bin AF4E
o & bAL24boot.img, uboot.img# Ik 55 % HHTT FL+25 44
W R A HO S PR AR D2 4T TRSAAEH, RS A S HHTRSAANEH IR 6.
o HHEZ: FEFTHE S IH5 (kernel, dtb, ramdisk, resource...) T H+24
W AR, PR, i ELRREAAAE T I A L
DA b5 G A ] 1) A s R 55 i 4 2004 P RK [ mkimage T, 11X 4> T HA AT BEH RK BT .

FrUAH AT B e E R A . AR AR BN TR AP RS gL 480E, RS
#54 FH openssl i 225 2 R A

12.7 &4 &

FHP AT A BRI ASG [ R0, ] fWiboot.img:

cjh@ubuntu:~/uboot-nextdev$ ./scripts/fit-unpack.sh -f boot.img -o out

Unpack to directory out:

fdt : 82813 bytes... sha256+
kernel : 5844640 bytes... sha256+
ramdisk : 0 bytes... sha256+
resource : 120832 bytes... sha256+

WMRimg & 2%y, WA RBOE—ritb; sha256+FRFEFBA N, 502 Rsha256-.

12.8 [ 1F &

P AT CAG Bl AS st B e 1 B . Bl Fout H sk AR AE 1 [ 4125 3% Heuboot.img BL R 44 (1 [ 1 -

cjh@ubuntu:~/uboot-nextdevs$ ./scripts/fit-repack.sh -f uboot.img -d out/
Unpack to directory out/repack/:

uboot : 6 bytes... sha256+
optee : 6 bytes... sha256+
fdt : 4 bytes... sha256+

Image (repack) : uboot.img is ready
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12.9 % 41 5 Step-by-Step

1. #EAu-boot B %, FIIFXIRF & Fconfigs/rxxxxx_defconfig, EFFIN FACE :

/] ik,
CONFIG_FIT SIGNATURE=y
CONFIG SPL_FIT SIGNATURE=y

// T,
CONFIG_FIT ROLLBACK PROTECT=y // boot.imgPiEI#&

CONFIG_SPL_FIT ROLLBACK PROTECT=y // uboot.imgBi &

2. PUTWTF A A ikeys:

mkdir -p keys

../rkbin/tools/rk_sign tool kk --bits 2048 --out

cp privateKey.pem keys/dev.key && cp publicKey.pem keys/dev.pubkey
openssl req -batch -new -x509 -key keys/dev.key -out keys/dev.crt

ER BB BRIAT — IR, SR 5 %3 (R A7 X L keys.

3. VR4, Lhrv1126 96 (AR5 4 HAhot BB 4E, tnrk3566, # N4 W v 1268008
k356600 T]) :

// Linux: #Jlboot.img, recovery.img®lu-boot X, AT FFHIHALZ 4
loader, uboot, boot, recovery, ¥ EHuboot,boot, recoverylIBiRARIE S, F=BiRA B S #KiE
TERLE

./make.sh rv1126 --spl-new --boot img boot.img --recovery img recovery.img --
rollback-index-uboot 1 --rollback-index-boot 2

// Android: %# loader,uboot, ¥ HubootHIPiARIVE S, 3 & B RAS [FIVE SR 48 75 Bl &
./make.sh rvl1126 --spl-new --rollback-index-uboot 1

R gm i L
Can't load XXXXXX//.rnd into RNG
PAT
touch ~/.rnd
4. ANHhashf2 5 :
// Linux: #llboot.img, recovery.img®lu-boot XM, AT FFIH A4
loader, uboot, boot, recovery, ¥ EHuboot,boot, recoverylIBiRARIE S, VFmBiRA BIE S /K5
WENE, it Skey hash

./make.sh rvl1126 --spl-new --boot img boot.img --recovery img recovery.img --

rollback-index-uboot 1 --rollback-index-boot 2 --burn-key-hash

// Bndroid: %4 loader,uboot, WEubootMIBIMARNRS, HERFMARRS KR ERLE,
e E5key hash
./make.sh rvl1126 --spl-new --rollback-index-uboot 1 --burn-key-hash
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N,

FER G D RAE AT T R B0 58 )5 PR L B —-burn-key-hash , AT E, FEAIE R IR
B R BE B R A4 T 1 A

5. Android HAt [E {42544 «

2% (Rockchip_Developer Guide Secure Boot for UBoot Next Dev_CN.md)



13. Chapter-13 {523 F #1

13.1 30 Fr
e 1v1126

13.2 171t > Fr

e cMMC

e spinor

13.3 bootrom 7

H # bootrom [ spi nor Jx2)) 3 #F VU ZEDMARL AN T e[l 1, XIS HF O EL%AE usbplug ke 5 [l 441 fig

THRE, P LRHHELE.
eMMC H i Lo flitb »

13.4 U-Boot SPL > fF

U-Boot SPL 32 F fit # QBT PRI HL, RIS SCRAZ HEEE N loadert sUAIIG HLAS I -
P &

CONFIG_SPL_KERNEL BOOT=y // FERRRIETFHL D RE
CONFIG_SPL_BLK READ PREPARE=y // FH)aTnE B
CONFIG_SPL_MISC DECOMPRESS=y // TFIR RIS T RE

CONFIG_SPL_ROCKCHIP HW DECOMPRESS=y

U-Boot SPL SCHFHUINERINAE, (EREVUMBINAE)E, 7T LAAEPRAT FLAMRE o (1 [R] i 1 £

TN # ramdisk.

BTN ER L gzip TESGi 1 ramdisk, E4Gar4

cat ramdisk | gzip -n -f -9 > ramdisk.gz

its SCAFHIBC B AT -

ramdisk {

data = /incbin/ ("./images-tb/ramdisk.gz") ;

compression = "gzip"; // E4Ak&EU
type = "ramdisk";

arch = "arm";

os = "linux";

preload = <1>; // WhnEdR &

H BT EZ R
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comp = <0x5800000>;  // hn#kuk
load = <0x2800000>; // fREHHE

decomp-async; /] SRR
hash {
algo = "sha256";

uboot-ignore = <1>; // AMthashiZL:
}i
bi

i LE, EingmiFrv1126 eMMCE 14

./make.sh rvll26-emmc-tb && ./make.sh --spl

13.5 mcufic &

H BTmeuff) 1 2 MBI R SR 30, WISPEHHUE AT AR . kernel R3h )5, SRR LEAEFF AR
AR AL o

7 rkbin/RKTRUST Xt B[R0 i SCHE N &, BA rv1126 R4

[MCU]

MCU=bin/rv11/rv1126 mcu v1.02.bin,0x108000,ckay // FCEXF M EMHALE, J&shHuhbf{E GEbx
—+

o

meufg 7 ik

https://10.10.10.29/admin/repos/rtos/rt-thread/rt-thread-amp
https://10.10.10.29/admin/repos/rk/mcu/hal

U-Boot%i % )5, £ ¥ meuldl {447 Fluboot.imgN . RGEEENF, SPLZ: Muboot.imgH f# A il EkmeulE 14 .

+
13.6 kernel > ¥
W=
CONFIG ROCKCHIP THUNDER BOOT=y // TFRPRETF AL RE
CONFIG_ROCKCHIP_ THUNDER BOOT MMC=y // IR emme POSEFF LR T BE
CONFIG_ROCKCHIP THUNDER BOOT SFC=y // PR Hspi norBRE TN IhAE

CONFIG VIDEO ROCKCHIP THUNDER BOOT ISP=y // JF/& ZEFTspiEFHLILIhAE
N T PEEFFHL, SPLA R SE PRI 2 412 tikernel dibI)Z 4L, FTUARSHTEH A O E,
ENLNER

* memory
o ramdiskf# & 7 J5 K/

P L: kernel/arch/arm/boot/dts/rv1126-thunder-boot.dtsi
memory: memory {

device type = "memory";
reg = <0x00000000 0x20000000>; // FHEKHEHLDDRAEEILE X, SPLAMEIE
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bi

reserved-memory {

trust@0 {
reg = <0x00000000 0x00200000>; // trust =¥[d]
no-map;

}i

trust@200000 {
reg = <0x00200000 0x00008000>;

}i

ramoops@210000 {
compatible = "ramoops";
reg = <0x00210000 0x000£0000>;
record-size = <0x20000>;
console-size = <0x20000>;
ftrace-size = <0x00000>;
pmsg-size = <0x50000>;

}i

rtos@300000 {
reg = <0x00300000 0x00100000>; // AL ufiH, #A T LU
no-map;

}i

ramdisk r: ramdisk@2800000 {
reg = <0x02800000 (48 * 0x00100000)>; // fAEEWEHNE, BT LAKYE SRR/ N EEAT BE 21
}i

ramdisk c: ramdisk@5800000 {
reg = <0x05800000 (20 * 0x00100000)>; // FEAFEMIE, BT AR S2hrR/NEAT BE 2t
bi
}i

£ temmce L & -

/A
reserved-memory {
mmc_ecsd: mmc@20£000 {
reg = <0x0020£000 0x00001000>; // SPL %kernel FfkecsdlXi

}i

mmc_idmac: mmc@500000 {
reg = <0x00500000 0x00100000>; // FilN#ramdiskhf, FEH
idmaclWNAEX IR, FnEse s, %X A AR
}i
}i

thunder boot mmc: thunder-boot-mmc {
compatible = "rockchip, thunder-boot-mmc";
reg = <0xffc50000 0x4000>;
memory-region-src = <&ramdisk c>;
memory-region-dst = <&ramdisk r>;
memory-region-idmac = <&mmc_idmac>;

}i



& Xt spi norFHEC & -

/

{

thunder boot spi nor: thunder-boot-spi-nor {

compatible = "rockchip, thunder-boot-sfc";
reg = <0xffc90000 0x4000>;
memory-region-src = <&ramdisk c>;

memory-region-dst = <&ramdisk r>;
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Bootrom

E&/HU-Boot?

mEKET

U-Boot

MEFmcu

H {Treset M trust

I RE =

kernel/ramdisk

A LIRR

1E{Ttrust

& fTkernel

Kernel #2ERGK
HWEFEFmcuSt a
AR AIME L

kernel BT

initiFf1E




14. Chapter-14 73 = 5 1

14.1 SDK 3 %%
14.1.1 androidboot.mode 3f &5

T Android 8.1 ] SDK JixA<, U-Boot DAZFF i a0 T e B A 8 IE % J3 3 Android:
CONFIG_RKIMG_Z—\NDROID_BOOTMODE_LEGACY
JRIRE S H 4252 :

commit a7774£5911624928ed1d9%cfed5453aab206c512e
Author: Zhangbin Tong <zebulun.tong@rock-chips.com>
Date: Thu Sep 6 17:35:16 2018 +0800

common: boot rkimg: set "androidboot.mode=" as "normal" or "charger"

- The legacy setting rule is deprecated(Android SDK < 8.1).
- Provide CONFIG RKIMG ANDROID BOOTMODE LEGACY to enable legacy setting.

Change-Id: I5c8b442b02df068a0ab98ccc81a4£f008ebe540cl
Signed-off-by: Zhangbin Tong <zebulun.tong@rock-chips.com>
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

14.1.2 misc X

misc.img ) & 2 AF A U-BootFl Android 2 [W () JE 352 H., 32 % Py 75 BCB(Bootloader Control Block).
g

HFRKFE R L EE, KT 45T Android-10.04ISDK /A, misc.img FL HIBCB ZAE I AE misc/) X
Of7E; 1% T Android-10.0f)fi A<, BCBYFIEMAEmiscy X fwFs 16KBH B .

F 3R AT SDK G A7 ZATAMEHE,  U-Boot2x HIE N H Y . H2H /41 R AN A SDK i misc.imgi
F, AT EE IR 8. IR — & Android 2> — E HE Arecovery B .
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15. Chapter-15 . &

AREHREIT R TR S (LLU-Boott H R NZH 1D -

./scripts/mkbootimg
./scripts/unpack bootimg
./scripts/repack-bootimg
./scripts/unpack resource.sh
./scripts/stacktrace.sh
./tools/patman/patman
./tools/buildman/buildman

./rkbin/tools/resource tool
./rkbin/tools/loaderimage
./rkbin/tools/trust merger

./rkbin/tools/boot_merger

15.1 trust_merger

Thag: ARYEinifl & ST 6440 °F 4 1 b130. bI31. bl32 binXCH, A& trustimg.
ini SCAF

Pl RK3368TRUST.ini J9f):

[VERSION]

MAJOR=0 -——-ERAS

MINOR=1 -———-RRAES

[BL30_OPTION] ----b130, HHT&E Nmcu bin

SEC=1 -—-—f#{FBL30 bin
PATH=tools/rk_tools/bin/rk33/rk3368b130 v2.00.bin --—-Ff&EbiniffF
ADDR=0xf£8c0000 ————[El{: DDR AT 1) N 2k A AT Hi ik
[BL31_OPTION] ----b131, HHTRENZZMEIFEE K Kbin
SEC=1 --—-f#f£BL31 bin

PATH=tools/rk tools/bin/rk33/rk3368b131-20150401-v0.1.bin--—-F&Ebinftz
ADDR=0x00008000 ————[E{: DDR AT 1) N 2k A AT Hi i
[BL32_OPTION]

SEC=0 -——-Af£{EBL32 bin

[BL33 OPTION]

SEC=0 -——-AfF7EBL33 bin

[OUTPUT]

PATH=trust.img [OUTPUT] ———— g tH [ A 42 7

T 4
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/*

* @<sha>: Al#. shatfik, ZFmake.sh

* Q<rsa>: AJik. rsafix, ZFmake.sh

* @<size>: Wk, #: --size [KB] [count]. ¥ithCAFR/N, HREH BOAS G 2M, $TE 24
* @[ini file]: 4bik. iniCff

=)

./tools/trust merger <sha> <rsa> <size> [ini file]

il

./tools/trust merger --rsa 3 --sha 2 ./ RKTRUST/RK3399TRUST.ini
out:trust.img

merge success (trust.img)

fipt A iy 4

// @[input imagel: #i%. HTMEMEM, —MHZtrust.img

./tools/trust merger --unpack [input image]

bR R

./tools/trust merger --unpack trust.img

File Size = 4194304
Header Tag:BL3X
Header version:256
Header flag:35
SrcFileNum:4
SignOffset:992
Component O:
ComponentID:BL31
StorageAddr:0x4
ImageSize:0x1cO
LoadAddr:0x10000
Component 1:
ComponentID:BL31
StorageAddr:0xlc4
ImageSize:0x10
LoadAddr:0x££8c0000
Component 2:
ComponentID:BL31
StorageAddr:0x1d4
ImageSize:0x48
LoadAddr:0x£f£8c2000
Component 3:
ComponentID:BL32
StorageAddr:0x21c
ImageSize:0x2e0
LoadAddr:0x8400000

unpack success



15.2 boot_merger

ThEg: MRIFinific B CLF$TE miniloader + ddr + usb plug, 42 J% loader[&E 14,
ini 3CfF

DL RK3288MINIALL.ini 3C1 A1 :

[CHIP NAME]

NAME=RK320A - AR 7RRINE Smaskrom) E K 4B S
[VERSION]

MAJOR=2 -———FWAES

MINOR=36 -——- KA

[CODE471 OPTION] -—--code471, HAI&E Nddr bin

NUM=1

Pathl=tools/rk_tools/bin/rk32/rk3288 ddr 400MHz v1.06.bin

[CODE472_ OPTION] -—--code472, HHT#E Nusbplug bin

NUM=1

Pathl=tools/rk tools/bin/rk32/rk3288 usbplug v2.36.bin
[LOADER_OPTION]

NUM=2
LOADER1=FlashData -—--flash data, HAI#%&ENddr bin
LOADER2=FlashBoot --—-flash boot, HAl# & Aminiloader bin

FlashData=tools/rk tools/bin/rk32/rk3288 ddr 400MHz v1.06.bin
FlashBoot=tools/rk tools/bin/rk32/rk3288 miniloader v2.36.bin
[OUTPUT] - === tH 34
PATH=rk3288 loader v1.06.236.bin

T dr 2

// @[ini filel: Wik. inif#

./tools/boot merger [ini file]

AR

./tools/boot merger ./RKBOOT/RK3399MINIALL.ini
out:rk3399 loader v1.17.115.bin

fix opt:rk3399 loader v1.17.115.bin

merge success(rk3399 loader v1.17.115.bin)

fift B iy %

// @[input image]: Wik. HTMEWELE, —FEloaderXH

./tools/boot merger --unpack [input image]

RERE
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./tools/boot merger --unpack rk3399 loader v1.17.115.bin
unpack entry(rk3399 ddr 800MHz v1.17)

unpack entry(rk3399 usbplug v1.15)

unpack entry(FlashData)

unpack entry(FlashBoot)

unpack success

15.3 loaderimage

Lhig:

o T flu-boot.binE Fuboot.img
o FTAU3207°F 5 11 tee bin AE X trust.img

#1 4 u-boot:

/*

* @[input bin]: ik, bindf X4

* @[output image]: Wik. T

* @[load addr]: Wik, Jn#thhk

* @<size>: Wi%, K&i: --size [KB] [count]. ¥iHSCHR/DN, ABEESERIARA 1M, FTE4%G
4

./tools/loaderimage --pack --uboot [input bin] [output image] [load addr] <size>

bR ZR

./tools/loaderimage --pack --uboot ./u-boot.bin uboot.img 0x60000000 --size 1024
2

load addr is 0x60000000'!
pack input u-boot.bin
pack file size: 701981
crc = 0xc595eb85

uboot version: U-Boot 2017.09-02593-gb6e59d9 (Feb 18 2019 - 13:58:53)
pack uboot.img success!

fi# £, u-boot:

/*

* @[input image]: Wik, FEEYESCHF

* @[output bin]: Wik. EAHE M, EERL T
=/

./tools/loaderimage --unpack --uboot [input image] [output bin]

RERE

./tools/loaderimage —--unpack —--uboot uboot.img uboot.bin
unpack input uboot.img

unpack uboot.bin success!

3T Al trust:
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/*

* @[input bin]: i%. binXfF

* @[output image]: Wik, B H A

* @[load addr]: Wik, n#Hhik

* @Q<size>: Ak, #3: --size [KB] [count], Frth XK/, HBEE BN 1M, FTE 410
=/

./tools/loaderimage --pack --trustos [input bin] [output image] [load addr]

<size>
a1 :

./tools/loaderimage --pack --trustos ./bin/rk32/rk322x tee v2.00.bin trust.img \
0x80000000 --size 1024 2

load addr is 0x80000000'!
pack input bin/rk32/rk322x_tee v2.00.bin
pack file size: 333896

crc = 0x2de93b46

pack trust.img success!
ﬁﬁ @trust:

/*

* @[input image]: hi%. FREEIFECH

* @[output bin]: Wik. fEEHNH S, (EEAYET
&7/

./tools/loaderimage --unpack —--trustos [input image] [output bin]
a5 :

./tools/loaderimage —--unpack —--trustos trust.img tee.bin
unpack input trust.img

unpack tee.bin success!

15.4 resource_tool
Dige: M TATOAEE RIS, Al resource.img.
Tams:
./tools/resource tool [--pack] [--image=<resource.img>] <file list>
a4 -

./scripts/resource tool ./arch/arm/boot/dts/rk3126-evb.dtb logo.bmp
logo_ kernel.bmp

Pack to resource.img successed!

A%
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./tools/resource tool --unpack --image=<resource.img> [output dir]

il

./tools/resource_tool --unpack --image=resource.img ./out/

Dump header:
partition version:0.0
header size:1l
index tbl:
offset:1 entry size:l entry num:3

Dump Index table:

entry (0) :

path:rk-kernel.dtb

offset:4 size:33728
entry (1) :

path:logo.bmp

offset:70 size:170326
entry(2) :

path:logo kernel.bmp
offset:403 size:19160

Unack resource.img to ./out successed!

15.5 mkimage
Thfg: “Em SPL B3R B Loader [l {4«

. 3@ A4 AR % Rockehip [ bootrom T IDBLOCK g, X A4 2 AL u-boot-
tpl.bin [¥13k 4 4~ byte A Bootrom FIT 75 £ 5 1) 1D:

./tools/mkimage -n rk3328 -T rksd -d tpl/u-boot-tpl.bin idbloader.img

./doc/mkimage. 1

15.6 stacktrace.sh

Dhke: ARG E, IS HRKAEMET.

15.7 mkbootimg

RE: T AE A ibootFrecovery.img, Y5 S AF K fEandroid T.F% .

AR

./scripts/mkbootimg --kernel zImage --second resource.img --ramdisk ramdisk.img -

-out boot.img
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15.8 unpack_bootimg

ThEg: FTbootflirecovery.imgf@fl, E 14K {Eandroid T2,

RERAE

./scripts/unpack bootimg --boot img boot.img --out out/

15.9 repack-bootimg

Thig: B #bootHlrecovery.imgH ¥ [El 14 .

ERAE

// flhn: H&H#ikernel

./scripts/repack-bootimg --boot img boot.img --kernel zImage -o boot repack.img
/7 Bl K& #resource

./scripts/repack-bootimg --boot img boot.img --second resource.img -o

boot repack.img

15.10 pack_resource.sh

UiRe: #T4 ./tools/images/ Hk N7 HEE F #resource.img.
SER1E
./scripts/pack resource.sh resource.img
Pack ./tools/images/ & resource.img to resource.img
Unpacking old image (resource.img) :
rk-kernel.dtb 1
Pack to resource.img successed!
Packed resources:
rk-kernel.dtb battery 1.bmp battery 2.bmp battery 3.bmp battery 4.bmp

battery 5.bmp battery fail.bmp battery O.bmp 8

resource.img is packed ready

15.11 buildman

UiRe: MEHRIFAUD, EFESH TR ST & 3RS &S m e A& . 5%,
./tools/buildman/README

5 F buildman 75 ZEHLRT % B 1T toolchain F&1%, '~/ buildman' S 44
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[toolchain]
arm: ~/prebuilts/gcc/linux-x86/arm/gcc-linaro-6.3.1-2017.05-x86 64 arm-linux-

gnueabihf/
aarch64: ~/prebuilts/gcc/linux-x86/aarch64/gcc-1linaro-6.3.1-2017.05-

x86 64 aarch64-linux-gnu/
AR, WA Rockchip “F- 4 1) U-Boot Ui
./tools/buildman/buildman rockchip

BARGSRINT

$ ./tools/buildman/buildman rockchip

boards.cfg is up to date. Nothing to do.

Building current source for 34 boards (4 threads, 1 job per thread)
34 0 0 /34 evb-rk3326

BORHILER A, AR 5E4 pass KPG8 () , 5 A2 waming # PS80 GF
), HEAEE error TiERmIFEL K TFEHE (LE) . WRHFIEFE warning 30 error &1
23T AR TNTE

15.12 patman

N
A

TJRE: python 5 T H, @t HAh T H 5 patch A &3S, &M patch Upstream (U-Boot.
KerneD) AW IFHML& TH, IR

o RYEZHH ) format £hT

AR checkpatch JEATH 7 5

M commit 15 EHEHUFF 4 % upstream mailing list T 75 ) Cover-letter patch version. version
changes %515 &;

H 3238 commit # [ change-id;

H 24 Maintainer F1SCAF22E 15 B AR patch T 7% U A

o ¥~/ gitconfig'Bl & /. gitconfig it B I 5 patch & 3% Hi %

TS

./tools/patman/README

il F-h I I A BT A i & R

$ patman -h

Usage: patman [options]

Create patches from commits in a branch, check them and email them as

specified by tags you place in the commits. Use -n to do a dry run first.

Options:
-h, --help show this help message and exit
=fE, —=Eull=lclp Display the README file

-c COUNT, --count=COUNT
Automatically create patches from top n commits

-i, --ignore-errors Send patches email even if patch errors are found
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-m, —--no-maintainers Don't cc the file maintainers automatically
-n, —--dry-run Do a dry run (create but don't email patches)
-p PROJECT, --project=PROJECT
Project name; affects default option values and
aliases [default: u-boot]
-r IN REPLY TO, --in-reply-to=IN REPLY TO
Message ID that this series is in reply to
-s START, --start=START
Commit to start creating patches from (0 = HEAD)
-t, —--ignore-bad-tags

Ignore bad tags / aliases

--test run tests

-v, —--verbose Verbose output of errors and warnings
--cc-cmd=CC_CMD Output cc list for patch file (used by git)
—--no-check Don't check for patch compliance

--no-tags Don't process subject tags as aliaes

-T, --thread Create patches as a single thread

AL B $RACHGHT) 3 > patch

patman -t -c3

4817 J5 checkpatch 13 H error 8{34 warning £ H 3l abort, 7§ EASHUER patch iR ¥R 17 8 f5 5 Hig

=i

FoAty ik 15

o -t BRAE R IHN A M B TAG, KB Joik# patman R, 75248 A -t 1B 10

o i WAL warning (WIS 80 NEAT) FATNNILFAEH, W LAE BN -1E TSN T

o ' GNREIRAT KN T A RLE L] tree B top, AT LUBE-s'BEIT top BN AT

o n' WARHARARAH T, R AN T &5 0 LIS checkpatch, 1] LA# '-n'i 1 ;

patchman F & commit message H [} CHE T, “E i upstream mailing list BT 75 (15 &
M) commit:

commit 72aa9e3085e64e785680c3fa50a28651a8961feb
Author: Kever Yang <kever.yang@rock-chips.com>
Date: Wed Sep 6 09:22:42 2017 +0800

spl: add support to booting with OP-TEE

OP-TEE 1is an open source trusted OS, in armv7, its loading and
running are like this:

loading:

- SPL load both OP-TEE and U-Boot

running:

- SPL run into OP-TEE in secure mode;

- OP-TEE run into U-Boot in non-secure mode;

More detail:
<https://github.com/OP-TEE/optee os>
and search for 'boot arguments' for detail entry parameter in:

core/arch/arm/kernel/generic_entry a32.S

Cover-letter:

rockchip: add tpl and OPTEE support for rk3229



Add some generic options for TPL support for arm 32bit, and then
and TPL support for rk3229 (cortex-A7), and then add OPTEE support
in SPL.

Tested on latest u-boot-rockchip master.
END

Series-version: 4
Series-changes: 4

- use NULL instead of '0Q'

- add fdt addr as arg2 of entry

Series-changes: 2

- Using new image type for op-tee

Change-Id: I3fd2b8305ba8fa%ea687ab7f3fdlffd2fac9eceb

Signed-off-by: Kever Yang <kever.yanglrock-chips.com>

XA~ patch T patman fiy& KIEMINE, 24— Cover-letter:

[PATCH v4 00/11] rockchip: add tpl and OPTEE support for rk3229

Xt 87 patch HIARBUNR, 5 version 15 B A 24 BT patch 2 ¥ series FI55 )L -

[PATCH v4,07/11] spl: add support to booting with OP-TEE

Patch [ commit message L& #ALFIL T, change-id #{ $#8. Cover-letter #2545 version-changes 15 5
B e 4 AR TR SUAE B

OP-TEE is an open source trusted 0S, in armv7, its loading and
running are like this:

loading:

- SPL load both OP-TEE and U-Boot

running:

- SPL run into OP-TEE in secure mode;

- OP-TEE run into U-Boot in non-secure mode;

More detail:
<https://github.com/OP-TEE/optee os>
and search for 'boot arguments' for detail entry parameter in:

core/arch/arm/kernel/generic _entry a32.S

Signed-off-by: Kever Yang <kever.yang@rock-chips.com>

Changes in v4:
- use NULL instead of '0Q'
- add fdt addr as arg2 of entry

Changes in v3: None
Changes in v2:

- Using new image type for op-tee

common/spl/Kconfig | 7 A+t
common/spl/Makefile |1 +



common/spl/spl.c |9 ettt
common/spl/spl optee.S | 13 +++++tttttttt
include/spl.h | 13
5 files changed, 43 insertions (+)

create mode 100644 common/spl/spl optee.S

FEL i, fn"Series-prefix". "Series-cc"%:i% %% README.



16. Chapter-16 FAQ

TODO
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17. Chapter-17 [} 3%

17.1 F#EHhE
17.1.1 rkbin

o RK WEBTFEN: 3% gerrit R EE: “rk/rkbin”
o AMERIARIM (2i£1) -

o TFH RK KAiHITERE SDK
o Github F#: https:/github.com/rockchip-linux/rkbin

17.1.2 GCC

o RK W THEIM: gerrit R B%E: “gec-linaro-6.3.17
o AMERTAREN: F#E RK KA EHE SDK B LinaroH W %

17.2 RiE

e U-Boot: Universal Boot Loader

e AOSP: Android Open-Source Project

e AVB: Android Verified Boot

e DTB: Device Tree Binary

e DTS: Device Tree Source

e Fastboot: [y Android f—#f S {F 77 5, IAE k)32 B T N A4S
e GPT: GUID Partition Table

e MMC: Multi Media Card, f34f: eMMC, SD K%

e SPL: Secondary Program Loader

e TPL: Tertiary Program Loader

e DTB: #id], W#&#f Blob

e DTB: #id], HT&MME%H Blob
e DTC: %], B&W ik

e DTO: Zhia], B&MSINEE

e DTS: %A, W&AREI;

o FDT: #4id, J-FALBER

e SCMI: System Control and Management Interfacee
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https://developer.arm.com/documentation/den0056/latest
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